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What is Zero

/

A Zero Trust Architecture
(ZTA) strategy is one
where there is no implicit
trust granted to systems

based on their physical
or network location (i.e.,
local area networks vs.
the Internet).

NIST

rust?

°/The network is always assumed

to be hostile.

External and internal threats
exist on the network at all
times.

Network locality is not
sufficient for deciding trust in a
network.

Every device, user, and network
flow is authenticated and
authorized.

Policies must be dynamic and
calculated from as many
sources of data as possible.

Gillman and Barth

-

Zero Trust is a data-first
framework to achieve
security using

microperimeters and
microsegmentation.

Forrester 4

Zero trust networking is a concept for
secure network connectivity where the
initial security posture has no implicit
trust between different entities,
regardless of whether they are inside
or outside of the enterprise perimeter.

Least-privilege access to networked
capabilities is dynamically extended
only after an assessment of the identity
of the entity, the system and the
context.

Gartner
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oday’s Architecture
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omorrow’s Architecture




(& Identity Aware Proxy (IAP)
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(& Credential Protection

[R @] | Elements Console Sources Network Performance Memory  Application  Security  Audits
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P <head>..</head
v <body onload="OnLoad()
» <noscript>.</noscript
meta http-equ X-UA-Compatible” content="IE=E
for F5 Networks meta name="viewport” id="viewport" content
meta name="robots” contex

Secure Logon
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> ctr
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wo ways to implement IAP

*  Per-Request Policies using Visual Policy Editor

Per-Request Policy: /Common/IAP_DEMO.app/IAP_DEMO_perRequestPalicy

felloack

URL Branching

Edit Endings | (Endings: Allow, Reject [cefaut])

Fallback

18P DEMO

nips:lineacer Loy
147 DEMO 20 =
N v LN sucems | Tl
14 DEMO ocsp -
14P DEMO ocspauth header: seceess 4 > ool Assign (attps_header iap acme com amin phe) |22
i
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i
148 DEMO ad =
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success
o]
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126 DEv0 P |

IAP DEMO ad

Looo

il

success

o] 550 Cortoumon st 2% 1]

IAP_DEMO basiciap.acme.com get-user-status

suceess

I8P DEMO Custom Radius based

Looo

Deny

ﬂ-{-—»-{ Pool Assign (basic-iap.acme.com) '_h“ha(k -+

i

Addl New Macro

* |dentity Aware Proxy

Access » Guided Configuration

Federation

Zero Trust

pware Proxy Configuration :|AP_DEMO | BEPLOVED

—0 — 06— 00— 06— 06— 06— 0 —0— 00—

Zero Trust Microsoft Product
Proxy
Device Posture
. _d

Delivers secure access to applications based on the principle of "Never Trust, Always

Identity Aware Proxy

Provide secure access to public applications based on real-
time device posture, user identity, and step-up

authentication

uided

User Identity

onfiguration

Applications

Application Groups
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Customization

X

Logon Protection



Configuration Name
AP_DEMO

Type a name for this guided con

@ Enable F5 Glient Posture Check @

CA Trust Certificate @

ca.fdlab.local.crt
Posture Settings

Name ©

l FW_CHECK

] Allow Unsigned Client Posture Data €
A ‘When you select Allow Unsigned Client Posture Data, your system and data are vulnerable to DoS and |P spoofing attacks.

Platforms

Device

© Windows

P t Select Browsers: Chrome Firefox Edge

Client Side Checks @

) Antivirus

@ Firewall Hard Disk Encryption ] Public File Share ] Patch Management

Domain Managed Devices @
Domain Name &

fslab.local

@ mac0s
Select Browsers: Chrome Firefox

Client Side Checks @

~) Antivirus

— Firewall Hard Disk Encryption 1 Public File Share ~1 Patch Management

~' Domain Managed Devices @




Virtual

Server

Virtual Server
© CreateNew () Use Existing

Destination Address @

© Host Address List

l 10.1.10.100

Service Port @

I443 l HTTPS  ~

Enable Redirect Port

Select to specify port for redirecting traffic to the Ser

Redirect Port ©

l 80 I HTTP v

Client SSL Profile @
© Create new ) Use Existing

Client SSL Certificate @

acme.com-wildcard.crt vz
Associated Private Key @

acme.com-wildcard.key v|a
Trusted C ities for Client A

ca.fslab.local.crt v o

Server SSL Profile @
7 Createnew @) Use Existing

Available

Common
adapl.f5lab.local

apm-default-serverssl

Create Profile in BIG-IP Ul

iRules €

Available

GCommon
_sys APM_activesync
_sys_APM_ExchangeSupport_helper

_sys_APM_ExchangeSupport_main

Selected
‘Gommon

serverss|

Selected



Authentication Properties 2 < :
P Authentication Properties

Name
l Name
L ] L ] I
User Identities
I AAA v . .
Authentication Type @
Choose Authentication Server Type I On-Demand Certificate Authentication
I Active Directory v
Active Directory Choose Authentication Server Type
Active D i re CtO ry Active Directory Trusted Domain | CRLDP

‘ LDAP
CRLDP

RADIUS
LDAP HTTP | OCSP Responder

RADIUS [

HTTP

Authentication Properties

SA M L Authentication Properties Name
Name I
CRDLP [

Authentication Type @ Authentication Type @
O CS P l L . I OAuth
Service Provider Properties .
OAuth OAuth Properties
Entity ID @

Choose DNS Resolver @

I --Select-- v
Scheme €@ Host €@

https v l At least one provider is needed

Add Provider




e B o0 ® ® @

Custom Radius Duo Security Okta ‘OTP using Email OTP using SMS RSA with Radius Safenet Symantec
based...




SSO & HTTP Header

Single Sign-On Settings & HTTP Header Properties
Mame
l Single Sign-On Settings & HTTP Header Properties
Specify the name of the 530 configuration. i“"e
Specify the name of the 550 configuration.
TYDE ﬂ Type @
'°' Single Sign-on Method ~ HTTP Headers ) Single Sign-on Method Q) HTTP Headers
I H_I_l_P BHSiC ” 550 Headers 0- .
Header Operation Header Name Header Value
H-I—l-P BHSiC l replace b l Authorization l % {session.sso.token.last.username}
‘ Kerberos e
L= ancel
NTLMVZ2 =
OAuUth Bearer
Cance




Application Properties
Name @

I header-iap.acme.com

FQDN &

header-iap.acme.com

Subpath Pattern @

Pool Configuration

Health Monitors @

Applications

Available Selected
Filter

/Common/gateway_icmp

/Comman/http

/Common/http_head_f5

Load Balancing Method €@
Round Robin ¥

IP Address/Node name € Port Connection Limit Priority Group

I 10.1.20.6 v I 443 l HTTPS l 0 I 0




Application Group Properties

Name @

| ocspauth_header-iap.acme.com

Description €&

A p p | I Ca t I O n Applications List €
G Fou pS Available _—

Filter

header-iap.acme.com

basic-iap.acme.com fadmin.php

Cancel Save




Contextual Access Properties

Name

I basic-iap.acme.com

Resource Type @ Resource 0

Application v I basic-iap.acme.com v
Device Posture 0 Primary Authentication €

FW_CHECK w I ad w
HTTP Header @ Single Sign-On &

--Select-- v basic_sso v

Contextual

@ Enable Additional Checks @

Access

Trigger Rules
Trigger rules are executed in the order they appear. If trigger rules are not defined, then the default fallback rule is executed.

Add Delete [tems: 1
Filter Type by Name...
Name Trigger Types Match Action Sequence
get-user-status HTTP Connector Request & Step Up ©
Default Fallback & Reject v

Cancel Save




Contextual Access Properties > Trigger > New

Name

I Trigger_Rule-1001

~| IP Geolocation @

~| HTTF Methods €

IP Reputation @

IP Address Ghanged @
Device Posture Check @
Client Posture Information @
HTTP Connector Request @

User Group Check @

User group check is using the subsession.ad.last.attrmemberOf user group so ssion variable in ad primary authentication

Select Groups @

Primary Authentication : ad | Server : prebuilit-ad-servers

Contextual

Items: 66

Refresh Filter by Group Mame..

A C C e S S Group Name Group DN Action

. Access Control Assistance Operatc CN=Access Control Assistance Operators, CN=Builtin,DC=f5lab,DC=local Add

Tr I g g e r S Account Operators CN=Account Operators, GN=Builtin DC=15lab,DC=local Add
Administrators CN=Administrators,CN=Builtin,DC=f5lab,DC=local Add

Allowed RODC Password Replicati CN=Allowed RODC Password Replication Group,CN=Users,DC=f5lab,DC=local Add

Backup Operators CN=Backup Operators,GN=Builtin,DC=f5lab,DC=local Add

Cert Publishers CN=Cert Publishers,CN=Users,DC=f5lab,DC=local Add

Certificate Service DCOM Access CN=Certificate Service DCOM Access,CN=Builtin,DC=i5lab,DC=local Add

Cloneable Domain Controllers CN=Cloneable Domain Controllers,CN=Users,DC=f5lab,DC=local Add

CreateUser CN=CreateUser,OQU=IT,DC=f5lab,DC=local Add

] 4 1 of1 » »l 500 4 items per page 1- 66 of 66 items

Selected User Groups @

O Al O Any ") Not Matching Any
Operation Groups Action
Equals v I e

Match Action @

Allow ot

Cancel Save




Logon Page
Form Header Text

Secure Logon <br> for F5 Networks
Type the text to display for the form header.

Logon Page Input Field #1

the text to display for the firs t's Username.

Logon Page Input Field #2

Password

Type the text to display for the second field on the logon page. Usually, it's Password

Logon Button

This is the label for the logo t defaults to Logon

Remediation Page
Software download URL @

https://iap1.acme.com/epi/downloads

Customization

Error Messages
Invalid client data €

Endpeint Inspection error. Please contact your system administrator for assistance.

Network Firewall check failed @

Network Firewall check failed.

Antivirus software check failed @

Antivirus software check failed.

Patch management check failed @

Patch management check failed.

Hard disk encryption check failed @

Hard disk encryption check failed.

File check failed @

File check failed.

Health Agent check failed @

Health Agent check failed.




There are pending changes for your application.

The pending changes to your application are ready to be deployed. Review the summary. You can click #* on any step to make changes.

Objects »

Summary

P2 @ B ©

o

Cancel

Device Posture ~

Enable F5 Client Yes
Posture Check

CA Trust Certificate /Common/ca.flab.local.crt

Posture Settings

Name Selected Platforms

FW_CHECK Windows, MacOS, i08, Android

Virtual Server »

User Identity »

MFA »

S50 & HTTP Header »
Applications »
Application Groups »
Contextual Access *»
Customization »

Logon Protection »

Save Draft Back Deploy Undeploy
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