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‘Workshop: Telework

Bolstering mobile security

A zero trust approach toward mobile devices and remote
access can help agencies protect against threats and risks

he pandemic has underscored the

importance of mobile security as
most employees continue to work from
home and agencies push more content to
the cloud, raising their exposure to data
loss, risk, and compliance breaches.

Agencies have done well
accommodating teleworking. They have
adjusted their policies and guidance, scaled
up their VPN services, and allowed their
employees in many situations to use their
own devices to connect to the enterprise.

“It was bumpy in the beginning, but
we've made it work,” said Tim LeMaster,
senior director, sales engineer, at
Lookout. “Now we're in a position of
understanding the lessons learned.”

What agencies have learned, he
said, is that there are risks, such as
unauthorized access and threats,
including data loss and leakage,
associated with moving more content
and data to the cloud and leveraging
software-as-a-service to deliver them.

Managing mobile devices is
important, but agencies need visibility,
access control, and real-time risk
assessment also. By taking a zero trust
approach to cloud services, mobile
devices, and remote access, they can
mitigate many of these risks and threats.

Cloud security is a shared responsibility
which means the user “still has
responsibility for much of the threat,”
LeMaster said, which include malicious
insiders, data leaks, and breached
passwords. “There is still a lot to contend
with as we push this data around”

In a recent study, Lookout found
that 99 percent of government Android
users are exposed to hundreds of
vulnerabilities because of out-of-
date operating systems. The Android
ecosystem is fractured, with numerous
different manufacturers and carriers,
which makes patch release spotty.

The study also found that more
than 70 percent of phishing attacks

against government
organizations sought to
steal login credentials,
representing a 67
percent increase from
2019. In addition,

one in 15 government
employees were
exposed to phishing
threats.

Phishing attacks
increasingly seek to
harvest credentials and cyber criminals
are targeting mobile devices as an entry
point for executing more invasive and
persistent attacks, LeMaster said. “We
have seen a big trend toward this idea
of credential harvesting as the primary
goal for phishing threats”

The study found that nearly one quarter
of state and local government employees
use personal unmanaged devices,
compared with nine percent in the federal
government. Unmanaged devices are
exposed to a broader range of web sites
and use a greater variety of applications.

“People seem a little more
empowered browsing a broader
range of content and websites with an
unmanaged device,” he said.

Users also have to be wary of
applications that leverage advertising
software development kits (SDKs)

“We want to apply a
zero trust networking
approach for the
wide range of devices
and services we’re
offering and extend
visibility out to the
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to monetize themselves. This code
is embedded into the application to
connect users to advertisements and
third party services.

Visibility into the permissions and
capabilities of all applications on a
mobile device is key to establishing a
strong security posture, as is the ability
to continuously monitor the risk profile
of these devices.

Zero trust networking will help
agencies protect their mobile devices and
cloud services, he said. “We want to apply
a zero trust networking approach for the
wide range of devices and services were
offering and extend visibility out to the
end point where appropriate”

Agencies should move away from
traditional VPNs, LeMaster said. “A zero
trust networking approach offers better
scalability and visibility into that traffic
as it’s entering or accessing your services
than you can with a traditional VPN?”

Agencies also should focus on
enhanced visibility and control for cloud
services and set policies for access based
on context, such as device type, data
sensitivity, action requested, user behavior
and anomalous behavior. This allows
agencies to “step up their response”

The first step should be increasing
visibility into the mobile environment.
“Mobile has been an area that has been
ignored for a long time;” he said. “Once
you have visibility, you can start applying
policies, threat detection, and resolution”
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Thank you for downloading this Lookout Report! Carahsoft is the market vendor for
Lookout Cybersecurity solutions available via GSA-70, ITES-SW, CMAS, and other contract
vehicles.

To learn how to take the next step toward acquiring Lookout’s solutions, please check out
the following resources and information:

For additional resources: For upcoming events:
carah.io/LookoutResources carah.io/LookoutEvents

For additional Lookout solutions: For additional Cybersecurity solutions:
carah.io/ LookoutSolutions carah.io/Cybersecurity

To set up a meeting: To purchase, check out the contract
Lookout@carahsoft.com vehicles available for procurement:
(844)-44LKOUT carah.io/LookoutContracts

For more information, contact Carahsoft or our reseller partners:

Ca rahSOft Lookout@carahsoft.com | (844)-44LKOUT
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