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Agencies face escalating cyber threats and strict data privacy regulations, making
robust data security essential. Adopting a Zero Trust Architecture (ZTA) is critical for
safeguarding sensitive citizen data and modernizing operations.

We spoke with Michael Anderson, Chief Strategist of Public Sector, Informatica, and
Xhevair Maskauli, Public Solutions Architect, Public Sector, Informatica to explore these
complexities and Informatica’s comprehensive approach to data protection through Zero
Trust Architecture. Our speakers share insights on how to protect sensitive data from
internal and external threats, implement granular access controls and enable secure and
compliant outsourcing.

Let’s start off with an introduction — who and what is Informatica, Inc.?

Michael Anderson: Informatica, founded in 1993, is a global leader in data
management software. We specialize in hybrid solutions for on-premises and multi-
cloud environments. Our consumption-based pricing ensures scalable access to data
management services. We serve over 600 public sector customers.

What is Zero Trust Architecture (ZTA) and how does Informatica
support it?

Michael Anderson: Zero Trust Architecture (ZTA) assumes no user or device is
trustworthy, requiring continuous verification for all resource access. For public sector
organizations, ZTA is crucial for balancing service delivery with citizen trust and security,
building the foundation for responsible access and protecting sensitive data from
accidental exposure. Informatica supports ZTA by focusing on strong data management
and governance.

Informatica’s Intelligent Data Management Cloud (IDMC) provides a unified platform to

simplify ZTA adoption:

«  Connect: Aggregate a holistic dataset from multiple sources (i.e., connect, access,
automate, integrate)

«  Activate: Democratize data and enable decision-making (i.e., share, discover)

*  Process: Master and cleanse data for quality and accuracy (i.e., trust, relate,
understand)

«  Govern: Define policies for proper data maintenance/security (i.e., protect, catalog)

Applying automated technologies, including Al & machine learning for anomaly detection
and data lineage, IDMC helps organizations and agencies to detect and monitor their
data flow across the enterprise, mitigating risks with data management policies.
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ABOUT INFORMATICA:
Digital transformation changes
expectations: better service, faster
delivery, with less cost. Businesses
must transform to stay relevant and
data holds the answers.

As the world's leader in Enterprise Cloud
Data Management, we're prepared to
help you intelligently lead—in any sector,
category or niche. Informatica provides
you with the foresight to become more
agile, realize new growth opportunities
or create new inventions. With 100%
focus on everything data, we offer the
versatility needed to succeed.

We invite you to explore all that
Informatica has to offer—and unleash
the power of data to drive your next
intelligent disruption.

ABOUT CARAHSOFT:

Carahsoft Technology Corp. is The
Trusted Government IT Solutions
Provider®. As a top-performing GSA
Schedule, SEWP and SLSA contract
holder, Carahsoft has served as
Informatica, Inc/s master government
aggregator and distributor since 2020.

Working as strategic partners—and
through a robust ecosystem of value-
added channel of partners and system
integrators—Carahsoft delivers top-tier
Informatica, Inc. solutions to federal,
state, and local government agencies,
as well as the education community,
supporting the public sector’s mission
to prepare for the digital future and
modernize approaches to IT through the
utilization of effective data management.
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What are some of the common technology or agency-specific data
challenges associated with Zero Trust Architecture?

Michael Anderson: Government agencies must overcome key technological
challenges to effectively harness data, innovate and deliver services. These
challenges include:

* Data Mistrust: Due to poor quality, data is often difficult to access, trust and
understand.

* Scalability Issues: Agencies struggle to scale their data infrastructure to handle
the growing volume and variety of data.

*  Fragmented Data: Data and applications often reside in different storage
locations, which can be difficult to analyze.

*  Poor Protection: Ungoverned or unprotected data leads to sharing
complications.

Informatica’s Al-powered platform IDMC serves as a pipeline for agencies to utilize

ZTA's "never trust, always verify” principle, allowing agencies to achieve mission
success. Bottom line is — trust nothing and no one on your network.

Organizations are data-intensive; however, fragmented applications often hide
valuable information. Automated technologies, including Al and machine learning for
anomaly detection, enable continuous monitoring of data flow and lineage, effectively
mitigating data management risks.

What are the Zero Trust Foundational Pillars and how does this affect
public sector agencies?

Xhevair Maskuli: The Department of Homeland Cybersecurity Infrastructure Agency
(CISA) defines the five foundational Zero Trust pillars:

*  Identity: Enforce Multi-Factor Authentication (MFA) and limit access to systems
*  Devices: Prevent unauthorized access to resources

*  Networks: Encrypt and manage networks for internal and external data flows

*  Applications & Workloads: Vulnerability testing and management of applications
* Data: Protect data through categorization and create an inventory of all assets

Data is central to all pillars, with its protection as the common goal. When enforcing
Multi-Factor Authentication (MFA), it's essential to understand who the users are and
the specific network and infrastructure their devices will have access to.

Additionally, CISA developed the DHS CISA ZTA Maturity Model, which describes a
range of limitations aligned to the zero trust foundational pillars that support the need
for ZTA frameworks. The maturity model serves as a roadmap for organizations to
enhance their cybersecurity capabilities systematically across these critical areas:

Visibility and Analytics: Access auditing, data lineage and anomaly detection.
Governance: Take ownership of data, understand business relevancy and create
inventory of data assets.

Automation & Orchestration: Hybrid environments, Al/ML capabilities and meets
data needs at scale. 2
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What are the main barriers to adopting ZTA and how can Informatica combat them?

Michael Anderson: As we notice across the public sector, technology challenges center around data management, whether that is
structured or unstructured data. Addressing these technological challenges is critical to ensure trusted outcomes, including:

*  Complexity: ZTA requires a thorough understanding and coordinated effort across an organization’s IT infrastructure.

*  Cost Constraints: Adopting ZTA is an investment that requires new tools, upgrades and training.

«  Outdated Technology: It's difficult for organizations to adapt ZTA with outdated technology and legacy systems.

*  User Experience & Education: Maintaining ZTA requires specialized skills in areas including identity and access management
(IAM), network micro-segmentation and automation.

* Lack of Urgency & Behavioral Friction: Many organizations lack comprehensive data visibility and have outdated practices,
making it challenging to monitor data access in real-time within a ZTA model.

Xhevair Maskuli: The underlying challenge is not just associated with ZTA but also with the agency’s mission.
Informatica utilizes their Intelligent Data Management Cloud (IDMC) program to:

+ Combat Data Challenges & Insufficient Data Visibility & Governance: Powered by CLAIRE Al, the IDMC automates continuous
metadata management across all environments. It effectively addresses poor data quality and outdated governance by making
data fit for purpose and securely accessible.

* Combat Complexity & User Experience/Education: IDMC’s Al-driven automation reduces the manual effort and specialized
expertise needed for data discovery and policy application, making ZTA implementation more manageable and enhancing the
user experience for data security teams, and have outdated practices, making it challenging to monitor data access in real-time
within a ZTA model.

Informatica’s IDMC platform helps agencies on their ZTA initiatives through reduced risk, improved efficiency and optimized data
usage, by providing an integrated platform that streamlines data security.

What is the main difference between a centralized and federated Zero Trust model?

Michael Anderson: Organizations often prefer centralized models, which enable consistent policy enforcement and efficient use of shared
assets across departments. However, some organizational structures require a federated approach to accommodate unique policy needs
and definitions at the departmental level. This can introduce challenges, such as differing interpretations of data criticality and difficulty
applying Zero Trust Architecture (ZTA) principles uniformly across diverse boundaries.

A federated ZTA model supports department-specific policies and decentralized governance but often results in inefficiencies due to
inconsistent implementation. In contrast, a centralized ZTA model promotes enterprise-wide consistency and maximizes the value of
existing assets, making it the preferred approach for organizations seeking streamlined, unified security operations.
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In Summary

government must take measures to protect data from both external and internal breaches. Informatica
positions its Intelligent Data Management Cloud (IDMC) as a key enabler for Zero Trust Architecture (ZTA).

© - IDMC simplifies ZTA implementation by helping federal agencies accelerate ZTA adoption, reduce risk by
monitoring data use and enforce protection in a complex global environment.

- J

: The environment of cyber threats is becoming more advanced and intimidating than ever. The federal

[>] cClick here to access the webinar on-demand.
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