NIST Compliance in IT Service Management

Key Elements for Public Sector Agencies
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Agenda

® Panel discussion

= NIST framework in Service Management
= Control Families

= |mplementation Experience

= Self-Service

" Audience Q & A

= Please enter questions into the Q&A chat within console



Meet Our Panelists

Clinton Randall
Senior Director of IT Service Management

Integral Consulting Services

Phil Richards
CISO

lvanti

Marcel Shaw
Federal Solutions Architect
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NIST Control Families

ID FAMILY ID FAMILY

AC Access Control MP Media Protection

AT Awareness and Training PE Physical and Environmental Protection
AU Audit and Accountability PL Planning

CA Security Assessment and Authorization PS Personnel Security

CM Configuration Management RA Risk Assessment

CP Contingency Planning SA System and Services Acquisition

1A Identification and Authentication SC System and Communications Protection
IR Incident Response Sl System and Information Integrity

MA Maintenance PM Program Management




NIST in Service Management

Framework for building
workflows

Moderate Impact aligns
with DISA IL-4

Workflows available in
FedRAMP Authorized
Ivanti Service Manager!

MNATIONAL VULNERABILITY DATABASE

MNIST Special Publication B00-53 (Rew. 4)
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Risk Assessment

STRATEGIC RISK

- Inter-Tier and Intra-Tier
Communications

- Traceability and Transparency of
Risk-Based Decisions

- Feedback Loop for

ORGANIZATION .
Continuous Improvement

- Organization-Wide
Risk Awareness

MISSION / BUSINESS PROCESSES

INFORMATION SYSTEMS

TACTICAL RISK



Effective Change Management

Maintains system availability
Prioritizes compliance

Helps IT control risks

Keeps users productive

More useful system testing



Incident Management & Response

Optimized for Incident
Management best practices

Dashboards

Modular interface includes quick
Configurable access to related Changes,
SLAs, and Problems

Ready access to Knowledgebase
helps agents speed resolution

Productivity




Contingency Planning

n Easily Build Workflows

n Matching Office Experience
Importance of
Development Environment

n Ongoing Training & Testing



i

Implementation

Experience

|



Increasing Self Service and User Satisfaction

Service Catalog

>80% of end users

try to first solve IT _
problems themselves Mobile Aware

Knowledge Search

24 x 7

Analyst Productivity
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Q&A




Thank You
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