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SonarCloud Enterprise

Simple, Scalable, Fast | Integrated in
DevOps pipelines in minutes

Thank you for downloading this Sonar Product Brief. Carahsoft is the distributor for
SonarSource security solutions.

To learn how to take the next step toward acquiring SonarSource’s solutions, please
check out the following resources and information:

For additional resources: For upcoming events:
carah.io/SonarResources carah.io/SonarEvents

For additional Sonar solutions: For additional DevSecOps solutions:
carah.io/SonarSolutions Carah.io/DevSecOps

To set up a meeting:
sonharsource@carahsoft.com
703-581-6680

For more information, contact Carahsoft or our reseller partners:

SonarSource@carahsoft.com| 703-581-6680



https://carah.io/SonarResources
https://carah.io/Sonarsolutions
mailto:sonarsource@carahsoft.com
https://carah.io/Sonarevents
https://carah.io/DevSecOps
mailto:sonarsource@carahsoft.com
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SonarCloud Enterprise

Simple, Scalable, Fast | Integrated in DevOps pipelines in minutes

Key Benefits

easy onboarding and setup
+ Onboard projects and start analyzing your
code in minutes with automatic analysis

+ Immediate access to Sonar value - start
fixing code fast

scalable, flexible, fast and accurate analysis
+ Automatically scale based on demand
with an elastic architecture

+ Handle increased workloads on demand,
without performance bottlenecks

enterprise-ready features

+ SSO authentication, management
reporting, org-wide project config,
portfolios, enterprise billing

high availability, always up-to-date
+ Hosted at AWS, replicated across multiple
availability zones

+ Data remains accessible in case of
hardware failures or natural disasters

secure
+ Enterprise grade security using AES-256
encryption for all your data

RS

Public security profile hosted at Whistic

RS

ISO/IEC 27001 compliance

RS

SOC 2 Type | Report (by Q3)

4L

Responsible vulnerability disclosure
process

cost effective
+ No Capex, no admin overhead, no
downtime for upgrade

commercial support included
enterprise SLA, billing and reporting

AWS Marketplace transaction option

Enterprise Features

1. Enterprise Hierarchy

The ability to group my organizations into an enterprise,
independently from the DevOps platform(s).

Pain point resolved: This solves the challenge for large
enterprises that have multiple organizations and need a
way to manage these. It also paves the way for portfolios
to be created across multiple organizations.

2. Enterprise Authentication

SSO (Single Sign-On) authentication through SAML (Security
Assertion Markup Language) delivers increased security
and a single source of truth for user authentication at the
enterprise level.

This enables users in the Enterprise to connect through
their company’s centralized identity provider. Supporting
Microsoft Entra ID, Okta, JumpCloud and other IdPs.

Authentication with the DevOps platform also available.

Organization membership and group synchronization
ensures that groups configured in the customer IDP are sent
as attributes of the user’s identity upon login.

Pain point resolved: Organization and Group membership
are synchronized, significantly reducing the administrative
burden.

3. Reports

Project reports: You can download and subscribe to Project
reports (PDF).

Pain point resolved: Managers want to understand the
state of their projects via a standard report format.

Security reports: You can create reports outlining
performance against a range of standards.

Pain point resolved: Managers and Security persona need
an overall view of the security of their company's software
and easily identify the actions to take to improve it on
different levels.


https://www.sonarsource.com/
https://www.sonarsource.com/
https://www.sonarsource.com/

4. Portfolios

o 4 - Create portfolios across the enterprise manually, by selecting
individual projects. You can then see a summary view,
including ratings for the portfolio and then dig into which

o o project is leading to any low ratings.

Pain point resolved: Managers want to have a bird's eye view
of projects that may span organizations within an Enterprise.
Managers want to be directed toward the projects needing the
most attention.

5. Organization-Wide Project Configuration

Configured default settings can be applied to all projects at
onboarding.

Pain point resolved: Onboarding and managing many projects
° ° is tedious, especially for larger enterprises with high numbers
of projects.
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. Portfolio definition
Coming Soon
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Project onboarding at scale

Synchronized access management for DevOps
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