5 ingredients for successful mobile

DevSecOps
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Most IT shops within the

federal government are

familiar with DevSecOps, but

fewer have begun applying
2 those principles to mobile
application development.
But that's becoming more
important for federal
agencies, especially those
with significant portion of
@ their workforces outside
traditional workplaces, such
as the military, FBI, FEMA or
the Food and Drug Administration. In the field, it’s
easier for those employees to use a smartphone or
tablet than a laptop.

Brian Reed, chief
mobility officer,

NowSecure
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For example, Air Force was tasked with developing
a mobile app for parts procurement and repair as
part of an effort to modernize A-10 maintenance. It
needed a mobile app that could be used by airmen
with no specific training. The team used DevSecOps
principles to deliver in a matter of weeks what
traditionally would have taken 18-24 months to bid
out and develop.

But applying DevSecOps principles to mobile app
development is somewhat different from web.

“If you think about a web application, it basically

runs in any browser on any desktop or device in the
world. So in terms of developing and testing it, you
really just need to test it once or twice for one or two
browsers. And in terms of coding, the browser and
server provide a ton of security built in and easy for

the developer to use,’ said Brian Reed, chief mobility
officer at NowSecure. “For mobile apps, you have to
choose i0S or Android. And if you do both, you have
to write it twice, effectively. Unlike web browsers,

to build apps for mobile devices, the developer has
to understand how the mobile device and operating
system works, how secure data storage works, how
crypto works, how secure network communications
works and a myriad of other security application
programming interfaces (APIs).

That means the mobile app coding and security

bar is much higher for both developer knowledge
and skills. So how can agencies successfully apply
DevSecOps principles to mobile development? Reed
said there are five ingredients:

1. Establish secure-by-design: Security should
partner with the development and architecture
teams to ensure security and privacy
considerations are built into the requirements of
the application.

2. Upskilling the team: Ensure both the developers
and the quality assurance teams are trained in
security so that they're not relying entirely on the
security team. “Because if every line of code the
developer writes is already secure, that makes
delivery faster and testing easier,’ Reed said.

3. Deploy DevSecOps tool chain: This, at a
minimum, would include a continuous
integration, continuous delivery (CI/CD) platform,
a functional testing tool, a security testing tool
and an issue tracking to start (though some




teams can have upwards of 30 tools). The CI/CD
platform is the backbone that allows many of the
workflows to be automated.

4. Configuring environment to run in continuous
testing mode: This means the mobile application
will be continuously security tested in the
background while it's being built, testing third
party code and internally developed code and
generating a software bill of materials (SBOM).
This is similar to when doctors have patients wear
cardiac monitors, to monitor see what's going on
at all times and under varying conditions, so they
can act when bad things are found.

5. Make sure your continuous testing feeds
remediation information back to developers:
This allows developers to catch and fix bugs
much more quickly. Chances are, if a security
bug is found early, it's because the developer
actually wrote the bug due to a gap in their
security knowledge. Feeding this remediation
information with embedded training back to
developers allows them to not only fix the issues
fast before the mobile app is released, but also
helps developers learn at the same time for
continuous improvement.

There are a few other mobile-specific differences
in the development process to keep an eye on as
well. The first is that there are sensors in mobile
devices that laptops don't have access to. Mobile
apps can take advantage of these to create unique
experiences, though extra time will have to be
spent ensuring the app interacts appropriately
and securely with those sensors. Developers also
have to ensure that an app stores and transmits
data securely as well. Adversaries have tracked
the locations of warfighters via exercise apps
like Strava and beer-tasting apps like Untapped
in the past due to insecure coding practices, lack
of developer understanding and lack of proper
security testing.

10

Second, is testing. Reed said mobile apps are
notoriously difficult to test, because they can't be
tested in a simulator like browser apps. Mobile
apps have to be tested on real devices to ensure
interactions with the operating system, network
and backend are properly investigated, and today
there is technology to continuously automate this
security testing.

Finally, developers need to remember that public-
facing mobile app development has an extra step in
the process: Apps have to be reviewed by Apple or
Google before they can be posted in the commercial
app stores. Some internal-only agency apps won't
need to go through Google or Apple stores, but
anything public-facing, like a FEMA disaster app,
will need to take this extra step into account when
designing their release process and estimating
delivery times.

One more thing that can make mobile app
development faster and easier for agencies:
continuous authority to operate (ATO) or continuous
ATO. Some programs — like the Air Force’s BESPIN,
for example — have evolved to achieve ATO as a
process, rather than just ATO approval on individual
applications. They've done so by applying many of
the best-practices outlined here, in order to achieve
highly secure, high-speed operations.

“You've got to make sure you have the right
approach in secure-by-design and upskilling, then
you have to have the right tools, and then you have
to run them the right way, which is continuous
mode with developer remediation included,” Reed
said. “And that's how you get velocity and speed
with security built in”
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