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GIA Statement of Work

A. Purpose

This Firm Fixed Price (FFP) Statement of Work (SOW) defines the scope of work to be performed by Everfox, a
commercial provider of Priority Critical Cybersecurity solutions, in support of a Garrison Isolation Appliance (GIA)
implementation for Everfox Lab Deployment.

B. Background

Everfox Partner intends to implement one (1) GIA appliance in a development lab environment to simulate user
access from a classified network into one (1) higher threat network for remote browsing or virtual desktop
infrastructure isolation capability. No assessment and authorization (A&A) services are required for this unclassified
lab deployment support

1. Technical Summary:

—  GIA will be utilized as remote browsing or to access a virtual desktop infrastructure session isolation capability
to access a higher threat network environment from a trusted network for a low number of users development
environment users.

— Everfox will provide onsite installation, configuration, and training services for one (1) GIA appliance at one (1)
classified lab environment at one (1) CONUS location.

2. Hardware/Software Summary:

— There is one (1) Garrison Isolation Appliance (GIA) included with this effort.

C. Scope of Work

The following tasks are accounted for in the accompanying quote, based on a period of performance from the notional
schedule outlined below:
1. Technical Project Management (oversight, resourcing, budgeting, scheduling, meetings, risk mitigation)
2. Conduct kickoff for the CDS implementation.
3. Pre-Onsite Engineering Services:
— System Architecture/Design and Technical Risk Mitigation
o Develop the system architecture and identify potential technical risks
o Propose mitigation strategies to address identified risks
— Configuration Development
o Design the configuration for the deployment of the GIA systems
— Create a detailed SDD containing GIA design and configuration information.
4. Onsite Implementation Services —at CONUS location:
— Onsite implementation services include one (1) Everfox engineer for up to three (3) days onsite.

— Deployment of the GIA solution
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= Appliance installation and initial configuration
o Integrate the GIA solution with network infrastructure
o Integrate the GIA solution with existing customer provided development environment enterprise
services that may include NTP, SSH, SMTP
= |nstall and configure supporting VM components for one (1) GIA appliance
o Components may include: Garrison System Manager (GSM), Garrison Connection Broker
(GCB), Garrison Profile Store (GPS) and Remote Certificate Database (RCD)
= Service configuration — Defining and configuring a ‘service’ in the Garrison System Manager (GSM)
= Configure third-party integrations
= Package and deploy the Garrison App

— Configure CDS to transfer log and audit files to external log servers
— Perform functional end-to-end testing

— Provide CDS over-the-shoulder system administrator training

5. Post-Onsite Services:

— Create and deliver Trip Report

— Update and deliver final revision of the CDS SDD

D. Everfox Deliverables

The following items will be delivered as part of this effort.

001 CDS SDD Specific design pertaining to environment and requirements

002 CDS Trip Report Report detailing activities while performing on-site installation services

E. Pricing

Labor

The CDS professional services support provided by Everfox is broken down into milestones that represent a
percentage of the overall services Level of Effort (LOE). Payment for each milestone will be based on the percentage
of the LOE total and authorization to proceed (ATP).

Related Documents Notional Schedule| % of LOE

Pre-Onsite Engineering CDS SDD ATP + 90 days 100%
and Onsite

Implementation Status Reports

Services — GIA
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Travel

The following table provides a breakdown of estimated travel costs associated with the professional services that
Everfox will deliver as part of this effort.

Travel Associated with Deliverables Estimated Cost

201 On-site Installation SEE QUOTE

SEE QUOTE

F. Customer Deliverables and Roles

The following customer deliverables must be satisfied in a timely manner upon contract award or Authorization To
Proceed (ATP) to ensure success and minimize risk to the effort.

DD Form Department of Defense Contract Security Classification
254 Specification, DD Form 254 (or equivalent), for authorization to perform
classified work on data/documents and what locations.

Personnel for the following customer roles must be identified in a timely manner upon project kickoff to ensure
success and minimize risk to the effort.

Customer  The primary customer contact to work with the Everfox Project Manager to  Kickoff

Project establish overall work to be performed, coordinate schedules, and identify
Manager customer personnel to be involved.
002 Customer  The primary customer contact to work with the Everfox Technical Engineer Kickoff

Technical to prepare for Everfox product(s) installation/configuration, coordinate with

Engineer the customer technical engineering team (e.g., system administrator,
networking engineer) prior to onsite installation, and be present to learn
and facilitate applicable interactions with the customer technical
engineering team during onsite Everfox product(s)
installation/configuration.

003 Customer  The primary customer contact to work with the Everfox Security Officerto  Kickoff
Security coordinate DD-254 delivery and the visit request process.
Officer
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G.

General Assumptions

This scope of work is contingent upon the following assumptions:

1.

10.

11.

All services will be performed as a firm fixed priced contract with recommended milestone payments described
in Section E.

The initial period of performance (PoP) is estimated by the notional schedule. The actual schedule will be
determined by the Everfox program manager and customer project manager. Execution of this SOW may
depend on milestones and tasks not performed by Everfox. If additional scope or an extended period of
performance is required, a modified cost estimate can be provided.

The customer will provide a DD254 (or equivalent) to authorize Everfox to perform any work that is classified, or
in a classified space, described in this SOW.

Unless specifically referenced in the quote, it is assumed that any required software or hardware will be
provided and made available by the customer prior to integration to include the GIA server and DTSO servers if
applicable, as well as SSH/SFTP servers if applicable. This will also include hardware (either physical or
virtual) to support the ingestion or distribution of data processed through the GIA.

It is the customer’s responsibility to purchase filters required for GIA by their A&A process.

The customer will ensure that there is existing infrastructure in place for all networks to include Active Directory,
DNS, DHCP, networking components, NTP, SSH servers, Certificate Authority Servers, and SNMP servers
prior to implementation of the GIA.

Associated customer support personnel for System, Security, and Network engineering will be available to
support integration during the travel window.

Licensing for any software components not furnished by Everfox will be the responsibility of the customer to
procure.

Implementation teams will require site badges, and hands on keyboard access as allowed by site policy.

If identified in Section E of this SOW, travel expenses will be billed as actuals pursuant to FAR 31.205-46 Travel
Costs and Everfox Travel policy with per diem rates established by either 1) Federal Travel Regulations (FTR),
prescribed by the General Services Administration (GSA), for travel in the contiguous United States; 2) Defense
Travel Management Office for Non-Foreign areas (e.g. Alaska, Hawaii, Guam, etc.); or 3) Standardized
Regulations (Government Civilians, Foreign Areas), Section 925, "Maximum Travel Per Diem Allowances for
Foreign Areas," prescribed by the Department of State, for travel in Foreign areas. In accordance with FAR
31.205-46, receipts will only be provided for expenses equal to or greater than $75.

No A&A services are required for this unclassified lab deployment support.
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Contact Information

Andrew Malakoff

Sr. Director, Americas Channel
Andrew.Malakoff@everfox.com

Everfox
12950 Worldgate Dr., Ste. 600
Herndon, VA 20170

Everfox.com

About Everfox

Everfox simplifies security for global businesses and
governments. Everfox’s all-in-one, truly cloud-native platform
makes it easy to adopt Zero Trust and prevent the theft or loss
of sensitive data and intellectual property no matter where
people are working. Based in Herndon, Virginia, Everfox
creates safe, trusted environments for customers and their
employees in more than 150 countries. Engage with Everfox on
www.Everfox.com, Twitter and LinkedIn.
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