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Executive Order 14390

Combating Cybercrime, Fraud, and Predatory Schemes Against

American Citizens
March 6, 2026

Overview

Released on March 6, 2026, Executive Order 14390: Combating Cybercrime, Fraud, and Predatory Schemes Against
American Citizens establishes the administration’s approach to addressing cyber-enabled criminal activity targeting
individuals and businesses. The order emphasizes strengthening federal law enforcement coordination, improving tools
to investigate and disrupt transnational cybercrime networks, and increasing efforts to combat online fraud,
ransomware, and other digital scams affecting Americans. It directs agencies to develop strategies to detect, deter, and
dismantle criminal organizations operating large-scale fraud schemes while enhancing support for victims.

By framing cyber-enabled fraud as both a domestic security and internation law enforcement challenge, the order
highlights the role of foreign-based criminal networks and calls for stronger coordination across federal agencies, state
and local partners, and international allies to counter organized cybercrime and protect American citizens.

Framework

EO 14390 establishes a federal framework for combating cyber-enabled crime targeting American citizens, focusing
on disrupting transnational criminal networks, strengthening law enforcement coordination, and improving victim
protection. The framework prioritizes enhanced investigative capacity, international cooperation, and the use of
financial and legal tools to dismantle large-scale online fraud operations.

Core elements include strengthening federal capabilities to detect and disrupt cyber-enabled criminal networks
responsible for fraud, ransomware, and online scams, as well as greater coordination across federal law
enforcement, intelligence, and regulatory agencies. The order also calls for expanded international engagement to
counter foreign-based criminal organizations, mechanisms to seize and potentially return stolen funds to victims,
and increased public awareness and information sharing to help prevent digital fraud and predatory online schemes.

What Does This Mean for Government?

For federal agencies, the order reinforces cybercrime enforcement as a priority national security and public safety
mission and calls for stronger coordination across law enforcement and regulatory bodies.

Federal agencies face mandates to:

e Federal law enforcement agencies will strengthen collaboration to identify and dismantle cybercrime networks
operating across domestic and international jurisdictions.

e Agencies are expected to expand investigative capabilities targeting financial fraud, ransomware operations,
and large-scale online scam schemes.

e The federal government will increase coordination with foreign partners to address criminal organizations
operating outside U.S. jurisdiction.

e Authorities will explore mechanisms to seize illicit proceeds and restore funds to victims of cyber-enabled fraud.

e Federal agencies will enhance public awareness and victim support initiatives related to cyber-enabled financial
crime.

Overall, the order promotes a whole-of-government law enforcement approach to combating cybercrime while
strengthening protections for American citizens targeted by digital fraud.

What Does This Mean for Industry?

For financial institutions, technology companies, telecommunications providers, and cybersecurity vendors, the order
signals increased collaboration with federal authorities to detect and disrupt fraud schemes.
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Key takeaways for industry include:

e Companies that manage digital platforms or financial transactions may see increased expectations to identify
and report suspicious cyber-enabled fraud activity.

e Financialinstitutions and payment processors will play an important role in identifying and preventing illicit
financial flows associated with online scams.

e Technology companies may be expected to enhance monitoring and reporting mechanisms related to fraud and
criminal exploitation of digital platforms.

e Private-sector organizations will continue to collaborate with federal agencies to share threat intelligence and
fraud indicators.

For cybersecurity firms and federal contractors, the order reinforces demand for fraud detection technologies, threat
intelligence platforms, and investigative tools supporting law enforcement operations against cybercriminal
networks.

Timeline

e Conductinteragency review of existing capabilities
e Assess operational, technical, diplomatic, and regulatory
May 5, 2026 State, Treasury, DOD DOJ, & DHS frameworks
e |dentify gaps in current cybercrime and transnational
criminal organizations (TCO) responses

e Develop recommendations for a Victims Restoration
Program

e Propose mechanisms to return seized or forfeited funds to
victims

June 4, 2026 Attorney General

e Deliver a government-wide operational plan to combat
cybercrime and fraud
July 4, 2026 Interagency Group e |dentify transnational criminal organizations to target
e Establish how agencies will coordinate and share
intelligence during operations
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e Expand investigations and prosecution efforts

e Engage with foreign governments on cybercrime
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