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/3\ The Path to Future-Ready Government IT

The journey from
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Fast, scalable and cost-effective tools are the key to future-proofing government
systems and facilitating innovation in times of calm and crisis

AR TOO OFTEN, the government

is reactive rather than proactive in its

response to crises and threats. However,
the COVID-19 pandemic tested agencies in
ways they'd never been tested before. The
experience has made it clear that agencies
need technology systems that enable them to
tackle current challenges while incorporating
the ability to innovate quickly during future
crises. In short, they must build future-ready
technology strategies.

Such strategies rely on certain core
components: multi-cloud management, modern
app development, 5G, artificial intelligence
and new approaches to security. Working in
concert, those tools can help agencies create
new services quickly in response to customer
needs, anticipate and respond to changing
cyberthreats, and facilitate innovation in all
areas at an unprecedented pace.

A future-ready strategy leads to app
development teams that have an unwavering
focus on delivering mission value; fine-grained
control across public, private and hybrid
clouds; better protection of critical assets; and a
productive, engaged workforce.

Multi-cloud environments and
modern apps

In many ways, cloud is the foundation of a
future-ready approach to technology. The
push for cloud adoption that began a decade
ago has evolved into the 2019 Federal Cloud
Computing Strategy, commonly referred to
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as Cloud Smart. It acknowledges the growing
variety of products and services available to
agencies and provides practical guidance on
implementing the technology.

“Industries that are leading in technology
innovation have also demonstrated that hybrid
and multi-cloud environments can be effective
and efficient for managing workloads,” the
document states. “As a result, the Cloud
Smart Strategy encourages agencies to think
of cloud as an array of solutions that offer
many capabilities and management options to
enhance mission and service delivery.”

In contrast to the single-vendor contract
awarded in 2013, the CIA chose five cloud
companies for its Commercial Cloud
Enterprise contract, which supports the
entire intelligence community. The CIA said
its purpose is “to increase access to cloud
innovation and reduce the disadvantages
associated with using a single cloud service
provider.” In an early House version of
the Defense Appropriations Act of 2020,
lawmakers encouraged the Defense
Department to follow suit.

As agencies mix and match cloud products
and services to suit their needs, however,
they can create complex environments that
are difficult to manage and secure. Many
are turning to multi-cloud management,
which involves tools and processes that
enable agencies to monitor applications and
workloads across multiple clouds, ideally via
a single interface. That visibility is crucial for

simplifying IT operations, controlling costs and
enforcing security policies.

In a sign of its popularity, multi-cloud
management topped the list of emerging
technologies and strategies that are
of particular interest to participants
in a recent FCW survey, with 55% of
respondents citing it.

As agencies widen their use of cloud
technology to modernize their IT systems,
they face an increasing demand for apps
that make the most of the responsiveness,
flexibility and scalability of those systems. In
fact, 49% of FCW survey respondents said app
modernization was of particular interest to
their agencies.

Designing next-generation apps can be
challenging, however, because it requires an
agile, iterative, user-centric approach that
is typically at odds with the government’s
cumbersome software development
methodology. Fortunately, the Air Force’s
Kessel Run and Space Force’s Kobayashi
Maru programs are speeding the delivery of
applications that meet urgent requirements
and evolve in response to user feedback. Their
success offers a compelling model for other
agencies.

Moving and analyzing massive
amounts of data
Another key component of future-ready

systems is 5G. With connection speeds that 5
are up to 100 times faster than those of 4G, %)
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5G has the capacity to link billions of devices

and transfer data fast enough to support the
safety and performance of applications such as
autonomous vehicles and automated assembly-
line production.

In a 2019 report, the Defense Innovation
Board notes that 5G can boost situational
awareness for the country’s warfighters. “5G
will enable a higher volume of data shared
between more systems and platforms at a faster
rate, and has the ability to enhance DOD
decision-making and strategic capabilities, from
the enterprise network to the tactical edge of
the battlefield,” the report states.

The FirstNet public safety network recently
announced that 38 cities will have access
to 5G. Besides much faster connectivity,
first responders will gain the ability to use
technologies such as augmented reality and
drones.

Although 5G enables more data to traverse
networks, agencies will need efficient ways to
make the most of all that data. That’s where
artificial intelligence comes in. Al has the
ability to reveal insights buried in massive
amounts of data and images faster than human
analysts ever could. By speeding analysis,

Al accelerates decision-making in all areas
of government operations. Experts believe it
has transformative implications for customer
experience, cybersecurity, medical care,
weather forecasts and disaster response, to
name a few.
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A context-centric approach to
security

Despite all the benefits of these
technologies, they create a larger

attack surfa refore bring
new cyber:mlge‘m
bolster swuritﬁﬁ din the
future, the Whitc&-advocating

that agencies adofft ero trust
architecture. E

President Joe Bideﬁ’s May 12
Executive Order on Improving the Nation’s
Cybersecurity calls on agency leaders to
develop plans to implement the architecture.
“The zero trust security model eliminates
implicit trust in any one element, node or

service and instead requires continuous
verification of the operational picture via
real-time information from multiple sources to
determine access and other system responses,”
the order states.

It also notes that “this data-centric security
model allows the concept of least-privileged
access to be applied for every access decision,
where the answers to the questions of who,
what, when, where and how are critical for
appropriately allowing or denying access to
resources.”

The executive order directs agencies to
the standards and guidance developed by
the National Institute of Standards and
Technology. More recently, the Defense
Information Systems Agency released its initial

Future-ready tech

by the numbers

DOD Zero Trust Reference Architecture,
which states that DOD’s “next-generation

cybersecurity architecture will become data-
centric and based upon zero trust principles.”

The ability to be future-ready has always
been important, but the pandemic gave it a new
urgency. Government is getting the message.
Although only 25% of FCW survey respondents
said their agencies are always one step ahead
of new cyberthreats and other challenges, 82%
said their agencies have made it a priority to
modernize their IT infrastructures so that they
can more easily incorporate new technologies.

The scale of the pandemic necessarily sent
many agencies into reactive mode — an
experience that has inspired government
leaders to become more proactive. In addition
to the ongoing challenges that agencies face,
there are unknown crises ahead. Agencies
should embrace future-ready technology and
begin laying the groundwork for tomorrow’s
innovations today. m
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