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Named User and FRL Comparison 
Overview
Adobe offers two types of licensing for desktop products:

Named User Licensing
In 2012 Adobe moved to a next-generation, subscription-based Named User Licensing model. Named User allows 
end-users to authenticate to their deployed desktop software and Adobe cloud services via unique identifiers, usually 
email addresses. Adobe allows multiple different  
user identity types which are essentially broken 
down by a personal AdobeID, and Adobe hosted 
Enterprise ID, and a customer hosted, Single Sign 
On enabled FederatedID. Adobe recommends 
FederatedIDs and these are discussed throughout 
the rest of this paper. Adobe Federated IDs can 
work with any SAML2.0 compliant Identity 
Provider, Microsoft Azure AD, and Google 
Federation, to ensure that our customers have 
enterprise methods to manage their users and 
automatically  entitle them. 

Named User Identity Governance
Before an end-user can access 
an application or service, their 
identity must be added to the 
Admin Console. The Adobe 
Admin Console,  is a FedRAMP, 
ISO-27001 and SOC-2 certified 
portal interface. 

End-users can be managed 
either manually through the 
Admin Console interface, or 
through a CSV spreadsheet 
import; or, they can be 
managed automatically 
through the User Management 
API, the Adobe built User Sync 
Tool, or through integrations, 
such as with Microsoft Azure 
Active Directory.

Once a user is provisioned, they may attempt to sign into their Adobe application or service.

Feature Restricted Licensing
Adobe Feature Restricted Licensing is an alternative to Adobe Named User Licensing for customers that have network 
limitations due to security concerns. If you have access to the Internet, Named User Licensing is the best choice and is 
described to the left. In both the Named User and the Feature restricted licensing methodologies, the license code is no 
longer embedded in the desktop software for perpetual use, instead a signed certificate is either stored on the desktop 
computer’s or in the per-user Certificate Store or Keychain. That license certificate needs to be updated periodically, but 
with FRL, once your end-user computer has been licensed, the certificate will not need to be updated until you renew 
your contract with Adobe. There are two types of Feature Restricted Licensing:

FRL – Online 
FRL Online is designed for scenarios where your end-user computer will have access to the internet for licensing purposes. 
In this method, each application that is launched on a customer computer creates a license request which is sent over 
HTTPS, through the customer’s firewall, to the Adobe Admin Console which provides an Adobe-signed license specific to 
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Notes

Named User and Identity security is 
described fully in the Adobe Iden-
tity Management Services Security 
Whitepaper that can be found here: 
https://www.adobe.com/content/
dam/cc/en/security/pdfs/AdobeI-
dentityServices.pdf 

User generated content security for 
the Creative Cloud for enterprise 
is described more fully and can be 
found here: https://www.adobe.
com/content/dam/cc/en/security/
pdfs/CCE_security_whitepaper.pdf

User generated content security infor-
mation for the Document Cloud for 
enterprise can be found here:  https://
www.adobe.com/content/dam/cc/
en/security/pdfs/acrobat-dc-secu-
rity-overview-ue.pdf

In addition to this technical paper, it 
is best to ensure you have read the 
latest published security whitepa-
pers, as this guide is not meant to 
encompass all questions nor aspects 
of every solution and their underlying 
architecture

Feature Restricted Licensing

https://helpx.adobe.com/enterprise/admin-guide.html/enterprise/using/identity.ug.html
https://www.adobe.com/content/dam/cc/en/security/pdfs/AdobeIdentityServices.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/AdobeIdentityServices.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/AdobeIdentityServices.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/CCE_security_whitepaper.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/CCE_security_whitepaper.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/CCE_security_whitepaper.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/acrobat-dc-security-overview-ue.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/acrobat-dc-security-overview-ue.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/acrobat-dc-security-overview-ue.pdf
https://www.adobe.com/content/dam/cc/en/security/pdfs/acrobat-dc-security-overview-ue.pdf
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the computer making the request. The application is then licensed on that computer for the duration of the customer contract, specified 
by the “contract end date.” When the customer contract with Adobe expires, the computer has 99 days to receive an updated license 
with a new end date, before the software stops working. 

With FRL-Online, a license update is simply another HTTPS request to Adobe, which will automatically download a new license 
certificate. There are no services nor cloud access utilized in FRL-Online; the only internet access required is for licensing. 

FRL – Offline 
This method is for customers who maintain secure networks in which individual machines are not connected to the internet, or are 
completely air-gapped. An FRL-Offline computer does not need to reach back to Adobe and will be licensed on installation. The licesne 
duration is also specified by the “contract end date.” When the customer contract with Adobe expires, the computer has 99 days to 
receive an updated license with a new end date, before the software stops working. 

With FRL-Offline, a license update will require the administrator to build and deploy either a license-only package, or a license-and-
application package. This package will contain the new license certificate with the new end date.

FRL Governance
In Adobe Feature Restricted Licensing an Administrator:

1.	 Signs in to the Adobe Admin Console 

2.	 Builds an FRL Package. This package deter-
mines which desktop applications to 
install or license, and which FRL licensing 
method, described below, to use.

3.	 Downloads the package

4.	 Deploys the package in whichever manner 
they prefer. 

User Generated Cloud Content
Only Named User licensing allows User Generated Content to be stored in the cloud. FRL has no cloud storage, services, nor options 
since there is not a Named User to entitle cloud access. 
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User generated cloud content is considered any piece of 
digital content, your end-user has chosen to upload to our 
cloud storage. The exact nature of that content and it’s 
datatype will differ depending on the application or service 
your end-user is accessing. We will store whatever digital 
files they choose to upload – whether it’s a document, 
photo, video or something else – along with that file’s 
associated metadata. We also typically store the IP address 
associated with upload along with the uploaded file. All 
UGC stored or synced to Creative Cloud for enterprise or 
Document Cloud for enterprise is private to the individual 
user unless and until the user expressly chooses to share it 
with another user, either by sending a link to the content or 
by inviting another user to view, edit and/or comment on 
the content via the Collaboration feature.

Cloud services can be disabled by utilizing a 0GB license.

0GB Exception
If your organization has regulatory restrictions and you need to show vendor adherence to those regulations, you can request what 
Adobe calls a “0GB exception.” In this case, Adobe will shut down all cloud services at our servers and issue a “0GB” card in the Admin 
Console as a separate product SKU. 

You entitle the 0GB product as you would any other purchased product in your Admin Console, and any end-users entitled to a product 
configuration with 0 GB will have no access to any storage nor any cloud services. This is a complete blockage of the cloud except for 
licensing and entitlement. 
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Comparison Table
The following table is a comparison of Named User with Services, Named User without services, and Feature Restricted Licensing

Comparison

Named User Licensing Named User - No Services Feature Restricted Licensing

Services Included ** NO Services **

Internet Connection Required to 
license

YES YES NO

User data Shared with Adobe First Name, Last Name, Email, 
Country Code

First Name, Last Name, Email, 
Country Code

NONE

Number of devices per license 2 2 1

License basis User User Device 

Admin Actions required to 
renew license

None – new license automatically 
flows down from Admin Console 

to end-user device

None – new license automatically 
flows down from Admin Console 

to end-user device

Admin must re-license each 
machine within 99 days of contract 

renewal or applications will stop 
working

Admin Actions required to 
deploy licenses

1.	 Ensure users are added to 
Admin Console

2.	 Deploy application package to 
users

1.	 Ensure users are added to 
Admin Console

2.	 Deploy application package to 
users

1.	 Deploy application+license 
package to users

Admin Actions required to 
remove licenses

Remove user from Admin Console Remove user from Admin Console Uninstall license from end-user 
device

License Management Automated through Admin 
Console

Automated through Admin 
Console

Manual on end-user desktop

License audit Automated through Admin 
Console

Automated through Admin 
Console

Manual - 

Controlled application version 
release

Yes Yes Yes

Can have user self-service/
self-updating

Yes Yes No

Access applications of multiple 
devices with single license

Yes Yes No

Access software on any 
available workstation

Yes Yes No

Appropriate for High-Side 
networks, SCIFS, JWICS

No No Yes

Available for air-gapped/
isolated/offline systems

No No Yes

Available for home use / WFH Yes Yes No
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Cloud features for content creation productivity

Productivity using the cloud
The Creative Cloud for enterprise and Document Cloud for enterprise offer cloud services to enhance content creation efficiencies and 
increase productivity. It is important to understand that certain hardening activities may prevent end-users from accessing certain 
products and productivity services. The typical content creation flow is an iterative process that generally consists of four phases: 

	y Design - where you define the or project, get inspiration from life, art and other designers; 
sketch, comp, layout, design, and most importantly, prototype.

	y Create - where you build the asset
	y Refine - where you gain acceptance, approval and inspiration; share with other designers, 

agencies and/or the customer
	y Publish - where you send the asset out into the world, whether sharing a comp for 

developers, or sending to print, mobile, web asset management or even storing it for later 
use

 

Using the full feature set of the Adobe Creative Cloud for enterprise, including the cloud services and limited use of 
collaboration can facilitate content creation during the Design, Create and Refine stages of a typical design flow and 
can introduce the efficiencies of a modern workflow. Individual processes can be up to 10 times more efficient when 

utilizing:

Creative Cloud Libraries, which allow highly efficient sharing and updating of settings, styles and assets among 
different applications and computers, as well as team members.

Adobe Stock , which provides tight integration with Creative Cloud applications.

Adobe Fonts, which streamlines and accelerates font discovery, font sharing and font matching

When comparing productivity gains across the full gamut of each full design phase, and looking at time savings for each phase when 
utilizing CCE productivity features, gains of at least 30% can be found across the board for short form content creation. These gains come 
from leveraging Creative Cloud productivity features such as:

	y Rapid prototyping
	y Asset discovery and location
	y Asset component sharing, and placement
	y Style guide element collaboration
	y Co-editing documents
	y Applying shared color themes and type styles
	y Non-destructive modification and watermark removal of 

stock art images
	y Motion graphics template usage and sharing

The table to the right shows average time savings, in minutes, for short form content 
creation, assuming a 16 hour cycle per single piece of content, and leveraging the full 
gamut of Adobe Creative Cloud and Document Cloud productivity features and cloud 
services. 

While not every content creation cycle will utilize all productivity gains, and not every piece of content will take the same amount of 
time, it is important to understand that the cloud services offered by Adobe in our Digital Media products are designed to enhance 
end-user productivity times and allow super fast content creation across devices.

Turning off cloud services will disable some or all of these productivity features that are included with every Creative Cloud 
for enterprise and Document Cloud for enterprise license. 

The table on the following pages lists the applications and services and which ones are not available if you turn off cloud services. 

Before After Gain

Design 235 88 62.55%

Create 568 384 32.39%

Refine 185 96 48.10%
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Applications and services available without services and storage enabled

Desktop Based Applications and Services Available without 
Cloud Services:

What is it?

Acrobat Pro
	y Document Cloud (Acrobat + PDF Services)
	y PDF Services
	y Acrobat Mobile
	y Adobe Scan
	y Adobe Fill and Sign
	y Document Cloud Integrations
	y Document Services API

Yes
No
No
No
No
No
No
No

https://acrobat.adobe.com/us/en/acrobat/business.html
	✘ https://acrobat.adobe.com/us/en/documentcloud/business.html
	✘ https://acrobat.adobe.com/us/en/acrobat/features.html
	✘ https://acrobat.adobe.com/us/en/acrobat/mobile/acrobat-reader.html
	✘ https://acrobat.adobe.com/us/en/acrobat/mobile/scanner-app.html
	✘ https://acrobat.adobe.com/us/en/acrobat/mobile/fill-sign-pdfs.html
	✘ https://acrobat.adobe.com/us/en/business/integrations.html
	✘ https://www.adobe.io/apis/documentcloud/dcsdk/

Photoshop
	y Creative Cloud Services
	y Cloud Documents
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Adobe Color
	y Adobe Fonts
	y Photoshop Neural Filters
	y Photoshop for the iPad
	y Creative Cloud Libraries API

Yes
No
No
No
No
No
No
No
No
No

https://www.adobe.com/products/photoshop.html
	✘ https://www.adobe.com/creativecloud/services.html
	✘ https://helpx.adobe.com/creative-cloud/help/about-cloud-documents.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://www.adobe.com/products/color.html
	✘ https://fonts.adobe.com
	✘ https://helpx.adobe.com/photoshop/using/neural-filters.html
	✘ https://www.adobe.com/products/photoshop/ipad.html
	✘ https://www.adobe.io/creative-cloud-libraries/ 

Illustrator
	y Creative Cloud Services
	y Cloud Documents
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Adobe Color
	y Adobe Fonts
	y Illustrator for the iPad
	y Creative Cloud Libraries API

Yes
No
No
No
No
No
No
No
No

https://www.adobe.com/products/illustrator.html
	✘ https://www.adobe.com/creativecloud/services.html
	✘ https://helpx.adobe.com/creative-cloud/help/about-cloud-documents.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://www.adobe.com/products/color.html
	✘ https://fonts.adobe.com
	✘ https://www.adobe.com/products/illustrator/ipad.html
	✘ https://www.adobe.io/creative-cloud-libraries/

InDesign
	y Creative Cloud Services
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Adobe Color
	y Adobe Fonts

	y InDesign Publish Online
	y InDesign Share for Review
	y Creative Cloud Libraries API

Yes
No
No
No
No
No
No
No
No

https://www.adobe.com/products/indesign.html
	✘ https://www.adobe.com/creativecloud/services.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://www.adobe.com/products/color.html
	✘ https://fonts.adobe.com
	✘ https://helpx.adobe.com/indesign/using/publish-online.html
	✘ https://helpx.adobe.com/indesign/using/share-for-review.html
	✘ https://www.adobe.io/creative-cloud-libraries/

Premiere Pro
	y Creative Cloud Services
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Adobe Fonts
	y Team Projects
	y Creative Cloud Libraries API

Yes
No
No
No
No
No
No

https://www.adobe.com/products/premiere.html
	✘ https://www.adobe.com/creativecloud/services.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://fonts.adobe.com
	✘ https://www.adobe.com/creativecloud/team-projects.html
	✘ https://www.adobe.io/creative-cloud-libraries/

After Effects
	y Creative Cloud Services
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Adobe Color
	y Adobe Fonts

	y Team Projects
	y Creative Cloud Libraries API

Yes
No
No
No
No
No
No
No

https://www.adobe.com/products/aftereffects.html
	✘ https://www.adobe.com/creativecloud/services.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://www.adobe.com/products/color.html
	✘ https://fonts.adobe.com
	✘ https://www.adobe.com/creativecloud/team-projects.html
	✘ https://www.adobe.io/creative-cloud-libraries/

XD ** No https://www.adobe.com/products/xd.html

Dreamweaver
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Adobe Fonts
	y Creative Cloud Libraries API

Yes
No
No
No
No

https://www.adobe.com/products/dreamweaver.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://fonts.adobe.com
	✘ https://www.adobe.io/creative-cloud-libraries/

Animate (Flash Pro)
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Creative Cloud Libraries API

Yes
No
No
No

https://www.adobe.com/products/animate.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://www.adobe.io/creative-cloud-libraries/

https://www.adobe.com/products/photoshop.html
https://www.adobe.com/products/illustrator.html
https://www.adobe.com/products/indesign.html
https://www.adobe.com/products/premiere.html
https://www.adobe.com/products/aftereffects.html
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Prelude *
	y Adobe Fonts
	y Team Projects

Yes 
No
No

https://www.adobe.com/products/prelude.html
	✘ https://fonts.adobe.com
	✘ https://www.adobe.com/creativecloud/team-projects.html

Bridge
	y Creative Cloud Collaboration Tools
	y Creative Cloud Libraries
	y Creative Cloud Libraries API

Yes
No
No
No

https://www.adobe.com/products/bridge.html
	✘ https://www.adobe.com/creativecloud/collaboration.html
	✘ https://helpx.adobe.com/creative-cloud/help/libraries.html
	✘ https://www.adobe.io/creative-cloud-libraries/

Lightroom Classic Yes https://www.adobe.com/products/photoshop-lightroom-classic.html

Lightroom No 	✘ https://www.adobe.com/products/photoshop-lightroom.html

Audition Yes https://www.adobe.com/products/audition.html

InCopy Yes https://www.adobe.com/products/incopy.html

Character Animator Yes https://www.adobe.com/products/character-animator.html

Rush (Premiere Rush) No 	✘ https://www.adobe.com/products/premiere-rush.html

Media Encoder Yes https://www.adobe.com/products/media-encoder.html

Substance by Adobe * Yes https://www.substance3d.com/adobe-creative-cloud

Fresco No 	✘ https://www.adobe.com/products/fresco.html

Aero No 	✘ https://www.adobe.com/products/aero.html

Adobe Fuse No 	✘ https://www.adobe.com/products/fuse.html 

Mixamo No 	✘ https://www.mixamo.com/#/

Dimension No 	✘ https://www.adobe.com/products/dimension.html

Spark No 	✘ https://www.adobe.com/products/spark.html

Web/Mobile Based Applications and 
Services

Available without 
Cloud Services:

What is it?

Creative Cloud Mobile Apps
	y Photoshop
	y Lightroom
	y Rush
	y XD
	y Spark
	y Photoshop Camera
	y Aero
	y Fresco
	y Capture

No
No
No
No
No
No
No
No
No
No

	✘ https://www.adobe.com/creativecloud/catalog/mobile.html
	✘ https://www.adobe.com/products/photoshop/ipad.html
	✘ https://helpx.adobe.com/lightroom-cc/how-to/lightroom-mobile.html
	✘ https://www.adobe.com/products/premiere-rush.html
	✘ https://helpx.adobe.com/xd/help/adobe-xd-mobile-faq.html
	✘ https://www.adobe.com/express/
	✘ https://www.adobe.com/products/photoshop-camera.html
	✘ https://www.adobe.com/products/aero.html
	✘ https://www.adobe.com/products/fresco.html
	✘ https://www.adobe.com/products/capture.html

Document Cloud Mobile Apps

	y Acrobat Mobile
	y Adobe Scan
	y Adobe Fill and Sign

No

No
No
No

	✘ https://www.adobe.com/products/catalog.html#category=Pdf-
esignatures&types=mobile

	✘ https://acrobat.adobe.com/us/en/acrobat/mobile/acrobat-reader.html
	✘ https://acrobat.adobe.com/us/en/acrobat/mobile/scanner-app.html
	✘ https://acrobat.adobe.com/us/en/acrobat/mobile/fill-sign-pdfs.html

Creative Cloud Express No 	✘ https://www.adobe.com/express/

Adobe Stock * No 	✘ https://stock.adobe.com

Team Projects No 	✘ https://www.adobe.com/creativecloud/team-projects.html

Adobe Color No 	✘ https://color.adobe.com/create/color-wheel

Adobe Fonts No 	✘ https://fonts.adobe.com

Creative Cloud Web No 	✘ https://creativecloud.adobe.com/cc

Creative Cloud Assets No 	✘ https://assets.adobe.com

Document Cloud Web No 	✘ https://documentcloud.adobe.com/link/home/

Fresco No 	✘ https://www.adobe.com/products/fresco.html

Behance No 	✘ https://www.behance.net/onboarding/adobe

Portfolio No 	✘ https://portfolio.adobe.com/

Asset Link No 	✘ https://www.adobe.com/creativecloud/business/enterprise/adobe-asset-link.
html

Creative Cloud for Slack No 	✘ https://helpx.adobe.com/creative-cloud/help/slack.html

Creative Cloud for Microsoft Teams No 	✘ https://helpx.adobe.com/creative-cloud/help/microsoft-teams.html

Exchange Marketplace No 	✘ https://exchange.adobe.com/

Creative Cloud Plug-ins No 	✘ https://exchange.adobe.com/creativecloud.html 

Learning Hub No 	✘ https://www.adobe.com/enterprise/creative-learning-hub.html 

Creative Cloud Tutorials No 	✘ https://helpx.adobe.com/creative-cloud/tutorials-explore.html

Creative Cloud Livestreaming No 	✘ https://www.behance.net/live 

Creative Cloud Integrations No 	✘ https://exchange.adobe.com/creativecloud/app-integrations.html 

Adobe Stock API * No 	✘ https://www.adobe.io/apis/creativecloud/stock.html 

Adobe Sign * No 	✘ https://acrobat.adobe.com/us/en/sign.html

 * These products/services are licensed separately or require a separately licensed product
** Adobe XD is available with a 0GB SKU and FRL, however, all cloud features and collaboration will be disabled

https://www.adobe.com/products/photoshop-lightroom-classic.html
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Named User Licensing Security

Security Architecture
Identity management and authentication data flow will generally follow these steps as shown in the diagram below:

1.	 An entitled Admin  attempts to access the Adobe solution and is validated by the Identity Management Services . 

2.	 Once the Admin  successfully authenticates  they can access the Adobe Admin Console .

3.	 The Admin  builds desktop application deployment packages in the Admin Console , downloads locally and then deploys 
desktop software onto the end-user computer  using standard enterprise methods such as SCCM, JAMF, etc.. 

4.	 The Admin   adds users either directly to the Admin Console  or automates the process by enabling the User Sync Tool  to 
access the User Management APIs  as noted in Identity Governance above.

5.	 Once an end-user has been added to the Admin Console  the Admin  entitles that user to a license within the console so that 
they can utilize their desktop software. Again, this process may be automated with the User Sync Tool . 

6.	 When the end-user  attempts to activate or launch their desktop software, or use one of the Adobe services through the browser, 
that endpoint reaches out to the Adobe Identity Services  which confirm whether or not the user is logged in. 

7.	 If the end-user  has not been authenticated, the Identity Services  either allow the end-user to log in directly, or they pass 
control to the customer Identity Provider , which performs a Federated Single Sign On authentication via standar+-d SAML 2.0 
utilizing the end-user’s PIV card  or other multi-factor authentication as dictated by their policies and requirements. 

8.	 Once authenticated, the endpoint  reaches out to the Management Services  for authorization.  

9.	 The Management Services  generate an Access Token, and verify the end-user’s entitlements. The Access Token is used to obtain 
signed licenses for the desktop applications and to access other cloud services.

10.	 For desktop applications, to prevent users from constantly having to manually authenticate, and to ensure that no more than two 
desktop devices are activated at any one time, a Device Token is generated by the Management Services  and cached locally with 
a certificate-based license in per-user credential stores (Keychain on Mac, Certificate Store on Windows) on the end-user’s computer 

. 

11.	 Every time a desktop application  is launched, a request is initiated to the Adobe Identity Services  that will include the Device 
Token, which will be validated by the Identity Services  and used to obtain the server-side Access Token and a local Refresh Token 
from the Management Services . These are both stored locally and are not affected by OS logout/login. They will remain valid 
and be refreshed as long as the end-user has an internet connection and interacts with the Adobe software on their machine on a 
regular basis. 

12.	 If the end-user  is not connected to the internet when they launch their desktop applications, the cached license and tokens will 
be used for a specific licensing grace period until that user re-connects, or their organizational licensing term ends, whichever comes 
first, at which point they will be forced to re-authenticate with the Identity Services  before using the desktop software. 
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13.	 The Refresh token resets itself every time the end-user  launches a desktop application, so it’s possible that an end-user could 
sign in and then use their software almost every day without having to re-authenticate. But if the user is inactive for more than ten 
days, whether online or not, the Refresh Token will expire, and they will be forced to re-authenticate, as noted above. 

14.	 Browser-based and mobile applications follow a “cookie” model where a UserID token is locally stored in the browser  that 
identifies the end-user  and is used to obtain the Access Token from the server . Both are stored in local Session Storage on 
the device.  The cookie is valid for 24 hours, but is automatically refreshed via the Access Token when the end-user accesses the 
mobile application or cloud service. 

15.	 If an end-user’s  entitlements are changed, or the end-user is removed from the Admin Console , the Identity Services  and 
Management Services  will invalidate all of the user’s tokens and the end-user will have to log in again the next time they attempt 
to use an Adobe application or service. 

16.	 Once the end-user  has authenticated  through their IdP  and the Identity Services  and been authorized through their 
entitlements in the Admin Console , that end-user can access and utilize the Adobe desktop applications installed on their 
computer . 

All public facing web calls are made over HTTPS on port 443 with a minimum of AES 128 bit encryption over TLS1.2 utilizing an 
RSA2048 bit key signature (Adobe is transitioning to TLS 1.3 but not all services are 1.3 compatible). All identity data  on the Adobe 
servers is stored with AES 256 bit encryption. 

Authentication and User Data
Adobe Named Users are authenticated at three times:

	y Desktop Activation - which is when the desktop software is launched for the first time 
	y Desktop Launch - which is any time (other than activation) that the desktop software is launched, or started 
	y Service Access - which is any time an end-user attempts to access a Cloud Service through the browser 

So every time an end-user launches a desktop application or accesses a Creative Cloud for enterprise or Document Cloud for enterprise 
cloud service, that user’s authentication is validated through the Adobe Identity Services  before they are allowed to access that 
resource. 

Adobe Named User Licensing authentication requests fall into two categories:

	y Manual Authentication, where the end-user signs into the service manually, through an interface. The following data is 
passed to Adobe during manual authentication:
	x Unique identifier, which is usually the email address of the end-user
	x First Name and Last Name, which are passed from the Identity Provider during the SAML Response
	x Password, but only if the end-user is authenticating with an AdobeID or an Adobe hosted EnterpriseID. FederatedIDs will never 

send their passwords to Adobe. 
	y Automatic authentication, which occurs any other time. The only data passed to Adobe from the desktop during automatic 

authentication is:

	x DeviceID, which is an Adobe proprietary one-way SHA-256 hash of computer characteristics (like motherboard serial number) 

Analytics Data
Adobe logs  each time a user  signs into their Creative Cloud or Document Cloud applications and services  , when they 
activate their software , and when they open a Creative Cloud for enterprise or Document Cloud for enterprise application on their 
desktop or mobile device . Log data collected  may include the ID of the user, their email, their IP address, and event tracking data. 

Adobe generally keeps application logs for 50 to 90 days, depending on the service. Application IP logs are kept for 90 days, and the last 
five IP addresses from which an account was accessed are kept for the lifetime of that account for anti-fraud purposes. Event logs and 
security logs may be kept longer, per applicable legal and industry standards. 

Adobe employee access to analytics and log data is strictly limited to those with a business need for access and is consistent with 
Adobe’s ISO 27001 certification (Section A.9).

If an end-user’s  entitlements are changed in the Admin Console , or the end-user  is removed from the Admin Console , 
the Identity Services  and Management Services  will invalidate all of the user’s tokens and the end-user will have to log in again 

  the next time they attempt to use an Adobe application or service.   
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FRL Security 
FRL is designed for offline or restricted use-cases. FRL does not use any cloud services, nor storage and, in fact, due to there not being a 
Named User identity, cloud storage and services are not possible with FRL.

FRL applications are installed on the desktop by admins and must be managed by admins. There is not a user self-service concept and 
the only way to apply software updates is for the Admin to push them to the end user desktop using enterprise software deployment 
tools such as SCCM or JAMF, or to use RUM/AUSST as detailed here.

FRL-Online Security
An FRL-Online computer sends an HTTPS request to lcs-cops.adobe.io. This dns endpoint 
must be allow-listed in a customer’s firewall for an FRL-Online computer to be able to license. 

The license requests contrains a MachineID, which is a SHA-256 hash of various computer 
characteristics, such as motherboard serial number and/or boot disk serial number; the NPDId and 
some other Adobe generated licensing data; the OS Hostname, Type, and Version, which are 
recorded only for customer accounting purposes. 

It is important to note that the NPDID is an entitlement identifier corresponding to an Adobe license 
and is unique to Adobe. Neither the NPDID nor the MachineID contain an IP Address, Domain or 
Hostname, nor a machine name:

Sample NPDId: YjAwMGY3YTUtMOd/NS00MDBhLTlhYTktMz/4YzQwODA0Zjkz

Sample MachineID: 
c963515d5ce2fd84b1998823bc747336b827e4413572a3478dle76288c502cbl

FRL-Offline Security
On every application launch, an FRL-Offline application will perform a DNS-Lookup. This lookup will 
have no information in the body, but will hit:{NPDId}-{timestamp}.frl.adobe.io via UPD 
on port 60. If an online (ie: internet connected) environment is detected, then the DNS request will 
be logged with the adobe.io DNS server. This data will assist Adobe in determining the organization 
that the package belongs to, and at what time that application went online. The application will 
continue to work, but Adobe will be able to see that the corresponding package was used in an 
online environment. For clarity, there are zero connectivity requirements for FRL-Offline, and it is 
expected that the DNS lookup will fail. 

https://helpx.adobe.com/enterprise/using/update-server-setup-tool.html
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