
Recognize & Report 
Phishing
Do Your Part. #BeCyberSmart

For more information, contact Carahsoft or our reseller partners:

Cofense@carahsoft.com | (888)-662-2724







STATE OF EMAIL SECURITY



RECOGNIZE: What is Phishing?

URL CREDENTIAL ATTACHMENT



RECOGNIZE: Indicators of a Phish

This is an automatic notification: you must go through letter to claim the item.

Follow the URL seen below to use our recently implemented tracking system.

Order 3251351

Enter your username password tracking number to verify the account.

All the best,
Christopher McCoy - Chief Support Manager.

From: christopher.mccoy@intlpackagedelivery.com 

Subject: ATTENTION REQUIRED: TROUBLE WITH YOUR ORDER
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1. Unknown Sender

2. Emotional Appeal

3. Spelling/Grammatical Errors

4. Suspicious URL Link

5. Solicits Sensitive Information



RECOGNIZE: QR Code Based Credential Phish

• Spoofing Microsoft, or other, security 

notifications that ask a user to scan a QR 

code.

• Credential harvesting is not limited to 

Username and Password, it relates to any 

sensitive information you are asked to input.



RECOGNIZE: Credential Phish via URL



RECOGNIZE: Credential Phish Landing Page

https://microsoftpassupdate-0989microsoftpass0-9488updateexpiringupdat.s3.us-east.cloud-object-storage.appdomain.cloud/index.html



RECOGNIZE: Credential Phish via Attachment



RECOGNIZE: Business Email Compromise (BEC)

1. Impersonate person of authority within the organization

2. Often request communication change to mobile device/SMS

3. Contains no URLs or attachments

4. Appeals to sense of urgency and authority

5. Often requires email reply for actual intent

6. Most common themes include:
• Gift Card Requests

• Direct Deposit Changes

• Finance/Customer Data



RECOGNIZE: Business Email Compromise (BEC)

Always Observe Policy Always check the sender 
and verify its legitimacy

Always Check Reply–to 
Addresses 



RECOGNIZE: BEC – Direct Deposit



RECOGNIZE: BEC – Free?



RECOGNIZE: BEC – Gift Card



RECOGNIZE: Malware via Link



RECOGNIZE: Smishing & Vishing

SMISHING VISHING



REPORT: Phishing Response Timeline
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REPORT: What can we do?

Report the email



Create Unique Accounts

Password Vault

Enable 2FA
https://2fa.directory  

BE CYBER SMARTER: @HOME

https://2fa.directory/


BE CYBER SMARTER: @HOME

REPORT: forward to 7726 (SPAM)

https://staysafeonline.org/theft-fraud-cybercrime/reporting-matters-even-for-a-smishing-message/



ADDITIONAL RESOURCES

● Cybersecurity Awareness Month
https://staysafeonline.org/programs/cybersecurity-awareness-month/

● Stay Safe Online Resources Library
https://staysafeonline.org/resources/

● Security Awareness Videos
https://staysafeonline.org/resource/security-awareness-episodes/

● CISA Cyber Essentials 
https://www.cisa.gov/cyber-essentials

● #BeCyberSmart Campaign 
https://www.dhs.gov/be-cyber-smart/campaign

https://staysafeonline.org/resource/security-awareness-episodes/
https://www.cisa.gov/cyber-essentials
https://www.dhs.gov/be-cyber-smart/campaign




Thank you for downloading this Cofense guide. Carahsoft is the vendor, reseller, and OMG-Vendor for Cofense Cybersecurity solutions available via 
NJSBA, Texas DIR, MHEC, and other contract vehicles. 

To learn how to take the next step toward acquiring Cofense’s solutions, please check out the following resources and information: 

For additional resources:

carah.io/CofenseResources

For upcoming events:

carah.io/CofenseEvents

For additional Forward Networks solutions:

carah.io/CofenseSolutions

For additional Cyber solutions:

carah.io/Cybersecurity

To purchase, check out the contract vehicles available for procurement:

carah.io/CofenseContracts

To set up a meeting: 

Cofense@carahsoft.com (888)-662-2724

For more information, contact Carahsoft or our reseller partners:

Cofense@carahsoft.com | (888)-662-2724

https://carah.io/CofenseResources
https://carah.io/CofenseEvents
https://carah.io/CofenseSolutions
https://carah.io/CofenseContracts
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