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OCTOBER IS
CYBERSECURITY AWARENESS MONTH
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STATE OF EMAIL SECURITY

FBI Reported:
« Phishing attacks were the #1 CRIME TYPE IN 2022
+ Phishing attacks are responsible for 90% OF DATA BREACHES

The IC3 Recorded:
« BEC resulted in adjusted LOSSES EXCEEDING $2.7 BILLION

Gartner:

+ OVER 90% OF ORGANIZATIONS have an awareness program, yet
69% OF EMPLOYEES admit to intentionally bypassing company guidance

+ 60% OF CYBERSECURITY TEAMS spend 5% OR LESS OF THEIR BUDGET

on awareness activities
+ 82% OF ALL BREACHES involved ‘THE HUMAN ELEMENT' IN 2022




RECOGNIZE: What is Phishing? o

URL CREDENTIAL ATTACHMENT

c



RECOGNIZE: Indicators of a Phish

o 0 b =

Unknown Sender

Emotional Appeal
Spelling/Grammatical Errors
Suspicious URL Link

Solicits Sensitive Information

& 1531

From: christopher.mccoy@intlpackagedelivery.com

©

Subject: ATTENTION REQUIRED: TROUBLE WITH YOUR ORDER e
S
This is an automatic notification: you must go through letter to claim the item.

Follow the URL seen below to use our recently implemented tracking system.

Order 3251351 Q
 —

Enter your username password tracking number to verify the account. e

Nl

All the best,
Christopher McCoy - Chief Support Manager.




RECOGNIZE: QR Code Based Credential Phish

Spoofing Microsoft, or other, security
notifications that ask a user to scan a QR

code.

Credential harvesting is not limited to

Username and Password, it relates to any

sensitive information you are asked to input.

B Microsoft
Multi-Factor Authentication.

. you are mandeted to update and enable 2FA
Security on your account as of 6/2/2023. to mitigate theft and
help protect your account. Quickly scan above QR Code with
your phone camera.

Review security requirements within 72 hours of the received date by
going to View account in the Security Center.




RECOGNIZE: Credential Phish via URL

@ @ EBM«MQ 53 Ignore @ = Flg g'v_‘ EE F @ File  Message Help Acrobat

Reply Rfmy Forward 4 oy | Qjun Delete Archive | Assign Mark Categorize Follow | Report

P N v . X 2 @ 4 3Bk OO = |

Julie shared the folder "Julie " with you Delete  Respond  Share to Quick Move Tags Editing Immersive  Translate  Zoom Ref >
v v Teams Steps ¥ ~ v ~ v v Scheg
. wlie  <julie.) @ o ‘ﬁ ferly ‘«7 Reply Al | = Forward ‘E‘ Teams | Quick.. 19 Language = Zoom it |V
e To: @ redacted @real_estate
FW: Carolyn Merritt shared "INTERNAL ONLY- 2023 Cybersecurity Awarene...
@ “

Julie: = shared a folder with you
=4
Carolyn Merritt shared a file with you

Julie shared the folder "Julie " with you

Master CAM speaker sheet with assigned speakers.
Julie

3= INTERNAL ONLY- 2023 Gy ity Awareness Month Cofs ker & Swag Request Form(1-19)

s oy wr ot i rcipints f e
Open
2 oo

B Microsoft <

Tactic: Link | Threat: Credential Phishing | SEG: Proofpoint : Esac s




RECOGNIZE: Credential Phish Landing Page

https://microsoftpassupdate-0989microsoftpass0-9488updateexpiringupdat.s3.us-east.cloud-object-storage.appdomain.cloud/index.html




RECOGNIZE: Credential Phish via Attachment

Supplier Direct ACH/Wire Remittance

File Message  Developer Help Q Tell me what you want to do

@ @ Fl_) [&Meeting | S Ignore I@ E FE]I ('g 8 @ é(

Reply Reply Forward E.EI Mo %Junkv Delete Archive Assign Mark Categorize Follow Report

All Policy ¥ Unread & Up~ Phishing
Respond Delete Tags Nl Cofense N
Supplier Direct ACH/Wire Remittance
«
REDACTED Payment Account-Team <info@ .com> © Reply % Reply A | =3 Forward
. To: @ redacted@insurance

[a] -HTM
€| 5128 Y

This email and any files transmitted with it are confidential and intended solely for the use of the individual or entity to whom they are addressed. If you are
not the named addressee you should not disseminate, distribute or copy this e-mail. Please notify the sender immediately by e-mail if you have received this
e-mail by mistake and delete this e-mail from your system. If you are not the intended recipient you are notified that disclosing, copying, distributing or
taking any action in reliance on the contents of this information is strictly prohibited.

Tactic: HTM Attachment | Threat: Credential Phishing | SEG:
Proofpoint




RECOGNIZE: Business Email Compromise (BEC)

Impersonate person of authority within the organization

Often request communication change to mobile device/SMS

1.
2.
3. Contains no URLs or attachments :
File Message Developer Help Q Tell me what you want to do
4. Appeals to sense of urgency and authority X ey woee [I] 5| (582 B M| @
Reply Rzpuly Foward (2 e | fjunk Delete Archive PAslslgn UMarkd Categorize Fsllow pﬁe.:‘on
. . . olicy ¥ Unrea ~ p~ ishing
5. Often requires email reply for actual intent 5l coteme A
. (‘s spom) Vendor Set Up Documents 5/17/2023
6. Most common themes include: - . :
. T ——— Y Reply S Reply All | —> Forward
« Gift Card Requests =
- . Hi Robert, s me
* Direct Deposit Changes , , , ‘
I will be working with you to setup our new vendor payment system. We are setting up all our vendors on our new payment portal ( ). Kindly send
. your banking details along with your EIN/W-9/W-8 and if available a copy of a voided check sent back to me for processing, which can take up to 2 weeks.
¢ F ina nce/c UStomer Data Please send the documents back in as a PDF adding your name in the subject line.
Thank you.
David =
Accounts Payable Dept.

Tactic: BEC | Threat: BEC | SEG: Microsoft ATP, Proofpoint




RECOGNIZE: Business Email Compromise (BEC)

J

N 4
Always Observe Policy Always check the sender Always Check Reply—-to
and verify its legitimacy Addresses

c



RECOGNIZE: BEC - Direct Deposit

Direct Deposit Update

File Message Developer Help Q Tell me what you want to do

(‘,)? égl F‘_} @Meeting [GS Ignore @ E F]E ('z %S é‘

Reply Reply Forward p= - . Delete Archive | Assign Mark Categorize Follow Report
Al L More £ Junk Policyv Unread Up~ | Phishing
Respond Delete Tags Nl Cofense A
Direct Deposit Update

€ Reply | % ReplyAll | —> Forward

Russell <otta@ .net>
() To: @ redacted@energy Tue 05/30/2023

Hi Sara,
I recently switched to a new financial institution and I do like to change my Paycheck Direct Deposit information, would the change be effective for the next
pay date?

Thanks,
Russell .

Tactic: BEC | Threat: BEC | SEG: Microsoft ATP




RECOGNIZE: BEC - Free?

Are you available

File Message Developer Help Q Tell me what you want to do

(—)q é(—)? g E‘Meeting IFS Ignore @ E Flg (’Z I:E]]E d‘

Reply Reply Forward p= Mo . Delete Archive | Assign Mark Categorize Follow Report
Al L aees £ Junk Policy~ Unread Up~ | Phishing

Respond Delete Tags N Cofense A

Are you available

James <po 524@gmail.com> e B e Rl e
. To: @ redacted@medical Thu 06/08/2023

HI
Just let me know if you're free. I'm getting ready to give my loyal staff members some gifts. I need you to handle a brief task for me.

Regard

James F———

Chief Executive Officer
sent it from a mobile device.

Tactic: BEC | Threat: BEC | SEG: Cisco Ironport




RECOGNIZE: BEC - Gift Card

¢ Tell me what you want to do

File Message

@ m Fl @Mee‘cing

Developer Help

[FS Ignore m E FE (E EE é

-

Reply Reply Forward L More ~ Junk ~ Delete Archive Assign  Mark Categorize Follow Report
Al 1] More £ dun Policy ¥ Unread  ~ Up~ | Phishing
Respond Delete Tags | Cofense

Quick reply Ruth

Mark <y ‘paint@gmail.com>
® To: @ Ruth < com>

Send me your personal maobile number, i need you to get something done.

Mark =
Best Regards,

+1(281) 32

Text Me
Fri, Mar 18

Hi Ruth, I'm in a confer
now, | can't talk on phc
me know if you get my
Thanks

Mark o men

Where are you now? | r
to get something done

Okay good! | need to g
with some cards, confi
can get a physical Amz
cards from the nearest
right now

Kindly let me know hov
can get this done.
Thanks

Okay good! | need to g

with some cards, confi
can get a physical Ama

(oI &)
& @@C

| can be in a store in 10 min

Okay! Let me know when you get 9
to the store and check for there
available denomination right now

so | can advise on what value to

purchase.
Thanks
Target goes t have Amazon
cards, let me try Safeway.
Okay good!

They have every other card but

Send the images of the cards
available there right now

22 5 Photos

oK
* 6@@00.

xt Message




RECOGNIZE: Malware via Link

Invoices

File Message Developer Help Q Tell me what you want to do

(_f)? é(—)q Y‘_} @Meeting Cr—“glgnore [@ E FE‘ ('z %E é‘

Reply Reply Forward g Delete Archive | Assign Mark Categorize Follow Report
More ¥ Junk ¥
Al L] fioes 5 Jun Policyv Unread ~  Up~ | Phishing
Respond Delete Tags N Cofense A

Re: = m= |Invoices

<
Kt @ cokr € Reply &) ReplyAll | —> Forward
. To: @ redacted@real_estate Mon 05/01/2023

Hey There,
Please view the paperwork in the url down below.
LINK

Enjoy a good working day!

Tactic: Link | Threat: QakBot | SEG: Proofpoint @




RECOGNIZE: Smishing & Vishing o

SMISHING VISHING cS



REPORT: Phishing Response Timeline

ENABLE & ENABLE
PROACTIVELY CONDITION EMPOWER FASTER NEUTRALIZE
DEFEND USERS REPORTING RESPONSE THREATS
% i
------------------------------------ = ]



REPORT: What can we do?

/> Report the email
J
l

&

Q

&

| COFENSE



BE CYBER SMARTER: @HOME

= Create Unique Accounts ==

Password Vault

(™ Enable 2FA
https://2fa.directory



https://2fa.directory/

BE CYBER SMARTER: @HOME

Text Message

Fri, Feb 5,
Text Messaae
et Mar 1, AT&T : Jesse! You came 1st in
PS: th h | liver the Connecticut AT&T
e SWEEPSTAKES! Clair your
P . 9 iPad Pro here: g7fmv.info/
changed. Please confirm here: KqWVKgk1HI, or show this
w4fza.info/je2iax7GzU code at AT&T store 1283640

REPORT: forward to 7726 (SPAM)

https://staysafeonline.org/theft-fraud-cybercrime/reporting-matters-even-for-a-smishing-message/



ADDITIONAL RESOURCES

o Cybersecurity Awareness Month crgmery

OWN YOUR ROLE IN CYBERSECURITY:

https://staysafeonline.org/programs/cybersecurity-awareness-month/ S STAELWIHIHE EAoco

o Stay Safe Online Resources Library
https://staysafeonline.org/resources/

o Security Awareness Videos
https://staysafeonline.org/resource/security-awareness-episodes/

o CISA Cyber Essentials

https://www.cisa.gov/cyber-essentials

o #BeCyberSmart Campaign

https://www.dhs.gov/be-cyber-smart/campaign BE CYBER SMART

Online safety can be hare today
and gone tomorrow when you
overshare.



https://staysafeonline.org/resource/security-awareness-episodes/
https://www.cisa.gov/cyber-essentials
https://www.dhs.gov/be-cyber-smart/campaign

v
CYBERSECURITY IS EVERYONE'S JOB.
INCLUDING YOURS.

LEARN HOW EASY IT IS TO STAY SAFE ONLINE.

eeeeeeeeeeeee



S

Thank you for downloading this Cofense guide. Carahsoft is the vendor, reseller, and OMG-Vendor for Cofense Cybersecurity solutions available via
NJSBA, Texas DIR, MHEC, and other contract vehicles.

To learn how to take the next step toward acquiring Cofense’s solutions, please check out the following resources and information:

For additional resources: For additional Forward Networks solutions: To purchase, check out the contract vehicles available for procurement:
carah.io/CofenseResources carah.io/CofenseSolutions carah.io/CofenseContracts

For upcoming events: For additional Cyber solutions: To set up a meeting:

carah.io/CofenseEvents carah.io/Cybersecurity Cofense@carahsoft.com (888)-662-2724

For more information, contact Carahsoft or our reseller partners:

Ca rahSOft Cofense@carahsoft.com | (888)-662-2724



https://carah.io/CofenseResources
https://carah.io/CofenseEvents
https://carah.io/CofenseSolutions
https://carah.io/CofenseContracts
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