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Cyber threats are constantly evolving,
and the increase of connected devices
only empowers bad actors to become
more sophisticated with their attacks and
capitalize on new vulnerabilities. To respond,
federal agencies are implementing a zero
trust architecture, but other IT developments
are posing additional cybersecurity risks

- like artificial intelligence and its rapid
incorporation into software and systems.

As the cyber landscape continually changes,
thought leaders from government and industry
recently spoke at a FedInsider panel to
discuss the growing vulnerabilities, and the
implications — or benefits — of using Al to
improve cybersecurity.

Al's Place in a Cybersecurity Toolbox
An increase in users and devices, coupled
with increased connectivity, has led to a
massive uptick in data. The need for
advanced IT structures to manage this data
influx led to the adoption of cybersecurity
practices like patch management, deploying
critical zero-day vulnerabilities, zero trust
architectures and more.

“That's really where you get into Al, [it] can
help with automation,” said La'Naia Jones,
chief information officer and director of the
Information Technology Enterprise at the
CIA. "Roughly a decade ago, [there was a]
big move for virtualization, cloud-based
technologies and moving things to more of
an automated fashion. And we're continuing
to use that.”
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Jones said this allows the CIA to deploy the
right solutions, tools and capabilities to de-
tect, prevent and mitigate cyber-attacks, and
to adopt predictive analytics that can find
anomalies or shifts in the IT infrastructure
that could signal a problem.

The ClIAis also looking at Al as a tradecraft
to continue strengthening cybersecurity in the
future and augmenting analysts’ work to get
things done quicker. “Time is very important.
If you have something that's looking to create
chaos in your infrastructure, you want it to be
resolved as quickly as possible. Mitigate your
blast radius and lower your risk tolerance, so
that way it's not interrupting your day-to-day
mission,” Jones said.

Joseph Ronzio, deputy chief health technology
officer for the Veterans Health Administration,
said Al and automation tools allow the agency
to see whether authorized users are accessing
the correct data. The VHA is also using auto-
mation to detect, identity, certify and manage
access levels for users.

“Pattern detection algorithms have been
very good to establish,” Ronzio said. “In fact,
we've detected several people that have
utilized generative Al technologies within
our enterprise against policy. You can start
seeing where the trends are and then isolate
them. And that actually increases the level of
security overall for the organization.”

Al's Role in Cyber Threat Response
Al will inevitably be used for good and bad,
so Sarah Nur, acting CIO for cybersecurity
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and the chief information security officer
for the Department of the Treasury, said
agencies must keep their eyes on both
aspects of Al capability.

As an example of good uses for Al, it can
help to find a needle in a haystack-type of
anomaly and then act on it. “That's some-
thing that really does plague us,” Nur said.
She used the Solar Winds attack as an
example. “It was discovered that it was a
malicious [dynamic-link library] file... but
how often are you going to ever look for

a DLL file communicating through normal
channels?” she asked.

That was a novel attack at the time, and per-
haps the only way to have detected it would
have been with behavioral analytics or traffic
analysis that could contextualize certain
behaviors and time frames, Nur added. That
is where Al capabilities can be very helpful,
when used for consuming large amounts of
data and capturing trends.

Jim Donlon, director of solution engineer-
ing at Oracle, said Al also allows organiza-
tions to respond faster to cyberattacks and
provides greater protection of agency data.
"Tools are going to continue to evolve,” he
said. “That means on the other side, bad
actors are going to continue to evolve. What
| like about zero trust is that it reminds us to
think globally but act locally.”

Protecting data — especially personally
identifiable information and health data —is
part of keeping an agency’s house in order,
as data is often what bad actors go for
during an attack. “Lock down your data. Use

multi-factor authentication. And use attribute-
based access controls. All those things are
there,” Donlon said.

Keeping that data safe is a big part of why
Ronzio is looking at different standards to
keep the data local. “One thing | see as a
major threat is if we centralize all of that
personal data, if we build that big data lake,
then that just becomes a fruitful target,” he
said. Rather, he suggests sending health
data-related alerts — not data — to people of
interest using cleared devices. That way, an
attacker couldn't just target one thing. In-
stead of compromising one data lake, there
could be eight billion devices or more that
they would need to try and attack.

Jones agreed with this method, adding that
because these solutions are looked at from
a federated architecture, each agency can
fine-tune access and authentication controls
that work best for them.

Al's Ability to Maintain Cybersecurity
Resiliency

The CIA moves data and information all
around the world, so digital connectedness
and communication capabilities are a must.
"As generative Al is coming about, we're
looking at augmenting the work that we're
doing,” Jones said. The CIA is currently
looking at large-scale cloud vendors —
and Al solutions — to help support this
capability globally.

“If you combine the computing power and
the network capabilities with the power of
what [Al] can do, it will revolutionize how

we operate, and how we work,” Jones said.

Implementing zero trust is also a priority to
help prevent cyberattacks and strengthen
cybersecurity resiliency.

“Just as you would use Al on a day-to-day basis,
we're looking at those tools and applications
internally. That's something that will continue
to evolve as well,” Jones said.

Al capabilities will also make it easier to share
data with other partners, further strengthening
cybersecurity resilience for the Intelligence
Community and all involved. "You can now
identify TTPs and IOCs and push that out to
your [partners] because it's all about, at this
point, where we are in our cybersecurity
ecosystem,” Nur said. It's critical that
agencies work together to stay on top of
Al capabilities before bad actors advance
further than the government.

Automating simple tasks like data backup
and recovery and having the ability to patch
and update vulnerable systems can also help
prevent failure and data loss unrelated to
cyberattacks. “That's just as much of a threat
to your organization,” Donlon added.

With the inevitable and continual influx of
data, especially in the IC, leveraging Al to
protect data is critical - and will ultimately
strengthen agencies’ cyber posture, bolster
resiliency, enable IT teams to find network
discrepancies and vulnerabilities quicker,
and offer better response and recovery from
future attacks. Government agencies simply
need to keep advancing their Al capabilities
and the underlying data that supports it.
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