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hishing is one of the highest-impact

and most frequent tactics that

cybercriminals use. Such attacks
trick users into revealing passwords,
usernames and other credentials.
According to Verizon’s 2025 Data Breach
Investigations Report, 22% of breaches
began with the use of stolen credentials,
and phishing (which leads to stolen
credentials) was present in 15% of all
breaches. The IBM Cost of a Data Breach
Report 2025 found that phishing was one
of the most frequent and expensive causes
of data breaches, costing an average of
$4.8 million and taking an average of 261
days to contain.

IT administrators are wise to assume
that hackers are in their networks,
but they don’t know what data those
attackers might be taking or altering. The
implications for government are profound.
In just one example, what if somebody
changed the targeting coordinates for
a military operation? That brings a new
perspective on the nature of the threat
landscape.

Multi-factor authentication (MFA)
provides essential cybersecurity
capabilities, but today’s cyberattacks
demand more than traditional MFA to
protect networks and resist phishing
attempts. They require passwordless
authentication.

In a passwordless environment,
authentication combines secure
possession factors (like tokens or mobile
apps) with biometrics, removing the need

for vulnerable shared secrets such as
passwords.

To simplify the move to a
passwordless environment, RSA provides
a complete, enterprise-ready, always-
on solution that protects all users in all
environments from all threats. Although
other vendors cover individual user
groups or use cases, RSA delivers
organization-spanning passwordless
capabilities at scale.

The RSA Authenticator App, offered
through RSA ID Plus, supports phishing-
resistant device-bound passkeys on iOS
and Android devices. Organizations can
also deploy RSA’s iShield Key 2 series
and DS100 FIDO2-certified security
keys, featuring upgradable firmware and
phishing-resistant authentication.

Furthermore, RSA complements
Microsoft environments by strengthening
and extending passwordless capabilities
in the high-risk and hybrid environments
where Microsoft falls short. Microsoft
enables strong passwordless access with
Windows Hello and FIDO2. RSA extends
those capabilities to hybrid, regulated
and non-Microsoft environments, helping
organizations close any remaining
security and operational gaps.

RSA can provide modern
passwordless solutions for high-risk
roles and for air-gapped, RADIUS and
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No more phishing.

No more passwords.

Just true, enterprise-ready
passwordless authentication.

RSA provides the broadest range of passwordless authentication methods on the market
with the greatest security depth to secure federal, state, and local agencies. Meet
regulations, prevent credential theft, and accelerate Zero Trust maturity with the market’s
only true E2E passwordless solution. With RSA, agencies can deploy passwordless across
every user and environment—desktop, SaaS/Web, mobile, servers, legacy, and even
air-gapped—without forced upgrades or workarounds, while managing all methods such
as passkeys, QR codes, biometrics, OTP, and hardware from a single platform.

Contact us to learn more about how RSA keeps every login secure, resilient,
and compliant for government agencies: www.rsa.com/contact
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