
Adobe® Named User Licensing Overview

Adobe Named User Licensing

Adobe Named User Licensing is a licensing methodology in which the serialized license is no longer embedded in the 
desktop software for perpetual use. Rather, it is a part of a subscription model where the desktop applications periodically 
reach out to the Adobe servers to validate that the application is entitled to the end user. 

In the diagram to the left, you can see the 
interaction of the end-user with the Adobe 
Named User Licensing system. The 
end-user has the Adobe applications 
installed locally on their desktop (as has 
been the case for the past 25 years), or 
their mobile devices, and the software can 
be installed exactly as it’s been done in 
the past (ie: SCCM, JAMF, etc.). Instead of 
the license being serialized and embedded 
into the applications on the desktop, the 
license and entitlements are accessed via 
the Adobe Admin Console. 

When an end-user attempts to activate or 
launch their software, or use one of the Adobe services, that endpoint reaches out to Adobe. It talks to the Adobe Identity 
Services which confirm whther or not the user is logged in. If not, they either allow the end-user to log in directly, or they 
pass control to the customer’s Identity Provider (IdP), which performs a Federated Single Sign On authentication via 
standard SAML 2.0. Once authenticated, the endpoint reaches out to the Management Services for authorization.  The 
Management Services generate an Access Token, and verify the end-user’s entitlements. The Access Token is used to 
obtain signed licenses for the desktop applications and to access other cloud services.

For desktop applications, to prevent users from constantly having to manually authenticate, and to ensure that no more 
than two desktop devices are activated at any one time, a Device Token is generated and stored locally in per-user 
credential stores (Keychain on Mac, Certificate Store on Windows). Every desktop originated request to Adobe will include 
the Device Token, which will be validated by the Identity Services and used to obtain the server-side Access Token. The 
Device Token is not affected by OS logout/login and will remain valid as long as the end-user has an internet connection 
and interacts with the Adobe software on their machine on a regular basis. 

Browser-based and mobile applications follow a “cookie” model where a UserID token is locally stored that identifies the 
end-user and is used to obtain the Access Token from the server. Both are stored in local Session Storage on the device.  
The cookie is valid for 24 hours, but is automatically refreshed via the Access Token when the end-user accesses the 
mobile application or cloud service. 

If an end-user’s entitlements are changed, or the end-user is removed from the Admin Console, the Identity Services and 
Management Services will invalidate all of the user’s tokens and the end-user will have to log in again the next time they 
attempt to use an Adobe application or service. 

Authentication and User Data
Adobe Named Users are authenticated at three times:

•	 Desktop Activation - which is when the desktop software is launched for the first time
•	 Desktop Launch - which is any time (other than activation) that the desktop software is launched, or started
•	 Service Access - which is any time an end-user attempts to access a Cloud Service

So every time an end-user launches a desktop application or accesses a Creative Cloud for enterprise or Document Cloud 
for enterprise cloud service, that user is authenticated through the Adobe Identity Services. Adobe Named User Licensing 
authentication requests fall into two categories:

•	 Manual Authentication, where the end-user signs into the service manually, through an interface. The following 
data is passed to Adobe during manual authentication:
	- Unique identifier, which is usually the email address of the end-user
	- First Name and Last Name, which are passed from the Identity Provider during the SAML Response
	- Password, but only if the end-user is authenticating with an AdobeID or an Adobe hosted EnterpriseID. 

FederatedIDs will never send their passwords to Adobe. 
•	 Automatic authentication, which occurs any other time. The only data passed to Adobe from the desktop 

during automatic authentication is:
	- DeviceID, which is a SHA-256 hash of computer characteristics (like motherboard serial number) 

Overview

In 2012 Adobe moved from a 
serialized license model to a 
subscription-based Named 
User Licensing model, in 
which every user of Adobe 
desktop software would be 
identified by a unique iden-
tifier. These identifiers are 
managed by the Adobe Iden-
tity Management Services 
platform which allows end-
users to authenticate to their 
deployed desktop software 
and Adobe cloud services. 

For Adobe’s enterprise 
customers, these users are 
governed in the Adobe 
Admin Console. They can 
be managed either manu-
ally through the Admin 
Console interface, or through 
a CSV spreadsheet import, or 
finally, they can be managed 
programmatically through the 
User Management API.
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Analytics Data
Adobe logs each time a user signs into their Creative Cloud or Document Cloud applications and services, when they activate their software, 
when they open a Creative Cloud for enterprise or Document Cloud for enterprise application on their desktop or mobile device, and when they 
use Creative Cloud or Document Cloud storage or services. Log data collected may include the ID of the user, their email, their IP address, and 
event tracking data. 

Adobe may also log analytics data related to Creative Cloud and Document Cloud storage and services usage from Creative Cloud and 
Document Cloud services web pages. Analytics data may include URLs of the web pages (ie: https://assets.adobe.com); name of web page; time 
spent on page; time of day; Cookie IDs; URL of referring page to the Adobe site; search query entered before site visitor clicked on link to Adobe 
site; browser type; device type; operating system; ISP/connection speed; display settings (screen size/resolution); and IP Address from the HTTP 
header.

Authentication log data is located with the identity data as noted below.

Adobe generally keeps application logs for 50 to 90 days, depending on the service. Application IP logs are kept for 90 days, and the last five IP 
addresses from which an account was accessed are kept for the lifetime of that account for anti-fraud purposes. Event logs and security logs may 
be kept longer, per applicable legal and industry standards. 

Adobe employee access to analytics and log data is strictly limited to those with a business need for access and is consistent with Adobe’s ISO 
27001 certification (Section A.9).

Adobe Admin Console
The Adobe Admin Console provides a central location for managing your Adobe user entitlements across your entire organization. You can 
manage desktop applications, cloud services, users, software deployment packages, support requests, identity, authentication, and security 
settings, all from within the Admin Console. 

Users added to the Admin Console are unique and can be assigned to one or more Product Profiles which allow for fine grained entitlements of 
different application and service configurations for different groups of users.  In this way, different user groups can have access to different 
applications and services as required by your organization. 

If an end-user’s entitlements are changed in the Admin Console, the Identity Service will invalidate all of their tokens and the user will have to log 
in again the next time they attempt to use an Adobe application or service. 

Security & Privacy
All public facing web calls are made over HTTPS with a minimum of AES 128 bit encryption over TLS1.2 (Adobe is transitioning to TLS 1.3 but 
not all services are 1.3 compatible). All identity data on the Adobe servers is stored with AES 256 bit encryption. 

All identity data stored on Adobe servers is stored in multi-region, Amazon Web Services (AWS) data centers located in US-East (Virginia), 
US-West (Oregon) and EU-West (Ireland). Content is replicated across all data centers for load balancing and redundancy, and is backed up daily. 
Backups are stored for seven (7) days. Access by Adobe employees is limited by a role-based, least-privileged approach based on specific job 
duties consistent with Adobe’s ISO 27001 certification.

Adobe complies with applicable laws regarding cross-border data transfers, as outlined in greater detail here.

https://www.adobe.com/privacy/eudatatransfers.html

