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NAC

Devices that were not
designed to be network-
managed are difficult to
identify properly and lead
to subpar access policies.

Endpoint

Security

Proprietary and legacy
operating system, as well
as manufacturer
warranties, makes

Intended
Workflows

Knowing, exactly not
guessing, what the device
can an cannot
communicate with, and
under what conditions.

Unique
Device
Signatures

Recognizing what trace
it will and will not leave
on the network.

Detection

Clinical domain expertise
detects activity that is out of
clinical scope of its intended
workflow, generates non-
generic alerts and minimizes
false positives.

Prevention

Successful micro-
segmentation, security
policies, and VLAN
assignments rely on accurate
device identification with
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