
L ast year, Oakland County, Mich., used 
the cloud to ramp up the capacity of 
its election system, ensuring ballots 
were processed efficiently during a 

busy election season. Once the election was 
over, system capacity was dialed back down. 

For Phil Bertolini, deputy county 
executive and CIO for Oakland County, 
the cloud was a practical way to address 
the temporary spike in volume. 

“Why should I architect an onsite data 
platform to handle peak demands when a 
large percentage of it would be underutilized 
during the rest of the year?” he asks.1  

Flexibility and scalability are just a couple 
of the reasons why cloud-based solutions 
handle a growing percentage of Oakland 
County’s computing workload. Bertolini 
says about 20 percent of IT operations are 
in the cloud today, and that number could 
grow to 50 percent within three years.

Oakland County isn’t alone in turning to the 
cloud. Recent Center for Digital Government 
(CDG) surveys found that although the 
bulk of state, city and county respondents 
have 30 percent or less of their computing 
workloads in the cloud today, they expect 
those percentages to jump dramatically 
in the future. Nearly 70 percent of state 

“The long-term trend may be to move more 
and more services to the cloud, but many 
CIOs will stay with a hybrid environment for 
the foreseeable future,” says CDG Executive 
Director Teri Takai. “They feel they can better 
manage the costs and performance of certain 
functions by running them in their data centers.”

Fortunately, on-premises data center 
technology is improving too, often providing 
“cloud-like” advantages through the traditional 
hardware ownership model. One example 
is hyperconverged systems, which tightly 
integrate computing, storage, networking, 
virtualization and IT management resources 
into a single unit to simplify infrastructure 
management and integration.

In the state of Louisiana, hyperconverged 
technology is the foundation for a project 
to modernize the state’s Medicaid system 
and provide single sign-on capabilities. In 
addition, hyperconverged equipment in the 
state’s two main data centers in Baton Rouge 
mirror each facility’s capabilities, enabling 
automatic failovers to reduce downtime 
and strengthen business continuity.4 

Derek Williams, director of Louisiana’s state 
data center operations, says the hyperconverged 
computing environment — which lets his IT 
staff plug in additional appliances to increase 
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respondents and close to 50 percent of 
city and county respondents expect the 
cloud to ultimately handle more than 
half of all their computing needs.2 

But simply saying agencies are moving 
to the cloud understates the complexity 
of this new computing landscape. “The 
cloud” typically isn’t just one cloud solution 
or platform anymore; it’s multiple clouds. 

A cloud computing survey conducted by 
CDG and IBM in late 2018 found multi-
cloud IT environments are the norm at state 
and local agencies, even at this relatively 
early stage of public sector cloud adoption. 
Twenty-nine percent of respondents said 
their jurisdictions use three to five cloud 
environments across all departments, 
making it the most common answer. 
Another 13 percent said their jurisdictions 
operate more than 10 cloud environments.3 

Preserving the Data Center
Clearly the push in government is 

toward more cloud — but not necessarily 
all cloud. The flipside of the CDG survey 
results is that a significant number of state 
and local IT leaders see less than half of 
their computing workloads eventually 
moving off-site. The rest will stay put.
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capacity with relative ease — enables the data 
center to react quickly to customer needs.

“We look at hyperconverged as an 
on-prem cloud that gives us building blocks 
to add nodes and scale up virtual machines 
that we can offer to everybody across the 
government,” he says. “It’s a much more 
manageable model than having to face 

a constant server refresh cycle and large 
equipment buys every five or six years.”5 

Putting It All Together 
For IT leaders, this new hybrid, multi-cloud 

world offers more infrastructure options than 
ever before. Organizations have unprecedented 
ability to match applications and workloads to 
the right computing models, cost structures, 
security levels and more. At the same time, 
managing and securing this complex new 
environment demands new tools and skills. 
Agencies will also need a firm grasp on current 
computing costs, data classification and a host 
of IT governance issues to make smart choices 
among an ever-widening array of alternatives.

Getting the most benefit from hybrid IT 
requires leaders to assess current applications, 
prioritize those most in need of modernization 
and then choose the appropriate computing 
platform. Factors in cloud versus on-prem 
decision-making include an application’s 
dependency on other data center systems, 
as well as its performance and bandwidth 
requirements. For instance, transferring large 
quantities of high-definition video in and out 
of cloud-based platforms can be expensive 
and taxing on enterprise networks.

Security and privacy requirements also 
may dictate whether data can be moved to 
the cloud and what type of cloud platform 
can be used. State laws may limit where data 
can be housed, for example. And sensitive 

material like FBI Criminal Justice Information 
Service (CJIS) data or patient files protected by 
HIPAA may demand specialized government 
cloud solutions that offer appropriate security 
configurations — usually at a higher price 
than standard public cloud services.

Intelligent tools will be another vital part 
of the hybrid equation. Agencies will need a 
new generation of management solutions that 
give IT teams visibility across these sprawling 
infrastructures and automate labor-intensive 
software updates and patching processes. 
They’ll also rely on sophisticated security 
solutions designed to protect attack surfaces 
that now span from the data center to the 
cloud. And increasingly powerful analytics 
packages may be necessary to monitor 
system performance and traffic patterns, 
enabling IT staff to make adjustments that 
optimize user experience. Together these 
tools will help IT leaders improve the security, 
reliability and user acceptance of hybrid 
environments while reducing demands on 
overworked public sector IT departments.

Ultimately, state and local government IT 
leaders need to create hybrid strategies that 
take advantage of rapidly expanding cloud-
based innovation while continuing to modernize 
important data center technologies. And, 
just as important, successful organizations 
will implement the vision, policies and tools 
that enable them to optimize these pieces 
and run them as a cohesive whole. 
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