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Red Hat Ansible

Simple, powerful, agentless, IT automation

Red Hat Ansible Automation
provides a foundation for building
operating IT automation, at scale.
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Presentation Notes
Red Hat Ansible Automation Platform is automation software powered by Red Hat Ansible Engine – an execution engine with hundreds of modules that can automate all aspects of IT environments and processes – and Red Hat Ansible Tower – a management interface that can integrate with other services.


D&ALTechnologies RedHat | carahsoft

Featured Experts:
Lance Abla Keith Gienty
Senior Solutions Red Hat
Architect Cloud Specialist

Red Hat Dell Technologies



A RedHat
Ansible Automation
Platform

Enterprise
Automation with
Red Hat Ansible

Lance Abla, Red Hat
Partner Solutions Architect

Keith Gienty, Dell
Technologies Cloud Specialist Technologies RedHat



A RedHat * Why Red Hat?

Ansible Automation * Why Ansible?
Platform

* Ansible Use Cases
e How does it work?
 Ansible Tower

Agenda

* Security and Compliance
* Resources

*Q/A

DAL lechnologies @ RedHat






& RedHat

Enterprise
Linux

Red Hat
Virtualization

& RedHat

OpenStack
Platform

RedHat
Storage

& RedHat

Satellite

fedoro®

oVirt

()

STER ceph

FOREMAN

From community to enterprise

.......

-----
- .

APACHE’

oooooooooooooooooo

(@ PATTERNFLY

......
-

.. ® e
¢“ . . . ”a
* ® °
R 20
-~ 1,000,000 +

.......
.

.-
.....

PROJECTS

“

»* CentOS 2 openstack.

(>

-
-
-
.

.......

.
-
........

JBoss Community
FuseSource

@) ManagelQ’

& RedHat

ANSIBLE

O RedHat

& RedHat

Middleware

£ RedHat

OpenShift

& RedHat

Enterprise Linux
CoreOS

CloudForms

Ansible Automation
Platform



PARTICIPATE

Red Hat creates, catalyzes, and participates

in community-powered upstream projects. We
contribute code, collaborate on content, help
maintain projects, provide critical infrastructure,
mentor leaders, consult on licensing decisions,
and sponsor events aimed at raising awareness
of community-driven projects. In open source
communities, we advocate for technological
innovations that will benefit our customers.

INTEGRATE

Red Hat integrates multiple upstream projects
into open source community platforms on which
others can build, ensuring individual component
technologies integrate effectively into complete
solutions. We validate and test these platforms
in conjunction with third-party software,
ensuring ease of installation and management
across multiple projects. We also work in
multi-organizational initiatives, integrating
industrywrecognized standard technqlogies
into our own projects.

STABILIZE

Red Hat stabilizes software platforms by

refining them to meet enterprise specifications.

We certify software to run on common industry
hardware and help customers keep the
software updated for specified durations. We
offer training and certifications on the software
platforms, and we consult with customers
seeking to understand how open source
platforms can impact their businesses.

MAINTAIN

Red Hat maintains open source software
platforms by providing technical support for
customers. We help customers configure their
software to provide additional, ongoing business
insights. We provide patches for zero-day
security exploits in coordination with community
projects. And we contribute our modifications
back to the upstream projects of which we are

a part, propelling the open source life

cycle forward.




Why Ansible?



| have to setup 1,200 servers by I
Monday and it is Friday at 4PM. ¢

-



Automation happens when
one person meets a problem
they never want to solve again



Why
Ansible?
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Customers and Use Cases



5x

5-year return on
113 oo 135%
e vear Cevsloped per you
Business value by

the numbers

68% 25%

more productive IT More efficient IT

infrastructure security teams
management teams



https://www.redhat.com/cms/managed-files/idc-business-value-red-hat-ansible-tower-analyst-paper-f17660-201905-en_0.pdf

Ansible Use Case Success

O Infrastructure - OS Configuration Management -- 75% DECREASED DELIVERY TIME
O Infrastructure - Virtual Infrastructure -- 99% REDUCED WORK HOURS FOR UPDATING
O Infrastructure - Maintaining Growing Infrastructure -- 50% REDUCED IT MGMT TIME

O Network - Configuration Consistency -- 3000 HOURS PER YEAR SAVED

O Security - Threat Hunting -- 94% REDUCTION IN MAN HOURS TO RECOVER

O Devops - Provision Environments -- 4h15m PROVISION ENVIRONMENT TIME
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Cloud

AWS
Azure

Digital Ocean

Google
OpenStack
Rackspace

+more

Operating
Systems

RHEL
Linux
UNIX

Windows

+more

Virt &
Container

Docker

VMware
RHV
OpenStack

OpenShift
+more

Storage

DAL

Technologies
Red Hat

Storage
Infinidat

+more

Windows

ACLs
Files

Packages
1S
Regedits
Shares
Services

Configs

Users
Domains

+more

Time to automate is measured in minutes

Network

DAL

Technologies
Arista

A10
Cumulus
Bigswitch
Cisco

F5

Juniper
Palo Alto
OpenSwitch
+more

Devops

Jira

GitHub
Vagrant
Jenkins
Bamboo
Atlassian
Subversion
Slack
Hipchat
+more

Monitoring

Dynatrace
Airbrake
BigPanda
Datadog
LogicMonitor
Nagios
New Relic
PagerDuty
Sensu
StackDriver
Zabbix

+more

Ansible
Automates
Technologies
You Use



How does it work?



Start with a simple text file containing hostnames

Inventory File

db Grouping [db]
dbl.example.com
dbZ.example.com
db3.example.com

apps Grouping :E:E?Cr]: xample

appZ.example.
app3.example.

web Grouping [WE];] .
wwwl.example.
wWwwZ.example.
WWww3.example.
wwwi.example.
wWwwwb.example.
WWwwb.example.
www/.example.
wwwi.example.
www9.example.




ansible web -m ping

ansible web -m command -a "uptime" -o

ansible web -m setup

ansible web -m dnf -a 'name=git state=present' -b




Modules

Here is a ‘small’ subset of the available configuration modules

- user: - copy: - template:
name: james18 src: /mine/ntp.conf src: /mine/sudoers
shell: /bin/zsh dest: /etc/ntp.conf dest: /etc/sudoers
groups: developers owner: root validate: 'visudo -cf %s'
expires: 1422403387 group: root
mode: 0644
backup: yes

- replace:

- name: apply patch to one file
path: /home/jdoe/.ssh/known_hosts

patch:

src: /tmp/index.html.patch regexp: '“old\.host\.name[*\n]*\n'

dest: /var/www/index.html owner: jdoe

group: jdoe
mode: 0644

=il
repo: https://github.com/ansible/ansible-examples.git
dest: /src/ansible-examples
archive: /tmp/ansible-examples.zip

1""""




Plugins

Action Plugins
Become Plugins
Cache Plugins
Callback Plugins
Cliconf Plugins
Connection Plugins
Hitpapi Plugins
Inventory Plugins
Lookup Plugins
Netconf Plugins

Shell Plugins
Strateqgy Plugins

Vars Plugins
Filters

Tests
Plugin Filter Configuration

Plugins extend the capabilities of Ansible

doas — Do As user
dzdo — Centrify’s Direct Authorize

enable — Switch to elevated permissions on a network device

ksu — Kerberos substitute user

machinectl — Systemd's machinectl privilege escalation
pbrun — PowerBroker run

pfexec — profile based execution

pmrun — Privilege Manager run

runas — Run As user

sesy — CA Privileged Access Manager

su — Substitute User

sudo — Substitute User DO




Tasks, Plays and Playbooks

Task

tasks:
- name: ensure apache is at the latest
version
yum:
name: httpd
state: latest
- name: write the apache config file
template:
src: /srv/httpd.j2
dest: /etc/httpd.conf

hosts: web
remote_user: root

tasks:
- name: ensure apache is at the latest version
yum:
name: httpd
state: latest
- name: write the apache config file
template:
src: /srv/httpd.j2
dest: fetc/httpd.conf

Playbook

- hosts: web
remote_user: root

tasks:
- name: ensure apache is at the |atest version
yum:
name: httpd
state: latest
- name: write the apache config file
template:
src: /srv/httpd.j2
dest: fetc/httpd.conf

- hosts: db
remote_user: root

tasks:
- name: ensure postgresgl is at the latest version
yum:
name: postgresgl
state: latest
- name: ensure that postgresgl is started
service:
name: postgresqgl
state: started




Roles
Roles are utilized for nested configuration callouts

site.yml

- hosts: web web.yml|
tasks: Apps.yml
- include_role: db.ym|
name: common roles/
vars: common/
dir: '/opt/a' tasks/ .r
app_port: 5000 h‘andrlers;
- role: security files/ '
vars: templates/
dir: '/opt/b' VEF_S;"
app_port: 5001 defaults/
meta/

security/
tasks/
defaults/
meta/

Ansible Galaxy

hitps:/igalaxy.ansible.com/

Security

asssasen
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YAML
White Space Matters

- Use Spaces not Tabs

- Indentation indicates relationships




A RedHat
Ansible Tower



Where are you on your automation journey?

SCALE

COMPLEXITY

OPPORTUNISTIC | SYSTEMATIC | INSTITUTIONALIZED '

How can we How do we centralise How do we orchestrate
simplify our job? our processes? our processes?

Internal Use - Confidential




Red Hat
Ansible Automation
Platform

Push button

An intuitive user interface experience
makes it easy for novice users to
execute playbooks you allow them
access to.

Enterprise integrations

Integrate with enterprise authentication
like TACACS+, RADIUS, Azure AD.
Setup token authentication with OAuth
2. Setup notifications with PagerDuty,
Slack and Twilio.

Internal Use - Confidential

RESTful API

With an API first mentality every feature
and function of Tower can be API
driven. Allow seamless integration with
other tools like ServiceNow and
Infoblox.

Centralized logging

All automation activity is securely
logged. Who ran it, how they
customized it, what it did, where it
happened - all securely stored and
viewable later, or exported through
Ansible Tower’s API.

Red Hat Ansible
Tower

RBAC

Allow restricting playbook access to
authorized users. One team can use
playbooks in check mode (read-only)
while others have full administrative
abilities.

Workflows

Ansible Tower's multi-playbook workflows
chain any number of playbooks, regardless
of whether they use different inventories,
run as different users, run at once or utilize
different credentials.




Red Hat
Ansible Automation
Platform

I EREREMNE
| i 1 N — et e R et s ANSIBLE CLI & ClI SYSTEMS

ANSIBLE PLAYBOOKS i
ADMINS

ROLE-BASED KNOWLEDGE SCHEDULED &
ANSIBLE ACCESS CONTROL & VISIBILITY CENTRALIZED JOBS

SIMPLE USER INTERFACE TOWER API

USERS v

ANSIBLE OPEN SOURCE MODULE LIBRARY

ENGINE PLUGINS PYTHON CODEBASE

TRANSPORT

55H, WINRM, NETWORK_CLI, HTTPAPI

SERVICES APP DEVELOPMENT

INFRASTRUCTURE NETWORK SECURITY CLoOuD

AUTOMATE

LINUX, ARISTA, CHECKPOINT, AWS, DATABASES, PYTHON VENV,
YOUR ENTERPRISE [y cisco, QRADAR, COOGLE CLOUD, LOGGING, NPM,
WINDOWS, JUNIPER f:'ff'ng‘RTMK AZURE, SOURCE CONTROL YUM,
VMWARE, INFOBLOX SPLUNK, IBM CLOUD ... MANAGEMENT... APT,
OPERATORS, F5 ... FORTINET ... PIP...

CONTAINERS ...

PROVISIONING CONFIGURATION APP CONTINUOUS SECURITY &
MANAGEMENT DEPLOYMENT DELIVERY COMPLIANCE CINEHEE AT/

Internal Use - Confidential



Red Hat
Ansible Automation
Platform

Enterprise Authentication

Use your existing
enterprise authentication
including:

O oner

&% Dashboard

+ Azure AD

+ Github

+ Google OAuth2
» Radius B Tamivins
+ SAML
+ TACACS+ Projects

Inventories

. Jobs
Schedules

My View

Credentials

Internal Use - Confidential

SETTINGS / AUTHEMNTICATION

AUTHENTICATION

AZURE AD GITHUB

TACACS+ SERVER @ REVERT

eros.commandschool.rhdemo.i

TACACS+ AUTH SESSION TIMEOUT @
REVERT

~

5

o

REVERT ALL TO DEFAULT

GOOGLE OAUTHZ LDAP RADIUS SAML

Multiple supported enterprise
authentication methods are
easily integrated with Ansible
Tower

TACALCS+

TACACS+ PORT @ REVERT TACACS+ SECRET @ REVERT

49 SHOW
TACACS+ AUTHENTICATION
PROTOCOL @

ascii




Red Hat
Ansible Automation
Platform

Role Based Access Control (RBAC)

Job Templates, Inventory, Credentials
and Projects can be assigned to
specific Users and Teams.

ADD USERS / TEAMS

CONFIGURE RED HAT ENTERPRISE LINUX WEB SERVERS

1 Please select Users / Teams from the lists below.

LISERS TEAMS

Clicking the USERS or TEAMS
buttons shows available options

Q

USERNAME * FIRST NAME = LAST NAME =

ewiggin Ender Wiggin

mrackham Mazer Rackham

CAMCEL

Internal Use - Confidential



Red Hat
Ansible Automation
Platform

Credentials

Credentials are utilized by Ansible Tower for
authentication with various external resources:

8B B

Connecting to remote machines to run jobs
Syncing with inventory sources

e |mporting project content from version
control systems

e Connecting to and managing network
devices

r
&,
=
8

c T DA &wm

Centralized management of various credentials
allows end users to leverage a secret without
ever exposing that secret to them.

Internal Use - Confidential




Red Hat
Ansible Automation
Platform

Inventory

Inventory is a collection of hosts (nodes) with
associated data and groupings that Ansible
Tower can connect to and manage.

Hosts (nodes)

Groups

Inventory-specific data (variables)
Static or dynamic sources

Internal Use - Confidential
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Red Hat
Ansible Automation
Platform

Project

A project is a logical collection of Ansible
Playbooks, represented in Ansible Tower.

You can manage Ansible Playbooks and
playbook directories by placing them in a
source code management system supported
by Ansible Tower, including Git, Subversion,
and Mercurial.

R PR

ppppppppp

e B D® @K@ 3

Internal Use - Confidential



Red Hat
Ansible Automation
Platform

Job Templates

Everything in Ansible Tower revolves around the
concept of a Job Template. Job Templates
allow Ansible Playbooks to be controlled,
delegated and scaled for an organization.

Job templates also encourage the reuse of
Ansible Playbook content and collaboration
between teams.

A Job Template requires:
e AnInventory to run the job against
e A Credential to login to devices.
e A Project which contains Ansible Playbooks

L1
i
|
a
=
m
a4
&
|
-
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Red Hat
Ansible Automation
Platform

Workflows

JOBS / 363 - Wave Workflow Example

Create powerful holistic
automation using Ansible
Workflows.

DETAILS

t =1 Wave Workflow Example TOTAL NODES @ ELAPSED o

STATUS ® Running

STARTED 101072019 10:40:57 AM

FINISHED Mot Finished

TEM

PLATE Wave Workflow Example

Orchestration can easily be
configured by linking Job
Templates.

LAUNCHED BY admin

EXTRA VARIABLES @ m SON [EXPANC

1|=--

Workflow approvals allow
Workflows to pause and wait for
human interaction

Conditional logic can be

applied to workflows. If this
job fails this next Job is run!

D&LLec

Internal Use - Confidential



Red Hat
Ansible Automation

Platform

RESTTul API

@ TOWER REST API Q admin  blogot @ o

Fully browsable AP, R aied
everything within the Web Ul
can be accessed via the API
for programmatic access

Version 29 OPTIONS GET =

GET /api/w2

HTTP 288 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

X-API-Node: localhost
X-API-Time: 2.819s

This structured JSON output
contains clickable links

“ping"™: “fapifv2/ping/"

"instances": “Japi/v2/instances/",
“instance_groups"”: “/fapi/v2/instance_groups/",
"config”: “/fapifv2/fconfig/™,

“settings": “Japi/v2/settings/"

"me": “Sapisv2/imes",

“dashboard”: "/apifv2/dashboard/™,
“organizations™: “fapifvZ/forganizations/",
“users": “Japi/v2fusers/",

"projects”: “sapifvi/projects/”,
“project_updates": “/api/v2/project_updates/",
“teams": “fapi/v2/teams/",

“credentials”: “/api/v2/credentials/”,

Internal Use - Confidential



Red Hat
Ansible Automation
Platform

Centralized Logging

Ansible Tower creates a
centralized control point
for Ansible Automation. If
desired Ansible Tower can
integrated with existing log
aggregation services.

Internal Use - Confidential

Multiple supported 3rd party
TR Svercu external logging methods are
i TG easily integrated with Ansible
shbo Tower
it MISC. 5YSTEM ACTMVITY STREAM

2% Jobs

= EMABLE EXTERNAL LOGGING @
5| Schedules I oFF

My Vi i
ol LOGGING AGGREGATOR TYPE @ FDVR

LOGGING AGGREGATOR @ LOGGING AGGREGATOR PORT @ REVERT

log.eros.rhdemo.io splunk -

’ Templates logstash
!

LOGGING AGGREGATOR USERNAME @ LOGGING AGGREGATOR
Credentials it PASSWORDVTOKEN @ REVERT 1+ splunk
ender
SHOW . loggly

Projects
sumologic
Ireentaries

LOG SYSTEM TRACKING FACTS LOGGING AGGREGATOR PROTOCOL @ 1 other
Imeentory Scripts INDIVIDUALLY @ REVERT

5
oFF | HTTPS/HTTP E

n Organizations LOGGING AGGREGATOR LEVEL ENABLE/DISABLE HTTPS CERTIFICATE



Red Hat
Ansible Automation
Platform

Webhooks - Enabling GitOps

Trigger Job Templates or Workflows straight via
configurable webhooks

Automatically provision, update, configure, and
apply based on pushes to your source control.

____ GitHub
&P GitLab

Internal Use - Confidential




Red Hat
Ansible Automation
Platform

Scale

Ansible Tower clusters add redundancy and
capacity, allowing you to scale Ansible automation
across your enterprise.

e Unifying task execution across execution
nodes

e | everage Kubernetes and OpenShift to spin
up execution capacity at runtime

e Expand execution to be able to pull jobs from

a central Ansible Tower infrastructure

Internal Use - Confidential

Ansible Tower
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Security and Compliance



Automation strengthens management, security, and compliance

Hybrid environments at Manual security and
scale compliance
* Increasing complexity * Resource and time consumption
+ Visibility and control + Human errors
* Security policy management » MNon-repeatable, non-shareable,
+ Controlled self-service environment non-verifiable actions
for users » Configuration and patching consistency

Effectively address ineffective communication, configuration drift, and incomplete audit and tracking logs.



Red Hat Management and Automation

Life-cycle management, automated remediation, and prescriptive analytics

Red Hat @ Eﬁ:i;:t & RedHat
Satellite . Insights
Automation 9
Unified life-cycle management Centralized automation governance Proactive, automated resolution
= Content and patch management * Centralized control « Continuous insight
* Small- and large-scale operations = Team and user delegation « Verified knowledge
= Standardized operating environment (SOE) = Audit trail » Proactive resolution
Ew T e o
""""""" @f b B
Physical Virtual Private cloud Public cloud

& RedHat
Enterprise Linux




Resources

https://galaxy.ansible.com
https://github.com/dell
You Tube


http://redhat.com/ansible

mmunity

Internal Use - Confidential

Q, Search
| dell
Collections
0510 iDRAC-Redfish-Scripting
EM( - werS ripting f
DELLEN Ansible Network Collect Python and PowerShell scripting for D
DMTF Redfish
- @rowershel BB GpL20 % 17
dellemc m E
056 * I 0 -
DEALLEM srcible Nemwork Collecal  IDRAC-Telemetry-Scriptin
Python scripts for configuring iDRAC T]
dellemc LY cer [ cereme [ o[RS
@Fython BB GPL-20 YW1 Yy2
0s9
e Ansible Network Collecti i
gounity
dellemnc ‘ m E GO library for Dell EMC Unity
®Go BB Apache-20 ¥FO0 1
sonic
LEm The Ansible Network Col N .
csi-unity
dellemc ‘ @ m H C5l Driver for Dell EMC Unity
@Go B Apache20 W0 W2
openmanage
DELLEM

Dell EMC OpenManage 4
=

ansible-storage-automatid
Ansible automation examples and sa

platforms

88 ppache-20 ¥4 tr4 Do

{10

O Why GitHub? Team

Enterprise Explore

Dell Technologies
D<AL .

~ehnnlnniee
ecnnoioges

B Repositories 70 71 Packages People 5

Find a repository... Type: All =

tripleo-powerflex

Configuration files and code to deploy PowerFlex OS5 with OpenStack TripleQ

ansible  deployment  openstack triplee  wxflexos

¥1 w0 @o I

powerflex

@®Python  EE Apache-2.0

Updated 3 hours ago

terraform-provider-redfish

Terraform provider for Redfish REST APls

®ce MEwmeLao 2 2z @o I

Updated 4 hours ago

dell-recovery
Dell Recovery for Ubuntu
dell-recovery
a8 grL2o W31 YTe

® Python @ 5 (2 issues need help)  §% 4

Updated 25 days ago

Updated 4 hours ago

Marketplace Pricing

@ One Dell Way, Round Rock, TXUSA ¢ httpy//www.delltechnologies.com/ [ ospo@dell.com

Language: All =

Github.com




60 Day Free Trial

Ansible Automation Platform
Up to 100 nodes

www.redhat.com/en/technologies/management/ansible/try-it
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Thank you for attending!

Please contact us with questions.

Rich Savage

703-871-8629
877-RHAT-GOV (Team)

Rich.Savage@carahsoft.com


https://carah.io/redhatsled

& RedHat

Thank you for viewing this Red Hat webinar! Carahsoft is the Master GSA and SLSA Dealer and Distributor for Red Hat Enterprise Open Source solutions
available via GSA, SLSA, ITES-SW2, The Quilt and other contract vehicles.

To learn how to take the next step toward acquiring Red Hat’s solutions, please check out the following resources and information:

For additional resources: For additional Red Hat solutions: To purchase, check out the contract vehicles available for procurement:
carah.io/RedHatResources carah.io/RedHatPortfolio carah.io/RedHatContracts

For upcoming events: For additional Open Source solutions: To set up a meeting:

carah.io/RedHatEvents carah.io/OpenSourceSolutions redhat@carahsoft.com or 877-RHAT-GOV

Ca ra hSOft For more information, contact Carahsoft or our reseller partners:

redhat@carahsoft.com | 877-RHAT-GOV
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