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F5 Strategic Direction
DELIVERING CODE TO CUSTOMER 
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Customer challenges

87% of customers are 

adopting multi-cloud

INFRASTRUCTURE LOCK-IN

Limits ability to move apps 
to new environments

86% of all cyber-threats target 
applications and app identities*

COMPLEX COMPLIANCE & 
POLICY REQUIREMENTS

Reduces speed to market and 
impacts customer experience

85% of new app workload 
instances are container based

TOOL SPRAWL

Increases operational 
complexity and cost

100% of customers lack visibility
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F5 Secure App Delivery Vision

Expand services, deliver insights via telemetry and analytics

Code CustomerDevice 

fingerprint

User identity 
& behavior

Future 
services

API 

gateway

CDNIngress 

controller

App / Web

server

Load 

balancer

DNSApp 

security

DDoSFuture 
Service

Containers
Purpose-built

hardware
Public 
cloud  

Virtual 
machines

Software
as a Service

Commodity
hardware

ANY INFRASTRUCTURE

Mobile POSLaptop IoT

ANY DEVICE

BIG-IP NGINX Shape Security

PLATFORM CONTROL PLANES

VISIBILTY, 
INSIGHTS & 

ORCHESTRATION

TELEMETRY TELEMETRY
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Technology principles to guide our design

PLATFORM
INDEPENDENT

OPEN SOURCE 
AT OUR CORE

APPLICATION-
CENTRIC

API FIRSTINTEGRATED
SECURITY

ANALYTICS BUILT-IN 
AND AI ENABLED

MODULAR 
AND REUSABLE
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CVE-2020-5902
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CVE-2020-5902 – What is it?
WHAT IS CVE-2020-5902

Level 10 Vulnerability in the 

Apache Management Plane

Easily exploitable when there 

is access to Management

Hard to track if you have 

been exploited

BIG-IP Management Plane is 

compromiseable on 11.x 

through 15.x
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CVE-2020-5902: Can we stop it?
YES… WE HAVE THE TECHNOLOGY

Our SIRT has updated 

mitigation steps

First mitigation was 

compromised unfortunately

Constantly updating: 

K52145254: TMUI RCE 

vulnerability CVE-2020-5902
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CVE-2020-5902: Recommendations

Restrict access to Management IPs (SelfIPs

and Management IPs)

Know that Management includes API, iControl 

and Command Line as well as GUI

Patch the httpd service with the latest 

suggested changes

Upgrade to a version which has been fixed as 

soon as possible

NOTE: AS OF JULY 9, 2020 SUBJECT TO CHANGE
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Good DevCentral Lightboard explains 

this in detail

https://youtu.be/xbtp0gZCxEQ

There is a live panel on DevCentral

Today on July 9

https://youtu.be/PVsyh_Jsel4

CVE-2020-5902

https://youtu.be/xbtp0gZCxEQ
https://youtu.be/PVsyh_Jsel4
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Threat Update
BARELY HANGING ON IN TODAY’S CRAZY WORLD!



Covid-19 
ATTACKS!



COVID 
Attacks

Email and access

based attacks

Phishing Impersonating

– WHO

– Public Health Offices (CDC) 

– Revenue Agencies

– Human Rights offices

– Charities

– Unicef

– WSJ

– FedEx

Brute force 

Cred stuffing

Business logic

Phishing, 

Spam 
– VPNs, RDP

– Web logins & mail

– Account fraud 



COVID 
Attacks

Email and 

access

based attacks

Targeting 

consumers 

and specific 

industries

Targeting

– Consumers / Employees

– Medical Supply Chain, Pharma, 

Manufacturing

– Government & Military

– Specific VPNs & SOHO routers 

– WhatsApp, TeamSpeak

– Languages: English, Italian, 

Ukrainian, Korean, Chinese



COVID 
Attacks

Email and 

access

based attacks

Targeting 

consumers 

and specific 

industries

Recycled / 

reskinned malware 

& ransomware

Malware Families

Ransomware

– Coronavirus

– REvil

– Ryuk

– Maze

– Silence

RATs

– Babyshark

– LokiBot

– Nanobot

– HawkEye

– Remcos

– GuLoader

– Koadic

– Ostap

– Kpot

Banking Trojans

– Emotet

– Trickbot

IoT Botnets

– Oski

– COVID

Existed prior to COVID / Old malware, new name



COVID 
Attacks

Email and 

access

based attacks

Targeting 

consumers 

and specific 

industries

Stolen data 

available for use 

with new COVID 

opportunities

Compromised SSNs

86% of US population 

BEFORE Equifax

Compromised 

Credit Cards

1 Trillion Records in  

Cred Stuffing DBs 

Compromised 

Credentials



COVID 
Attacks

Espionage

– Intellectual 

Property theft 

(APT)

Cybercrime

– Fraud

– Ransom / 

Extortion

– Cred Stuffing

– PII theft

Hacktivism

– Disclosing 

controversial 

approaches / plans

Email and 

access

based 

attacks

Targeting 

consumers 

and specific 

industries

Recycled / 

reskinned malware 

& ransomware
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Money Transfer Apps

Telecom: Home

Consumer Banks

Grocery Delivery

Retail

Investment Accounts

ISPs

Telecom: Mobile

Airline & Hotel sites
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Attacks go 

after easy 

targets

Rapid expansion of 
remote access while 
decreasing security 

controls

Rapid increase of remote access RDP (port 3389) exposure publicly up 41% 

Lack of posture assessments with BYOD

Can’t secure internet connection of remote assets 

when split tunneling. 

Exposing login to internet attracts brute force, 

cred stuffing and DoS attacks.

At a time when phishing campaigns are 

targeting consumers using corporate 

resources at home. 

Rapid expansion of unplanned remote access 

can introduce over privileged risks 

Increased risk of pivoting attacks

Working “offline” drives more local PII storage 

and remote management security hurdles

Allowing BYOD authentication to corp network 

Publicly discoverable RDP hosts (in Shodan) are up 

45% since Jan. 

Exposing highly targeted ports publicly attracts brute 

force, cred stuffing and DoS attacks. 

MFA is being disabled

VPN (IKE & PPTP) exposure publicly up 33% 



.

China
Tencent

China Telecom

Terminal Servers?

Shifted workloads to the 

cloud?

US
AWS

Google Cloud

Azure

If Shodan can find 

you…



RDP is a Top Target Globally
(Q4 2019)

 -  40,000,000  80,000,000  120,000,000

MS CRM: 5555

ICB / SWX: 7326

MS RDP: 3389

Telnet: 23

SMTP: 25

HTTPS: 443

HTTP: 80

SSH: 22

RFB/VNC: 5900

MS SMB: 445

Normalized Attack Count

Global Top Targeted Ports

7th

8th

Top 10 position of RDP port targeting 
across global regions

7th

8th

8th

8th 8th

6th



Attackers go 

after easy 

targets

Rapid increase of remote access 

Rapid expansion of 
remote access access 

while decreasing 
security controls

Ensure posture assessments are conducted 

upon VPN auth

Remove split tunneling when remote access 

decreases

Enable decryption to inspect encrypted traffic for 

malware

Enable MFA in a timely manor prioritized by 

privileged users and access to critical data

Review access privileges and true up to 

business need (and compliance reqs)

Monitor privileged user groups

Keep up with endpoint patching!!!

Limit BYOD devices to web mail only vs full 

VPN

Firewall off insecure and highly targeted services

Deploy an SSL VPN and a remote tech support 

app instead of enabling RDP.

RDP (port 3389) exposure publicly up 

41% 

MFA is being disabled

VPN (IKE & PPTP) exposure publicly 

up 33% 



Web Application Firewall
MISSION CRITICAL PROTECTION ACROSS THE FULL

APPLICATION FOOTPRINT
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F5 Believes that the Ideal WAF for Your

Applications is the one You can deploy 

and operate Efficiently.

CONFIDENTIAL
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Driving WAF Solutions that Address Modern Challenges

• Compliance

• Complicated

• Cloud

• Cumbersome

PCI, FIPS, HIPPA, OFAC, NIST…. 

Driven by Al/ML and F5 Threat Intelligence.

Fully automated, in every cloud.

From carrier-grade, to cloud, to container.
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Driving WAF Solutions that Address Modern Challenges
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• Cloud
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Driven by Al/ML and F5 Threat Intelligence.

Fully automated, in every cloud.

From carrier-grade, to cloud, to container.
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F5 WAF Platforms

F5 Silverline
Managed WAF Service

Essential App Protect
Cloud Based WAF SaaS

F5 Advanced WAF
Best in Class Protection

Hardware and Virtual Edition

NGINX App Protect
F5 WAF on NGINX *in beta

+



| ©2019 F531 CONFIDENTIAL

F5 Intelligent Threat Services

IP Intelligence
IP Reputation Service

Threat Campaigns
Protection From Active Threats

Behavioral App Protect *prerelease

Global AI/ML Cloud Service for WAF

Shape Security
Comprehensive Bot Control
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Protecting All Applications: WAF

Control 
Centralized with NetOps

Hybrid

Cloud-native

Application 

architecture NGINX

F5 Cloud Services

Decentralized 

to Developers

HARDWARE + SOFTWARE

BIG-IP

future…AI/ML Cloud

Self Managed

Fully Managed F5 Silverline WAF

Behavioral App Protect future…

Advanced WAF

NGINX App Protect

Essential App Protect



F5 Advanced WAF
BEST IN CLASS PROTECTION FOR WEB APPLICATIONS ON 

THE BIG-IP PLATFORM



Traditional WAF:

SSL/TLS InspectionSSL/TLS Inspection

ScriptingScripting

OWASP Top 10OWASP Top 10

Advanced WAF:

Malicious Bots

Credential Attacks

API Attacks

SSL/TLS Inspection

Scripting

OWASP Top 10



App-layer DDoS has 
increased by 43%

77% of web attacks start 
from botnets

3 Billion Credentials were 
reported stolen in 2016



• Bot Protection
• Key Capabilities: Unified Anti-Bot, Anti-Bot Mobile SDK, Bot Signatures

• Key Business Problems: See the OWAT Top 20.

• Key Components: Advanced WAF, Anti-Bot SDK, BIG-IQ

• Credential Protection
• Key Capabilities: Anti-Bot Tech, Device-ID/Centralized Device-ID, Datasafe

{client-side credential theft protection}

• Key Business Problems: Brute Force, Targeted Credential Theft

• Key Components: Advanced WAF

• Optional Consideration: Access Policy Manager {enable MFA, federation, etc}



•
• Key Capabilities: Auto-Thresholding, L7 Behavioral DDoS Protection, Bad Actor 

Shunning, Silverline Signaling

• Key Business Problems: Encrypted L7 DDoS Attacks, “Low and Slow” DDoS 
Attacks, L7 DDoS Protection for Public Cloud Deployments

• API Protection: 
• Key Capabilities: Advanced Guided Configuration, Reporting, Federation and 

AAA, JSON/XML fluency, microservices support, bot mitigation, rate-limits and 
quotas.

• Key Business Problems: API protection, protect sites with co-mingled “web” 
apps and endpoints, Auth transformation. 



•

• Bot Protections reduce the threat surface, allowing the administrator to focus on 
real threat actors.

• Unified Bot Profile makes it easier to apply just Bot mitigation to an application.

• Threat Campaigns provide an accelerated path to high fidelity and high 
relevance WAF protections for known, active campaigns from the most 
dangerous global Threat Actors.

• API protection and microservices support provide real-world protections for 
“apps” and API/Mobile App endpoints—which are often hosted within the same 
site/fqdn as a traditional web app.



ADVANCED



An Advanced WAF will protect against 
known attack campaigns by threat 
actors: 

• Dynamically updated database of CURRENT 
known threats

• Context around the attack:

• X exploit by Y threat actor to deliver Z payload

• “Apache struts exploit used by Chinese threat actor 
to deliver crypto-mining software.”

• Near zero false positives

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



Automation

Half of Internet traffic 

comes from bots

30% is malicious

web attacks

77% of web app attacks 

were the targets of botnet 

activity 

account takeover

Total account takeover 

losses reached $2.3B in 

2016

Vulnerability Scanning

Web Scraping

Denial of Service



Simple bots

Impersonating Bots

Bots with cookies / JS support

Bots that simulate browsers

Google



target of the  same 
automated attacks

needs mobile 
specific security 

lack mature 
security capabilities



An Advanced WAF will protect against 
sophisticated bots and automated 
browsers: 

• Validation of browser capabilities
• Allow, Block, Drop, Rate limit
• Granular control of mitigations

• “Order of Operations” is significant
• Remove all the “noise” from your WAF logs

• Anti-bot Mobile SDK
• Validate requests from mobile clients/apps
• Simple integration thru AppDome

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6
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Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



Use Case - DDoS Attacks

DDOS Managed Service

Hacker Bots
Silverline Cloud Services

Users

Layer 3 DDOS Protection

On-Premises

Layer 7 DDOS Protection

Core

DDoS Hybrid 

Defender
Advanced 

WAF
Users

Option: consolidate into a single layer 3-7 solution

Silverline 

Always 

On

under 

attack

Communication

(signaling)

Problem: 
• DDOS attacks are growing, but your 

resources are not

• DDoS mitigation time is slow due to 

manual initiation and difficult policy 

tuning

Benefits: 
• On-premise hardware acts immediately 

and automatically to mitigate attacks.

• Silverline cloud services minimizes the 

risk of larger attacks crippling your site 

or applications

Solution: 
• Always-on protection with on-premises 

hardware
• Mitigate with layered defense strategy and 

cloud services 
• F5 SOC monitoring with portal
• Protect against all attacks with granular 

control
• Eliminate time-consuming manual 

tuning with machine learning



An Advanced WAF will protect against 
Layer 7 attacks against web applications: 

• ”Low-and-slow” attacks (SlowLoris, Slow POST)

• Resource-intensive URLs

• Behavioral0based detection and mitigation

• Profile traffic during “peace-time”

• Headers, URI, query string, parameters, user-agent, more…

• Watch application health/stress

• Identify anomalies and create dynamic signature based 
on behavior of requests causing stress

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



L7 Behavioral DoS Signature

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



Figure Credit: Verizon 2017 Data Breach Investigations Report



Use Case - Account Takeover

Problem: 
• Criminals are performing 

account takeover by stealing 

account  credential via malware

Benefits: 
• Prevent the use of dumped 

credential databases (credential 

stuffing)

• Prevent the theft of user 

credentials (credential 

harvesting)

• Protect mobile apps - Identify 

and pass only the desired mobile 

applications.

Solution: 
• App-level credential 

encryption

• Anti-bot mobile SDK

• Credential Stuffing protection

• Brute force protection

Mobile
Authentication Protection

Credential Encryption

Hacker

Anti-bot

Mobile SDK

Bots Data Center Interconnect Cloud

ATO Protection

Users
credentials



An Advanced WAF will protect against 
attempts to authenticate using known 
leaked/stolen credentials: 

• Dynamically updated database of known stolen 
credentials

• Detection and mitigation for ”low-and-slow” login 
attacks

• Detection and mitigation for JS-challenge and 
CAPTCHA-challenge bypass

• Cloud-based subscription service {available 2H19}.

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6
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5
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Device-based Protection6

API Protection6



An Advanced WAF will protect against 
credential theft at the client browser: 

• Man-in-the-browser malware

• Steals credentials:
• POST grabbers

• Injected JS – even before credentials are submitted 

• DataSafe protects credentials in client browser

• Field obfuscation

• Real-time encryption of password (other fields)

• JS keylogger protection

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



An Advanced WAF will identify 
individual devices and detect and 
mitigate malicious devices: 

• Injected JS fingerprints device

• DeviceID used to correlate requests from the same 
device, regardless of proxies used and/or other 
attempts to evade detection

• Cloud-based Security Analytics for Global 
protection. {Early Access}

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



In coordination with Access Policy 
Manager, Advanced WAF provides robust 
protections for modern APIs: 

• Advanced Guided Configuration for ease of 
deployment.

• API Reporting Dashboard with rich analytics.

• Federation, SSO and Auth Transformation.

• API fluency: JSON, XML, WebSockets.

• Microservices support, traffic steering, Bot mitigation 
and flexible rate-limiting and quota enforcement.

Advanced Bot Protection2

L7 & Behavior-based

DoS Protection
3

Credential Stuffing Protection4

Client-side Credential 

Protection
5

Threat Campaign Protection1

Device-based Protection6

API Protection6



• Customers need to protect their APIs and have confidence and visibility in that 

respect; they need to know what risks they are facing and what kinds of 

attempts are being made against them.

• New configuration pane dedicated to APIs to simplify the creation and 

management of API security policies

• New API dashboard provides details on API protection including the following 

information:

• API health and performance

• APIs processed based on user/group/device criteria

• WAF statistics per API / endpoint, includes DoS and Bot Defense

• Most common API source accessed

• API groups usage (statistics)

• API Profile - AVR data - used / blocked / Rate limited 




