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TECHNICAL SUMMARY

Federal agencies are quickly migrating to cloud computing and consuming an
increasing number of cloud services. This rapid change is having an extensive
impact on the pace of the Government’s technology modernization efforts
and causing a distinct paradigm shift in the way agencies provision and protect
critical infrastructure. Moving towards dynamic infrastructure offers agencies
the opportunity to make changes programmatically to ensure services and
capabilities are accessible and secure.

Automation tools and orchestration frameworks can help simplify the
provisioning, deployment, and management of cloud services by automating
repetitive tasks and reducing the risk of human error. The HashiCorp cloud
operating model provides a core layer of tools that can securely manage the
entire lifecycle of resources, which improves collaboration, portability, security
compliance, and resource tracking.

THE CHALLENGE

There are additional complexities involved in integrating and managing
services across multiple clouds for Federal agencies. It is critical that
organizations move beyond tactical, platform-centric thinking and instead
incorporate a thoughtful and holistic approach to IT services delivery using a
foundational model to support, sustain, and secure resources in a multi-cloud
world.

The transition to multi-cloud involves several operational challenges including
tool sprawl, skill shortages, security management, and service connectivity.
Additionally, over-provisioning happens quickly as IT operations teams
accommodate an infinite volume and distribution of services, embrace
ephemerality, and deploy across multiple target environments.

The magnitude of multi-cloud expertise requires comprehensive training,
which takes time and sustained investment. As a result, industry and
Government have spent the last several years building the public sector’s
current cloud-capable workforce with skills that are unique to each cloud
service provider (CSP) -- and thus difficult to scale in a multicloud
environment. Federal agencies must successfully manage configuration,
maintain compliance, and streamline daily operations all while making sure
their applications communicate across multiple clouds. HashiCorp helps
agencies overcome these challenges by wrapping a compliance engine around
a unified set of tools for infrastructure-as-code (laC) provisioning, dynamic
secrets management, and secure connectivity automation.
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THE SOLUTION

HashiCorp’s cloud operating model is essential for Federal agencies to securely consume and manage public
and private cloud resources at scale. Building a foundational model for multi-cloud environments, the
HashiCorp tool set builds an abstraction layer to horizontally unify IT processes and workflows. This
unifying cloud operating model establishes consistency across the entire spectrum of cloud services, which
ultimately simplifies the provisioning, security, networking, and delivery of mission-critical applications and
services.

The cloud operating model provides a foundational architecture to:

* Provision infrastructure across multiple cloud providers and existing data centers

» Secure infrastructure via centralized identity, secrets management, and encryption services
* Securely connect services with a services registry and service mesh

* Solutions with integrated policy automation for compliance and governance

HashiCorp and its cloud infrastructure automation tooling were developed to help Federal agencies
successfully deliver business outcomes at scale across clouds. The HashiCorp portfolio is designed to
provide platform teams a cohesive application delivery experience regardless of the target cloud platform.

Infrastructure

HashiCorp Terraform uses infrastructure-as-code (laC) to automate provisioning and
management across any combination of infrastructure using a common workflow. IT teams
can reduce time spent using manual workflows to create, share, manage, and destroy secure
cloud infrastructure. As a result of codified policies on security, resource restrictions, and
spending, security posture improves, and agencies reduce non-compliance while maintaining
operational consistency and reducing unnecessary cloud spending.

Security
Agencies can adopt a modern identity-based security posture across all infrastructure to
protect data and critical systems with HashiCorp Vault. A comprehensive secrets

6 management solution—Vault addresses those legacy challenges through automation. Vault
generates just-in-time credentials for applications, automates rotation, and ensures
credentials are destroyed at the end of their lifecycle. Vault reduces organizational risk by
ensuring every secret that is generated is unique and bound with a time-to-live (TTL).

Networking

With service-based networking, Federal agencies can securely discover and connect

& applications within and across cloud environments. HashiCorp Consul supports a Zero Trust
application model which includes a service catalog that tracks all services and extends secure
application connectivity across clouds over untrusted networks.
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