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I
N THE GLOBAL FIGHT AGAINST 
cybercriminal activity, higher education finds 
itself consistently one of the major fronts. 

Adversaries and nation-states target college 
and universities primarily due to their lucrative 
data stores and wealth of research. Higher 
education’s traditionally open environments and 
culture of sharing make the sector an even more 
attractive target. 

While recent progress has been made to 
shore up data and address threats through 
automation and updated security frameworks, 
the sophistication and volume of security 
threats made possible today through advances 
in AI demand ongoing process evolution and 

proactive risk management. Shifting to zero 
trust or assume breach frameworks, penetration 
testing, and red teaming each bring merits that 
should be considered or adopted by higher 
education security and IT leaders. And while 
those tactics or approaches commonly top 
cybersecurity lists of best practices today, they 
don’t negate the importance of tried-and-true 
tools like endpoint protection and response 
(EDR), for example, or performing due diligence 
when evaluating and purchasing third-party 
services and solutions. 

“The adversaries are really targeting education 
and, especially, research areas,” said Jeff Stewart, 
Field Chief Technology Officer at SolarWinds. “We 

AI Demands Greater Focus 
on the Details
A well-managed environment is a secure environment — but given today’s constantly 
shifting threat landscapes, how can teams ensure they’re managing well?
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have to make sure we’re putting extra protections 
in those places that are targeted the most. Keep 
threat intel in mind, always, and understand what 
the large adversaries are doing.”

Risks Versus Gains
The global average cost of a data breach in 2023 
was $4.45 million, representing a 15% increase 
over the last three years, according to the latest 
data breach report from Ponemon Institute and 
IBM, “The Cost of a Data Breach Report 2023.” 
The report also found that organizations that use 
security AI and automation extensively save on 
average $1.76 million compared to organizations 
that don’t. 

“Where we were five years ago is very different 
today from a security perspective,” Stewart said. 
“The tooling and the sharing of data between 
the tools has helped a great deal. We stop a lot 
of threats automatically today that we would 
not necessarily have caught a few years ago. It’s 
quietly protecting us from a lot more than what 
we would have seen before.”

AI “is really a force multiplier, and knowledge 
multiplier,” Stewart added. “Future-state, we will 
get a force multiplier and that will help some of 
the shortages we’re seeing of highly skilled folks — 
and that’s in a lot of different fields, security being 
one of them.”

The list of offenses that AI enables adversaries 
to commit keeps growing. Generative AI today 
allows black hats to swiftly deliver flawless 
phishing e-mails or even deep fake images and 
videos that are more difficult to detect than ever. 
Combatting such threats requires alternative 
approaches that some higher education security 
teams may only just be starting, including threat 
modeling and red teaming. 

AI also enables teams to define more detailed 
assumptions and threat models, and rapidly zero 
in on data that may be at particularly high risk, 

high-target assets, and other key vulnerabilities, 
all of which can serve as the starting point for 
protection — all the more critical as AI improves 
attack sophistication on the other side. 

“AI can help us with the assumptions,” 
Stewart said, “and with making sure things are 
done correctly and appropriately. That’s where 
the future may lead us: You may not need an 
expert to design a threat model; you may be able 
to use your AI to codify a good threat model, 
codify what we should be thinking about it. That 
would be our kind of Nirvana, where we ensure 
teams are working with the most modern, up-to-
date knowledge.” 

Generative AI today allows black hats to swiftly 
deliver flawless phishing e-mails or even deep 
fake images and videos that are more difficult to 
detect than ever. Combatting such threats requires 
alternative approaches that some higher education 
security teams may only just be starting, including 
threat modeling and red teaming.
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Advanced Protection Strategies 
Red teaming, where teams adopt an adversarial 
approach or position to evaluate, assess, and 
challenge IT systems and infrastructure, may be 
performed by a third party or internal groups. 
The practice encourages thinking around external 
perspectives and helps security teams fortify 
and prioritize protection of data and assets, and 
improve an institution’s overall security posture. 
The practice differs from penetration testing, which 

tends to be performed within agreed parameters 
and times. Red teaming tends to take place over 
more extended timeframes and through less 
obvious means, simulating real attacks. Automated 
red teaming and penetration testing can also be 
performed through cloud-based software solutions.

Organizations “must invest in strengthening 
their cybersecurity infrastructure and training 
their staff to handle potential threats,” advised 
the World Economic Forum in a June 2023 report, 
“Cybersecurity and AI: The Challenges and 
Opportunities.” That includes “regular security 
audits, incident responses planning and promoting 
a security-first culture. Incorporating AI in 
cybersecurity strategies can also play a crucial role in 
identifying threats and improving response times.”

AI developers, in turn, “have a unique 
responsibility to design systems that are robust 
and resilient against misuse,” the Forum’s report 
continued. “Techniques like differential privacy 
and federated learning can be used to protect 
data. At the same time, efforts like OpenAI’s work 
on AI and cybersecurity research are vital to 
staying ahead of evolving threats.”

Working with Hybrid 
Environments and  
Third-Party Providers
Where the most advanced AI-enabled tools as well as 
cybersecurity protections require reliance on cloud-
based tools and solutions, assessing and navigating 
third-party risks has never been more important for 
higher education security and IT leaders. 

“We don’t know how much duct tape and 
chewing gum is holding it all together,” Stewart 
said. “We may see an interface to a service, but 
you need to ask, ‘What visibility will we get?’”

Within the public sector, the FedRAMP standard 
provides government customers with a great deal 
of visibility into how cloud-based services will 
operate. While higher education may not need to 
leverage FedRAMP-certified services, institutions 
can leverage lessons from FedRAMP to inform 
the list of questions they should ask any provider, 
Stewart advised, including:  

	� Are you SOC 2 compliant?

	� Do you have ISOs?

	� Do you have controls in place?

	� How do you store my data?

	� Where is my data capped?

	� How do you protect that data?

	� What open source components do you rely on?

	� How are they updated? 

“Really develop that checklist of what your 
third-party program looks like and tier it so that 
you know what you’ll require, from a basic service 
that you’re not sharing any of your data or access 
with up to other services that you’re sharing all of 
your research data with, and which a nation-state 
would want. That’s where I’m going to my elevated 
protection plan,” Stewart said. “Make sure you 
understand and tier your protection based on the 
risks that a service presents to you.”

Where the most advanced AI-enabled tools as well as 
cybersecurity protections require reliance on cloud-
based tools and solutions, assessing and navigating 
third-party risks has never been more important for 
higher education security and IT leaders. 
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C
AMPUS TECHNOLOGY recently spoke 
with Jeff Stewart, Field Chief Technology 
Officer at SolarWinds, about managing 

risk in today’s AI-fueled world, and where the 
technology could take cybersecurity next. 

What are some of the more significant 
threats within the higher education 
environment today?
Stewart: When you look at higher ed, there’s 
always been a challenge there. Just the nature 
of higher education lets you have uncontrolled 
students, uncontrolled machines, researchers 
who want to do whatever they want to do and 
very demanding around having that ability — it’s 
very difficult to manage. Those are some of the 

biggest threats that we see in higher education. 
And the threat from nation-states, which are 
really focused a lot on research, on collecting 
intellectual property — those are some of the 
hardest threats to protect against.

Higher education also has a lot of 
requirements for flexibility, to allow people to 

work together, to allow data to be shared between 
multiple entities, and often security doesn’t 
necessarily take priority as the top requirement 
over data sharing and research. Each of those 
presents unique challenges for higher education. 
We have to share across borders, across 
environments, and we’ve got to protect the data, 
but we also need to share the data with the right 
people. That’s a very complex environment to 
protect and secure.

What must be in the mix of protection and 
tools or approaches to security in this AI-
enabled world? How is that evolving?
Stewart: All of our classic tools still apply from 
a protection perspective. We can’t just throw 
out what we’ve got and go to brand new. You 
need classic protections at the endpoints (EDR), 
protections of the firewall, protections from 
the high-volume, low-sophistication attacks. 
Absolutely, those should always be in place, so 
you start there. How do you design protections 
for your most critical assets? How do you assume 
breach on those critical assets? How do you 
make sure you are designing the appropriate 
safeguards to minimize the impact of an insider? 

Tools are great, but we should not discount 
thinking, designing, and really looking at how 
we take the scenarios that are in play and put 
protections in place against them. Red teaming 
really helps teams understand how to ensure that 
what they’re doing is truly secure. Assumptions 
can really get us. Assumptions are one of the 

Where Will AI Take 
Cybersecurity Next?
Evolving threats powered by AI spawn advanced 
thinking and approaches to cybersecurity, along 
with new skillsets and priorities.

JEFF STEWART
Field Chief Technology Officer, 

SolarWinds

Higher education has a lot of requirements for 
flexibility, to allow people to work together, to allow 
data to be shared between multiple entities, and often 
security doesn’t necessarily take priority as the top 
requirement over data sharing and research. 

— JEFF STEWART
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security guys’ nightmares, but AI has a place 
there. AI can help us with the assumptions, 
with making sure things are done correctly and 
appropriately. It can help us do appropriate red 
teaming. It can help us design threat models. 

Are there new skills required of these 
teams that would be using these 
capabilities and what does that look like?
Stewart: Artificial intelligence engineers can 
understand how your organization or team 
effectively wants to use AI and give it the right 
inputs, the right training model, and also ask the 
model questions in the right way, then interpret 
the results and test them. That’s a different 
skillset than what we’ve needed before. It will 
be a skillset that evolves, like how we evolved 
from paper to computers, or from calculators to 
spreadsheets. These people will need to have the 
appropriate skills to ask the AI questions, and the 
appropriate skills to communicate well, as well as 
to say: “Well, now I need a human to read this.” 
That will be that next shift: What do I trust? What 
don’t I trust? Where do I get help to validate?

What are the tools that institutions 
can leverage to gain more visibility  
into their infrastructure and identify 
potential attacks?
Stewart: We’ve seen a lot of advances in threat 
intelligence, and I think we’ve seen a lot of 
advancements in endpoint detection response. 
There are a lot of heuristic models inside of EDRs, 
a lot of sandboxing and explosion of code inside 
of firewalls, and moves to more standard models 
that we see in AWS, Azure, and the cloud system. 
There’s a lot of movement to SaaS solutions with 
security built in that really does a good job of 
protection on the back end.

Our old protection model of “I have to do this 
all on my own” has shifted to, “I can offset some 
of this,” so we can offset to Microsoft 365 or 
some of our other SaaS tools, and I don’t need 
to be able to do all of the care and feeding and 
protection of the system. I do have to do the 
identity management and the configuration, but 
once that’s there I can pull away a lot of the stuff 
that I would have had to do years ago, so that’s 
shifting our model.
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