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Optimization 
of cloud and software spend

Visibility 
across operations estate 

and all software  

CMDB

Health 
of business services,

with AIOps

End-to-end solution 
For business services deployed on-premises or cloud…
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CMDB Overview: Why do you need a CMDB
A Configuration Management Database is a powerful single system of record of configuration 
items and when properly deployed, it provides an essential component for IT services

“We need to change 
something in our Data 

Center. How will this 
affect our business?”

Change 
Management

“We need to satisfy the 
compliance and 

auditing of various 
regulatory agencies.”

Reporting

“We’re spending lots of 
money on our IT 

infrastructure. Where 
are these components 
deployed and for what 
business applications?”

Inventory
“An infrastructure 

component broke in 
our Data Center. What 
part of the business is 

affected?”

Incident 
Management

“We’ve identified a 
defect in our 

infrastructure. What 
business applications 

are affected?”

Problem 
Management

“Our monitoring tool 
notified us that a 

metric has exceeded a 
threshold. How urgent 
is this to our business?”

Event Management

CMDB
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ServiceNow Service Aware CMDB Journey

Discover Infrastructure  & 
Applications 

2

Manage Incident and 
Outages

5

Monitor Health of 
CMDB & Services

4 6

Automate Processes

Establish Centralized 
CMDB

1

Model Service Dependencies

3
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CMDB Identification and Reconciliation

CI Identification 
and 

Reconciliation 
Engine

Import Sets

3rd Party Data 
Source

Service Mapping

Horizontal Discovery

SN CMDB
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Traditional Infrastructure Discovery
Load Balancers

Web Servers

App. Servers

Databases

Virtual Servers

Servers
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Application Dependency Mapping (also Discovery)
Load Balancers

Web Servers

App. Servers

Databases

Virtual Servers

Servers
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Service Mapping Provides True Business Context
Load Balancers

Web Servers

App. Servers

Databases

Virtual Servers

Servers
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Discovery Architecture

Network 
Devices

Windows
Server

Linux / 
Unix Server

MID Server

Customer Infrastructure

HTTPS:443

Hypervisor
Storage

Firewall

• Agentless Architecture

• Common Protocols
– DNS / WINS / NetBIOS - resolution per IP address
– SNMP - Network, printers and powering devices
– SSH - Unix based computers
– WMI - Windows Systems including PowerShell discovery
– CIM (SMI-S) - Storage Servers

• Credentials - Read Only 
– *Some exceptions apply

• MID Server 
– Management, Instrumentation, and Discovery
– Lightweight Java applications
– Secure OUTBOUND only 128-bit SSL communication
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Discovery Process

1. Scan
• Scan defined IPs 

ranges
• Identify active devices 

and port numbers

2. Classify
• Determine device type
• Gather additional info 

via type-specific pattern

3. Identify
• Collect additional ID 

info about classified 
devices

• Check CMDB for 
matching CI

4. Explore
• Read devices for 

detailed info
• Process results 

and update 
CMDB
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Host Discovery Process

ServiceNow Platform

ECC Queue

Datacenter
(Physical/Virtual/Private/Public)

MID Server

AMB HTTPS

1. Scan: e.g. /24 Subnet

SSH, 
SNMP

WMI

SSH

SNMP

2. Classify: Windows/Linux?

3. Identify: Create/Update?

4. Explore: What do you do? 

Linux Solaris

Window
s

F5 LTM
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The Service Mapping Process

• Entry Point
– URL, connection parameters, etc.

• Host detection
– Connection to target machine, discovery CI 

information

• CI Identification
– Identify the application based on information from 

entry point

• Connection Discovery
– Discover configured connection to other applications

Host detection

CI identification

Connection Discovery

Entry Point

Entry Point 
Information
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Readiness Checklist

• Checklist is used to:
– Confirm that fundamental settings (such as credentials) are in place 
– Make sure that essential components (such as MID servers) are available

• If non ‘optional’ items are red - address first
• Not a one time checklist

– Settings status might change
• Ex: Revoked credentials

– Essential components status might change
• Ex: MID down
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Event Management capabilities

• Availability dashboard 

• Service health visualization

• Alert Correlation

• Predictive Alerts

• Service impact analysis

• Root Cause Analysis

• Automated & Manual Remediation
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Event Consolidation
• Integrate existing monitoring tools & sources

– OOTB Connectors
– SNMP Traps
– REST API
– Amazon CloudWatch
– Email

• Benefits 
– Flexible integration methods
– Rapid connection of event sources
– Transform events from sources into consistent format
– Speed time to resolve problems
– Manage all alerts in one console

MID Server
Event Connectors

SNMP Trap Listener

SNMP 
Traps

CloudWatch
Alarms via 
REST API

Devices Business Services 
& Applications

Database & 
Middleware

Network 
ServicesAWS

Events via 
REST API

Events

e.g. SolarWinds e.g. Splunk

Events via 
REST API

Event 
Polling

IT Infrastructure and Applications

Monitoring
Tools

• I.E.
• Splunk
• SolarWinds
• HP OM
• Hyperic
• IBM Netcool/OMNIbus
• Microsoft SCOM
• VMware vRealize
• And More…
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Remediate via automation
• Leverages ServiceNow platform 

Flow Designer and 
IntegrationHub to drive actions 
within and outside of 
ServiceNow
– Gather further details, e.g. 

configuration, process info
– Open / close Incident records
– Restart / reset components

• Based on alert criteria, system 
can automatically initiate 
actions

• Relevant actions presented to 
Operator to initiate manually 
and observe results

RE
ST

 

AD, 
Exchange, 

SCCM, 
Windows

*nix,

MFT

CSM, SecOps, 
ITSM, HR…

MID 
Prox

y

Hub
(JavaScript, REST)
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Thank You!  Questions?

Dave Deal 
Advisory Solution Architect – ITOM Federal, ServiceNow
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