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FY2023 PRESIDENTIAL BUDGET REQUEST

Executive Summary

President Joe Biden sent Congress his Fiscal Year 2023 (FY23) budget proposal on Monday, March 28,
2022. The $5.8 trillion proposal outlines the administration’s priorities for the new fiscal year, summarizing
the suggested amount each federal agency will need to operate, highlighting some of the marquee initiatives
that drive that funding need for each agency, and emphasizing common lines of effort across the entire

federal government.

This report highlights the lines of effort in the Request related to Information Technology (IT). Below is a
breakdown of federal wide initiatives, proposed agency IT budgets, and agency-specific programs that
make up the $65 billion in spending proposed for civilian agencies in FY23.
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FY23 CIVILIAN IT REQUEST BY AGENCY

Table 16-1. ESTIMATED FY 2023 CIVILIAN FEDERAL
IT SPENDING AND PERCENTAGE BY AGENCY

(In millions of dollars)

Agency Fy 2023 | Total

Department of Homeland Security ..........cooooiiiiii e $10,296 15.6%
Department of Veterans Affairs ... $8,606 13.1%
Department of Health and HUMAN SErVICES ......cocooeiiiiiii e $7,824 11.9%
Department of the TrEASUNY ...ccovceeeeee e e e an $5,615 8.5%
Department of JUSHICE ... $4,102 6.2%
Department of Transportation ............ooieri e $4,078 6.2%
Department Of ENEIQY ......oceiiiiiee e s e e $3,545 5.4%
Department of AQriCUIUIE .....coo vt snan e eas $3,912 5.9%
Department of STAte ........ooiiiii e e $3,195 4.9%
Department of COMIMEICE ........oiiiiuie ettt st s eee e seeeebeaesaee e ane $2,665 4.0%
Social Security AdmMINIStration ..........coooiiiii e $2,375 3.6%
National Aeronautics and Space Administration $2,174 3.3%
Department of the Interior ..o $1,721 2.6%
Department of EAUcation ...........ccocvveevinieeeeinieeeeeene $1,138 1.7%
General Services Administration .........c.cccccevviiievinne. $977 1.5%
Department of Labor ........cccevveeeeeieeieeeeeeeeeeeeeeeecaeeens $867 1.3%
Department of Housing and Urban Development $558 0.8%
Office of Personnel Management ............ccccoceeeieennnn. $423 0.6%
Environmental Protection Agency .........ccccevveieiinnnne $413 0.6%
U.S. Agency for International Development .................. $327 0.5%
U.S. Army Corps of ENgiNEers .......ccccooveeveeereenieeeiene. $309 0.5%
Small Business Administration .........ccceeceeivniiiieieenne. $295 0.4%
National Science Foundation ............cccooeeiiciiiicicnns $164 0.2%
Nuclear Regulatory Commission ..............ccccccooeeie. $142 0.2%
National Archives and Records Administration ............cccooviiiiiennn e $111 0.2%
LI OO PSP PO P TP PRPTUUPRPPPPR $65,833 100.0%

This analysis excludes the Department of Defense
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TECHNOLOGY VERTICAL INITIATIVES

IT Modernization

Modernizing IT systems and digital services is a major federal-wide line of effort in the Presidential Budget, as
IT systems are critical to the mission delivery of all federal agencies. The FY23 Presidential Budget requests
$300M in additional funding for the Technology Modernization Fund (TMF) — a vehicle to support the
modernization efforts of federal agencies. This request highlights the Biden Administration’s commitment to
continued investment in improving legacy systems, adding to the $1 billion provided to the TMF by the
American Rescue Plan Act in 2021.

The Budget request reiterates the important role the Enterprise Infrastructure Solutions (EIS) contract in
federal efforts to migrate to cloud services and develop modernized communications networks. Additionally,
the Budget highlights the importance of developing a highly-capable federal IT workforce to leverage newly
funded and modernized systems as strategic assets that help support economic growth, facilitate oversight,
promote transparency, and contribute to the overall effectiveness of the federal government.

Digital Customer Experience

The Request highlights the importance of adopting improved digital experience across all federal technology
environments, including improved public interfaces on government websites and streamlined agency
processes. Well-built digital services help agency products be more equitable and save taxpayer money. This
line of effort is especially important for agencies with many public facing services that can be digitized to be
made more equitable and efficient — including the Small Business Administration, Department of Veterans
Affairs, Internal Revenue Service, and Social Security Administration.

Cybersecurity

The FY2023 Request includes $10.9 billion in cybersecurity funding across the federal government. Building
off executive orders from the past year, the Biden Administration is seeking to expand on initiatives already
underway, such as zero-trust implementation, software supply chain protection, security logging measures,
and continuous endpoint monitoring. The Budget has specifically laid out funding for different cybersecurity
elements: Identify ($3B), Protect ($4.7B), Detect ($1.5B), Respond ($1.2B), and Recover ($410M).
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FY23 Cyber Request by Agency

Table 16-2. ESTIMATED CIVILIAN FEDERAL CYBERSECURITY SPENDING BY AGENCY
{In millions of dollars)

Organization FY 2021 Py 2022 Fy 2023
Civilian CFO Act Agencies 58173 59,347 510 482
Department of Agriculiure ...... 223 3230 248
Departmeant of Commernce 472 $a422 3437
Department of Education $165 225 523
Department of Energy LTa )] 3ras gra2
Diepartment of Health and Human Services .. 508 L E 3818
Department of Homeland Security 32 047 32 400 526821
Department of Housing and Urban Development L] 78 380
Department of Justice 934 1,241 1,281
Department of Labor ... 108 105 100
Department of State ... $320 Fd T 835
Diepartment of the Interior $124) $144 3165
Diepartment of the Treasury ... $653 $820 2470
Department of Transportation 334 3345 £330
Diepartment of Veterans Affairs ... 472 3450 3587
Ervironmental Protection Agency 28 520 B54
General Services Administration 80 578 108
Mational Aeronautics and Space Administration §155 3187 243
Mational Science Foundation 244 3256 3287
Muclear Regulatory Commission 2 %25 21
Office of Personnel Managament $ad4 B 345
Small Business Administration 517 57 57
Social Security Administration 243 3268 302
U5, Agency for International Development ... a4 B3 5T
Non-CFO Act Agencies 5468.5 54547 5653.1
Access Board 50.6 50.6 0
African Development Foundation ... £1.0 510 -
American Battle Monuments Commission 1.3 1.3 %0
Armed Forces Retirement Home .. N N 30
Chemical Safety and Hazard Investigation Board ... a7 526 512
Commission on Civil Rights 50.5 50.8 50.6
Commodity Futures Trading Commission . 50.2 508 5133
Consumer Product Salety Commission ... g3 532 539
Corporation for National and Community Service ... S48 S48 &7
Council of the Inspectors General on Integrity and Efficiency - 20.6 208 -
Court Services and Offendar Supervision Agency for the District .- 4.0 240 30
Defense Muclear Facilities Safety Board 528 526 520
Denali Commission ... . * * 51.0
Election Assistance Commission ... * * 523
Equal Employment Cpportunity Commission 55.4) 555 561
Export-Import Bank of the United States 54.6 539 54.6
Farm Credit Administration ........ccve.e £36 £38 40
Federal Communications Commission .. $26.0 £27.0 181
Federal Deposit Insurance Corporation . $109.8 1098 5837
Federal Election Commission ... £1.0 51.0 0
Federal Financial Institutions Examination Council _. . * * *
Federal Labor Relations Authority ... . * * *
Federal Maritime Commission ......... . N 209 0.7
Federal Mediation and Conciliation Service . * * 516
Federal Mine Safety and Health Review Commission N N %0
Federal Retirement Thrift Imestment Board $85.5 $673 £30.3
Federal Trade Commission $128 $128 £16.8
Gulf Coast Ecosystern Restoration Council .. * * *
Institute of Museum and Library Services . . N N %0
Inter-American Foundation * * *
International Trade COMMUSEIIN ... e mim e r e am s ren s ermams 85.4 563 855
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Table 16-2. ESTIMATED CIVILIAN FEDERAL CYBERSECURITY SPENDING BY AGENCY—Continued
{In millions of dollars)
Organization FY 2021 Fy 2022 FY 2023

Marine Mammal Commission ... * * *
Merit Systems Protection Board ... 50.7 506 508
Millennium Challengs Corporation ... 51.5 515 516
Morris K. Udall and Stewart L. Udall Foundation * * *
Mational Archives and Records Administration .......... 578 578 58.4
Mational Council on Disability * * *
Mational Credit Union Administration 573 573 0
Mational Endowment for the Arts 51.2 512 54.7
Mational Endowment for the Humanities 1.2 g12 1.4
National Gallery of Art .......cceeee 521 521 523
Mational Labor Relations Boand ... 523 533 562
National Mediation Board * * 521
Mational Transportation Safety Board ... 51.7 518 55.7
MNuclear Waste Technical Review Board * * 0
Occupational Satety and Health Review Commission ... 51.0 511 511
Office of Government Ethics * * *
Office of Special Counsel .......... * * 511
Office of the Comptroller of the Cumency . * * 0
Owerseas Private Investment Corporation * * 50
Peace COMPS e 50.4) 5108 58.0
Pension Benefit Guaranty Corporation * * 526.3
Postal Regulatory Commission ... * * 511
Presidio Trust * * 0
Privacy and Civil Liberfies Civersight Board 51.4 514 0
Railroad Retirement Boand * * 575
Securities and Exchangs Commission . i3 H52.1 5521
Selective Service System 52.0 55.0 *
Smithsonian Instiution 5049 5128 5115
Surface Trnsporiation Board 51.5 514 51.4
Tennesses Valley Authority $53.5 53T 8 564.1
Trade and DevelopmeEnt AQENCY .. s 51.3 513 51.3
L.5. Agency for Global Media ... LT 580 570
U.5. Army Corps of Enginesrs . 5203 5204 54.0
United States Holocaust Memorial MUSSum ..o 8.7 a2 52A
Todal 58,6417 508418 $10,880

* $500,000 or less
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Agency IT Initiatives

Department of Agriculture

Total Request: $28.5B Requested IT Budget: $3.9B

e $24 million for USDA’s climate hubs “to measure, monitor, report, and verify carbon sequestration,
greenhouse gas reduction, wildlife stewardship, and other environmental services at the farm level
and on Federal lands.”

e $600 million for the ReConnect program “which provides grants and loans to deploy broadband to
unserved areas.”

e $25 million “to help rural telecommunications cooperatives refinance their Rural Utilities Service
debt and upgrade their broadband facilities.”

Department of Commerce

Total Request: $11.7B Requested IT Budget: $2.6B

e $11 million for the International Trade Commission to “build analytical capacity in meeting new
requirements on supply chain resilience.”

e S5 million for the Bureau of Economic Analysis (BEA) to “develop new data tools to measure
American competitiveness in global supply chains.”

e $2.3 billion for next generation weather satellites to “develop new weather detection capabilities.”

e $88 million for the Office of Space Commerce “to improve real-time tracking and reporting of space
objects and debris.”

e $2 million for the BEA “to develop new data tools to measure the space economy.”

e $13 million for “cutting-edge advanced communications research and engineering at the National
Telecommunications and Information Administration.”

e $187 million increase “for research initiatives at NIST that would focus on developing standards to
accelerate adoption of critical and emerging technologies with a focus on artificial intelligence,
guantum science, and advanced biotechnologies.”

e S8 million increase “to strengthen U.S. leadership in international standards development for critical
and emerging technologies.”

e $36 million increase to “review ICT transactions that pose an undue risk to the United States, and an
enforcement program to deter and mitigate foreign malicious cyber-enabled activities.”

e $30 million increase for the Bureau of Industry and Security (BIS) to “implement and enforce export
controls. In addition, BIS monitors industrial base and supply chain trends with regard to critical and
emerging technologies, such as microelectronics.”
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Department of Defense

Total Request: $773B Requested IT Budget: N/A

e Unspecified funding to modernize America’s nuclear deterrent, including “the nuclear command,
control, and communication networks.”

e Unspecified funding in “cybersecurity programs to protect the Nation from malicious cyber actors
and cyber campaigns. These priorities include strengthening cyber protection standards for the
defense industrial base and investing in the cybersecurity of DOD networks.”

FY 2023 National Defense Budget Request

(Dollars in Billions)

FY 2021 FY 2022 FY 2023
By Department/Agency

Enacted Enacted Request

Army 173.6 173.4 177.3
Navy 206.9 220.3 230.9
Air Force 204.5 220.6 234.1
Defense-Wide 118.7 128.0 130.7
Department of Defense — Subtotal 703.7 742.3 773.0
Supplemental Funding* 1.0 14.3 --
Department of Defense - Total 704.7 756.6 773.0
Atomic Energy Defense Activities 27.5 29.1 29.7
Defense-related Activities 9.5 10.4 10.6
National Defense - Total 741.7 796.1 813.3

* FY 2021 Supplementals include $521M for Capitol Security and $500M for Operation Allies Welcome (OAW).
FY 2022 Supplementals include $4.3B for OAW: $6.5B for Ukraine; $895M for Natural Disasters: and $350M for Red Hill.

Department of Education

Total Request: $88.3B Requested IT Budget: $1.1B

e $20.5 billion in discretionary funding to High-Poverty schools.
e $752 million increase for Historically Black Colleges and Universities (HBCUs), Tribally Controlled
Colleges and Universities (TCCUs), Minority-Serving Institutions (MSls), and Community Colleges.

Department of Energy

Total Request: $48.2B Requested IT Budget: $3.5B

e $90 million to establish a new Grid Deployment Office “to build a grid that is more reliable and
resilient and that integrates accelerating levels of renewable energy.”

e $700 million for “the Advanced Research and Projects Agency — Energy (ARPA-E).”

e $7.8 billion for the Office of Science to “support cutting-edge research at the national laboratories
and universities to: advance the Nation’s understanding of climate change; identify and accelerate
novel technologies for clean energy solutions; provide new computing insight through quantum
information science and artificial intelligence that would address scientific and environmental
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challenges; leverage data, analytics, and computational infrastructure to strengthen pandemic
preparedness in support of U.S. biodefense and pandemic preparedness strategies and plans; and
support the Nation’s leading scientific user facilities.”

e Unspecified funding for the “energy-sector cybersecurity through the Office of Cybersecurity, Energy
Security, and Emergency Response.”

Department of Health & Human Services

Total Request: $127.3B Requested IT Budget: $7.8B

e S5 billion for Advanced Research Projects Agency for Health (ARPA-H).

e $9.1 billion for the Indian Health Service including eligibility to “modernize IHS’ electronic health
record system.”

e $28 hillion for “Centers for Disease Control and Prevention (CDC) to enhance public health system
infrastructure, domestic and global threat surveillance, public health workforce development, public
health laboratory capacity, and global health security.”

e $1.6 billion for “the Food and Drug Administration (FDA) to expand and modernize regulatory
capacity information technology and laboratory infrastructure to support the evaluation of medical
countermeasures.”

e $9.9 billion in “discretionary funding to build capacity at CDC and at the State and local levels,
including eligibilities to expand public health infrastructure in States and Territories and strengthen
the public health workforce; support efforts to modernize public health data collection; including at
the Center for Forecasting and Outbreak Analytics.

Department of Homeland Security

Total Request: $56.7B Requested IT Budget: $10.3B

e $2.5 billion to the Cybersecurity and Infrastructure Security Agency (CISA) “to maintain critical
cybersecurity capabilities implemented in the American Rescue Plan Act of 2021, expand network
protection throughout the Federal Executive Branch, and bolster support capabilities, such as cloud
business applications, enhanced analytics, and stakeholder engagement.”

Unspecified funding for “significant enhancements across DHS to modernize protection of systems,
networks, assets, and information, as required by Executive Order 14028, ‘Improving the Nation’s
Cybersecurity.””

$507 million for the Federal Emergency Management Agency’s (FEMA) “flood hazard mapping
program to incorporate climate science and future risks.”

$11.5 billion for the United States Coast Guard (USCG) including eligibility for “expanding USCG
cyber operations capacity to protect and respond to cyber threats in the maritime sector.”

$89 million to “improve and modernize laboratories in the DHS Science and Technology Directorate

(S&T). This funding would allow S&T to replace and enhance mission-critical equipment, make
necessary information technology improvements.”

$765 million in discretionary funding for the U.S. Citizenship and Immigration Services (USCIS),
including eligibility to “efficiently process increasing asylum caseloads; address the backlog of
applications for work authorization, naturalization, adjustment of status, and other immigration
benefits; and improve refugee processing.”

$309 million to Immigration and Customs Enforcement (ICE) in modern border security technology
and $494 million for noncitizen processing and care costs.
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Department of Housing and Urban Development

Total Request: $71.9B Requested IT Budget: $558M

e 5900 million “in resources across HUD programs for modernization activities aimed at energy
efficiency and resilience to climate change impacts.”

Department of Interior

Total Request: $17.5B Requested IT Budget: $1.7B

e $156 million increase “to support construction work at seven Bureau of Indian Education schools.”

e $375 million “to advance understanding of the impacts of climate change, unlock new opportunities
to reduce climate risk through innovative mitigation and adaptation research, measure and monitor
greenhouse gas emissions and sinks on Federal lands, and ensure that coastal, fire-prone, and other
particularly vulnerable communities have accurate and accessible information to allow them to
better respond to the climate crisis.”

Department of Justice

Total Request: $37.7B Requested IT Budget: $4.1B

e $52 million for “more agents, enhanced response capabilities, and strengthened intelligence
collection and analysis capabilities” to dedicate toward “cyber investigative capabilities” at the
Federal Bureau of Investigation (FBI). The focus of these investments are to emphasize the
“Administration’s counter-ransomware strategy,” and to combat “the misuse of cryptocurrency.”

e $621 million for the Executive Office for Immigration Review (EOIR) including allowances for the
“expansion of EOIR’s virtual court initiative.”

Department of Labor

Total Request: $14.6B Requested It Budget: $867M

e $3.4 billion increase to modernize and protect the unemployment insurance through enhanced
identity verification systems, test-fraud prevention tools, and automatic benefit scaling.

e $100 million for workforce development system for employers to design and deliver workforce
training programs.

Department of State and International Programs

Total Request: $67.6B Requested IT Budget: $3.2B

e $3.2 billion loan to the Clean Technology Fund to finance clean energy projects in developing
countries.
e $350 million to:
o Expand reliable and affordable internet access through digital and technological
infrastructure.
o Improve international cybersecurity practices and develop the role of the United States as a
leader in technology diplomacy.
o Close the digital gender gap in low- and middle-income countries.
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Department of Transportation

Total Request: $26.8B Requested IT Budget: $4B

e $1.4 billion to deploy a nationwide network of electric vehicle chargers.
e $15.2 billion from the discretionary budget of the Federal Aviation Administration (FAA) to transform
aviation infrastructure, including cybersecurity improvements.

Department of Treasury

Total Request: $16.2B Requested IT Budget: $5.6B

e $310 million for Internal Revenue Service (IRS) Business System Modernization to develop new
digital tools to allow taxpayers to better communicate with the IRS.

e $215 million to protect sensitive agency systems, strengthen overall cybersecurity, and establish
Zero-Trust Architecture.

Department of Veterans Affairs

Total Request: $135B Requested IT Budget: $8.6B

e $5.8 billion to modernize agency information technology, including cybersecurity, financial
management systems, claims automation, and customer experience.

e $120 million to support automating disability compensation claims processing in order to deliver
faster and more accurate claim decisions.

National Aeronautics and Space Administration

Total Request: $26B Requested IT Budget: $2.2B

e $1.4 billion to invest in new technologies to help the commercial space industry grow, enhance
mission capabilities, and reduce costs.

National Science Foundation

Total Request: $10.5B Requested IT Budget: $164M

e $1.6 billion for research and development, including research on renewable energy technologies.
e $880 million to strengthen U.S. leadership in emerging technologies, including artificial intelligence,
high performance computing, disaster response, cybersecurity, and quantum information systems.

Small Business Administration

Total Request: $914M Requested IT Budget: $295M

e $10 million to help small businesses invest in becoming more resilient to climate change and employ
the use of clean energy technologies.

Social Security Administration

Total Request: $14.8B Requested IT Budget: $2.4B

e $1.6 billion to improve service delivery and reduce wait times.
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Corps of Engineers — Civil Works

Total Request: $6.6B Requested IT Budget: $309M

Environmental Protection Agency

Total Request: $11.9B Requested IT Budget: $413M

11493 SUNSET HILLS ROAD, SUITE 100 | RESTON, VA 20190 | CARAHSOFT.COM

© 2022 CARAHSOFT TECHNOLOGY CORP. PROPRIETARY & CONFIDENTIAL



