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Navigating a Changing Cybersecurity Landscape

AS AGENCIES 
modernize their IT 
infrastructures, hackers 
are keeping pace with 
those developments 

andlooking for new ways to compromise 
government systems. Agencies are 
learning that cybersecurity and digital 
transformation go hand in hand, and 
their success is intertwined. IT leaders 
are also discovering that cyber resilience 
demands constant vigilance and the 
flexibility to embrace innovation without 
losing sight of the basics.  
 
      “It often seems that with every new 
defense strategy, appliance or Please-
Save-Us-As-A-Service we create, buy or 
borrow, our adversaries are just as quick 
to adapt and find a new vantage point 
from which to attack,” states Verizon’s 
2023 Data Breach Investigations Report. 
“While this state of affairs is already 
unfortunate enough, it becomes worse 
still when we do not even require them 
to evolve their tactics because the old 
ones still work just fine.”  
 

     Leading security agencies in the U.S., 
Canada, New Zealand, Australia and the 
United Kingdom recently released a joint 
Cybersecurity Advisory that detailed the 
12 most exploited vulnerabilities in 2022 
and highlighted another 30 that are 
often used to compromise organizations, 
along with guidance on how to mitigate 
exposure. According to the advisory, 
“malicious cyber actors exploited older 
software vulnerabilities more frequently 
than recently disclosed vulnerabilities 
and targeted unpatched, internet-facing 
systems.” 
 
     Earlier this year, the General Services 
Administration acknowledged the 
connection between security and 
modernization when it announced that 
the Technology Modernization Fund 
was investing in efforts to improve 
cybersecurity and digital services at 
the Social Security Administration, 
the Treasury Department and the U.S. 
Agency for Global Media.  
 
     “Cybersecurity is the great enabler of 
IT modernization,” said Federal CIO Clare 

Martorana, who serves as chair of the 
Technology Modernization Board. “When 
we help agencies launch technology 
that is secure by design, they’re able 
to drive transformation across products 
and services to improve the digital 
experience and maximize investments.” 
 
‘DRIVING INNOVATION AT 
THE NEXUS OF AI AND 
CYBERSECURITY’

The 2021 Executive Order on 
Improving the Nation’s Cybersecurity 
is sharpening the government’s focus 
on zero trust, software supply chain 
security, and better incident detection 
and response. In a recent pulse survey, 
we asked Nextgov/FCW readers 
how proactive their agencies are in 
responding to new cyberthreats. A 
total of 79% of respondents rated their 
agencies as a 3 or better on a scale 
of 1 to 5. Only 7% said they’re stuck in 
reactive mode, and 15% are struggling 
to keep up.  

However, agencies are almost evenly 
split on their ability to comply with the  
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https://www.verizon.com/business/resources/reports/dbir
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a
https://www.gsa.gov/about-us/newsroom/news-releases/technology-modernization-fund-announces-targeted-investments-to-improve-cybersecurity-02172023
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cybersecurity executive order, with 48% 
saying their agencies are finding it easy 
to comply and 52% saying it is difficult.  

When asked which factors would help 
their agencies improve cybersecurity, 
57% of survey respondents said better 
incident detection and response, 52% 
said improved visibility into network 
activity, and 51% said clear guidance on 
standards and strategies.  

Meanwhile, demands continue 
unabated to provide secure digital 
services that mirror users’ experience 
in the commercial world. Delivering a 
robust customer experience hinges 
on the ability to securely gather and 
analyze massive amounts of data 
without compromising individuals’ 
privacy. That’s where the growing use 
of artificial intelligence can be both a 
benefit and a danger.  

Gartner predicts that by the end of 
next year, the personal data of 75% of 
the world’s population will be governed 
by modern privacy regulations, and 
large organizations’ average annual 
budget for privacy will exceed $2.5 
million by 2024. Gartner researchers 
go on to say that “data processing in 
untrusted environments — such as 
public cloud — and multiparty data 
sharing and analytics have become 
foundational to an organization’s 
success. Rather than taking a bolt-on 
approach, the increasing complexity 
of analytics engines and architectures 
mandates that vendors incorporate 
a by-design privacy capability. The 
pervasiveness of AI models and the 
necessity to train them is only the latest 
addition to privacy concerns.”  

Although such concerns must be 
addressed, AI technology has a pivotal 
role to play in improving cybersecurity 
because it functions with a speed and 
consistency that humans cannot match. 
The Defense Advanced Research 
Projects Agency recently invited 
computer scientists, AI experts,  
software developers and others to  
 
 

participate in the AI Cyber Challenge 
(AIxCC) — “a two-year competition 
aimed at driving innovation at the nexus 
of AI and cybersecurity to create a new 
generation of cybersecurity tools.”  

“AIxCC represents a first-of-its-
kind collaboration between top AI 
companies, led by DARPA, to create 
AI-driven systems to help address 
one of society’s greatest challenges 
— cybersecurity,” said Perri Adams, 
DARPA’s program manager for AIxCC. 
“In the past decade, we’ve seen the 
development of promising new AI-
enabled capabilities. When used 
responsibly, we see significant potential 
for this technology to be applied to key 
cybersecurity issues.”

 
THE RECURRING THEME OF 
COLLABORATION

Since the executive order on 
cybersecurity was issued two years 
ago, the Biden administration has 
continued to expand its cybersecurity 
plans and guidance. In the recently 
released National Cybersecurity 
Strategy, President Joe Biden wrote: 
“Cybersecurity is essential to the 
basic functioning of our economy, the 
operation of our critical infrastructure, 
the strength of our democracy and 
democratic institutions, the privacy of 
our data and communications, and our 
national defense.”  

The strategy is structured around five 
pillars: defend critical infrastructure, 
disrupt and dismantle threat actors, 
shape market forces to drive security 
and resilience, invest in a resilient future, 
and forge international partnerships to 
pursue shared goals. Biden also notes 
that robust collaboration between the 
public and private sectors is crucial   
for success.  

In alignment with the National 
Cybersecurity Strategy, the 
Cybersecurity and Infrastructure Security 
Agency’s Cybersecurity Strategic Plan 
for fiscal 2024 to 2026 outlines three 
enduring goals — address immediate  

 

threats, harden the terrain and drive 
security at scale — and it details how the 
agency will achieve those goals.  

“We must change how we design 
and develop technology products, 
such that exploitable conditions are 
uncommon and secure controls are 
enabled before products reach the 
market,” the plan states. “We must 
quickly detect adversaries, incidents 
and vulnerabilities, and enable timely 
mitigation before harm occurs…. Most 
importantly, we must do it together, 
recognizing that true collaboration is the 
only path toward a more secure future.”  

The recurring theme of collaboration 
is also reflected in CISA’s Cyber Safety 
Review Board, which brings together 
government and industry leaders to 
analyze the causes and responses to 
significant cybersecurity events and 
issue recommendations. The group has 
reviewed vulnerabilities in the widely 
used Log4j open-source software library 
and reviewed attacks by global hacker 
group Lapsus$.   

More recently, CISA announced that 
the board would analyze attacks on 
cloud computing environments and 
determine how government and industry 
can strengthen identity management 
and authentication in the cloud. The 
move was prompted by a recent high-
profile breach in which China-based 
hackers targeted Microsoft Exchange 
Online email systems at the State and 
Commerce departments.  

Meanwhile, CISA is making 
progress on its Secure Cloud 

Business Applications (SCuBA) project, 
which seeks to improve cloud security 
at federal agencies and provide 
guidance for public and private 
organizations. CISA has released 
the SCuBA Technical Reference 
Architecture and the Extensible Visibility 
Reference Framework Guidebook and 
is developing security configuration 
baselines for Microsoft 365 and   
Google Workspace.

https://www.gartner.com/en/newsroom/press-releases/2022-05-31-gartner-identifies-top-five-trends-in-privacy-through-2024
https://www.darpa.mil/news-events/2023-08-09
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.cisa.gov/sites/default/files/2023-08/FY2024-2026_Cybersecurity_Strategic_Plan.pdf
https://www.dhs.gov/news/2023/08/11/department-homeland-securitys-cyber-safety-review-board-conduct-review-cloud
https://www.cisa.gov/sites/default/files/publications/FINAL-CSSO_SCuBA_Fact_Sheet.pdf
https://www.cisa.gov/sites/default/files/publications/FINAL-CSSO_SCuBA_Fact_Sheet.pdf
http://carahsoft.com/innovation
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In addition to new guidelines, a 
key resource that agencies and other 
organizations have relied on for years 
is getting an overhaul. The National 
Institute of Standards and Technology is 
seeking public comments on Version 2.0 
of the Cybersecurity Framework, the first 
major revamp since its initial publication 
in 2014. NIST’s announcement states 
that the voluntary framework “offers a 
taxonomy of high-level cybersecurity 
outcomes that can be used by any 
organization — regardless of its 
size, sector or maturity — to better 
understand, assess, prioritize and 
communicate its cybersecurity efforts.”  
 
     Cherilyn Pascoe, the framework’s lead 
developer at NIST, said that although it 
was developed for critical infrastructure, 
the framework has proven useful far 
beyond its original focus. “We want to 
make sure that it is a tool that’s useful to 
all sectors,  not just those designated as 
critical,”  she added.  
 
ADDRESSING CYBER 
WORKFORCE CHALLENGES

In response to government  
directives and the ever-evolving 
cyberthreat landscape, many  
agencies are developing their own  
plans for improving cybersecurity. 
Late last year, the Food and Drug 
Administration released a Cybersecurity 
Modernization Action Plan that could  
 

serve as a model for other agencies.  
Key elements of FDA’s plan include 
taking a comprehensive zero trust 
approach, incorporating security into 
every stage of software development, 
enhancing interoperable and secure 
data exchange within FDA and with its 
public health partners, leveraging AI 
and machine learning to enhance cyber 
detection and response, and investing in 
the agency’s cybersecurity workforce.  

FDA’s emphasis on workforce 
issues resonates across government. 
Recruiting and retaining cybersecurity 
professionals are ongoing challenges. 
Furthermore, employees at all levels 
must be continually educated about 
cybersecurity to eliminate a weakness 
that hackers routinely target. In 
the Nextgov/FCW survey, 59% of 
respondents said more effective cyber-
hygiene training for employees would 
improve security at their agencies.  

According to Verizon’s Data Breach 
Investigations Report, “74% of all 
breaches include the human element, 
with people being involved either via 
error, privilege misuse, use of stolen 
credentials or social engineering.” The 
report analyzes incidents that took place 
between Nov. 1, 2021, and Oct. 31, 2022. 
 

To address those challenges, the 
Biden administration unveiled the  
 

National Cyber Workforce and  
Education Strategy in July. A White 
House fact sheet states that the plan 
aims to address both immediate and 
long-term needs because “filling the 
hundreds of thousands of cyber job 
vacancies across our nation is a  
national security imperative.”  

The strategy seeks to equip every 
American with foundational cyber 
skills, transform cyber education from 
K-12 through universities and technical 
schools, expand and enhance America’s 
cyber workforce, and strengthen the 
federal cyber workforce.  

“Frontier technologies that can 
address climate change, secure our 
nation, and advance the health and 
welfare of communities are creating a 
demand for early career and historically 
untapped talent,” Acting National Cyber 
Director Kemba Eneas Walden states in 
the strategy. “We must align these jobs 
of tomorrow [with] our approaches   
to skilling.”   

All the government’s efforts add up to 
an ambitious vision for achieving a more 
secure future, and given the complexity 
of the challenges, forward momentum is 
crucial. As CISA’s Cybersecurity 
Strategic Plan states: “Now is the time to 
focus, prioritize and accelerate — 
recognizing that our adversaries are not 
going to wait.  

“Employees at all levels must be continually 
educated about cybersecurity to eliminate a 
weakness that hackers routinely target.” 

http://carah.io/2023-devsecops-redhat
https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd
https://www.nist.gov/news-events/news/2023/08/nist-drafts-major-update-its-widely-used-cybersecurity-framework
https://www.fda.gov/about-fda/office-digital-transformation/cybersecurity-modernization-action-plan
https://www.fda.gov/about-fda/office-digital-transformation/cybersecurity-modernization-action-plan
https://www.whitehouse.gov/briefing-room/statements-releases/2023/07/31/fact-sheet-biden-%E2%81%A0harris-administration-announces-national-cyber-workforce-and-education-strategy-unleashing-americas-cyber-talent
https://www.whitehouse.gov/wp-content/uploads/2023/07/NCWES-2023.07.31.pdf



