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Chief Executive Officer / Co Founder — Summit 7 Systems since 2008
Executive Director — MSPs for the Protection of Critical Infrastructure

From Huntsville, Alabama

BS, Political Science / Minor in Computer Science
United States Military Academy, 1997

MS, Computer Science / Information Security
James Madison University, 2007

Served in the US Army (Signal Corps)
NASA (CSC/SAIC)

SCOtt Edwa I‘dS Married to Amy with 3 Kids
Alex (22) — Sr MIT - Nuclear / Mechanical Double

Madeline (20) - Soph West Point — Systems Engineering
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Agenda
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CMMC Schedule / Expectation Setting

Budgeting for IT as a Whole

Government Budgets for CMMC /
NIST SP.800-171r2

Controlling Cost with Scope

Real World Estimates for CMMC /
NIST SP. 800-171r2
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WHAT DOES YOUR BUDGET YEAR LOOK LIKE?

2025 2026
Ql Q2 a3 Q4 Ql Q2 Q3 Q4

CMMC CMMC in //
Certifications Contracts ««
/I

2: Identify Assets for CMMC

3: Choose a Technical Design

é\

Estimated Time for
Readiness ~4 Quarters

4: Implement CMMC Solution

5: Choose Managed
Support

6: Prepare, Document,
& Adopt

7: Complete CMMC Assessment (Approx. Wait Time: 3-5 Quarters)
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Finance

AVERAGE IT SPEND FOR REGULATED INDUSTRIES

Healthcare

Telecommunications

4.4 —

3.0 —

5.0 -

11.49%
» Data Security Standards
» Cybersecurity Standards

 Identity & Access
Management (IAM)

* Business Continuity &
Disaster Recovery (BCDR)

* Cloud Computing Regulations

* Third-Party Risk
Management

0/
U770
Health Insurance Portability &
Accountability Act (HIPAA) Compliance

Electronic Health Record (EHR) System
Compliance

Health Information Exchange (HIE)
Compliance

Meaningful Use (MU) Compliance
Data Security & Privacy Regulations

Telemedicine & Remote Patient Monitoring
Compliance

Medical Device Regulations

Federal Communications Commission (FCC)
Regulations

Data Privacy & Security Regulations
Network Neutrality Compliance
Telecommunications Act Compliance
Spectrum Licensing & Management
Emergency Communications Compliance
Universal Service Fund (USF) Compliance
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AVERAGE IT SPEND FOR REGULATED INDUSTRIES

Finance Healthcare Telecommunications
% of Revenue 4.4% — 11.4% 3.0% - 7.0% 5.0% - 10.0%

Defense Industrial Base

5.0% - 8.0%

- DFARS * FAR
« CMMC * UNNPI
* NIST 800-171/172 * Export Control

20%o of an IT Budget is typically allocated to Security

Source: Avasant / Flexera
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WHY IS THE % GROWING FOR THE
DIB?

« 3vd Party Certifications (CMMC)

- Lack of Expertise (Compliance, IT, Cyber)

« Compliant Cloud Providers & LOB Providers
« Compliant Hardware
« Supply Chain Cybersecurity Risk

 New Regulations/Requirements (FAR CUI, CIRCIA,
IA PRE)

 External Service Providers Need to Meet the
Standards

« US Persons and/or Citizens

- Additional Internal Time Required to Maintain
Compliance
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IS THERE ANY GOOD NEWS?

The majority of the Defense Industrial
Base (DIB) is going to have these
requirements. The entire Federal
Contracting Base will follow.

The Cost of all Products, Goods,
Services, etc.... will be expected to
increase across the supply chain. The
DoD understands this and is expecting
it.

The security of our Defense Industrial
Base will necessarily increase. This
improves National Security and
protects our National Intellectual
Property.

Simply Meaning:

All companies will
need to rise to the
standard. Everyone
will be on an even
playing field.




PROTECTING THE AMERICAN
DREAM \\

CMMC Budget Based i
on Company Size .

Use 32 CFR Part 170 and FAR CUI
Estimates




—— WHAT DOES THE DOD SAY ON IMPLEMENTATION COST?

DoD did not provide Cost estimates for
NIST 800-171 as part of the CMMC
Rulemaking process.

Summit 7 extrapolated the cost of the
NIST 800-171 assessment objectives from
the DoD’s cost estimate to implement
NIST 800-53

SumITUp Podcast / YouTube: Estimating
the Cost of NIST 800-171

../ FEQ@BA| REGISTER |

Federal U |~

¥y |
"'.‘I.."-" 1,

$175,000-$265,000

One-Time

$50,000-$127,000

Annual




DOD ESTIMATES VS SMALL BUSINESS REVENUE

If you take the average of both the one-time and annual
cost, you end up with $309,000 in Year 1 spend.

REVENVE $1M $5M $10M $25M $50M $100M

~Employe 5 25 50 125 250 500
e Count
IT(E%E/E;)ET $65,000 | $325,000 | $650,000 | $1,625,000 | $3,250,000 | $6,500,000

YEAR 1 $309,000 | $309,000 | $309,000 $309,000 $309,000 $309,000

X X v v v v
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—— WHAT DOES THE FAR COUNCIL SAY ON IMPLEMENTATION COST? [«

The Proposed FAR CUI Rule did provide 800-171r2 implementation cost estimates
as part of its rulemaking process.

Estimates did not include 3 Party Assessment costs.

Small Business
Year 1: 1,560 Hours @ $95/hour

Year 1: HW/SW: $27,500 Sma" Business
Annual: 1,040 Hours @95/hour
Annual: HW/SW: $5,000 Cost

Other than Small Business T
Year 1: 5,720 Hours @ $95/hour $175’7OO One Tlme
Year 1: HW/SW: $140,000
Annual: 1,040 Hours @95/hour $1031800 Annual

Annual: HW/SW: $80,000



FAR ESTIMATES VS SMALL BUSINESS REVENUE

FAR Council Estimate of $175,700 + $50,000 Assessment =

$225,700

REVENVE $1M $5SM $10M $25M $50M S$100M
~Employe 5 25 50 125 250 500
e Count

IT

BUDGET $65,000 | $325,000 | $650,000 | $1,625,000 | $3,250,000 | $6,500,000
(6.5%)

YEAR 1 $225,700 | $225,700 | $225,700 | $225,700 $225,700 $225,700

X v v N N
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——— WHAT ABOUT SCOPE?
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—— WHAT IS IN SCOPE FOR YOU?

There are MANY options.

Compliance Risk Meter

Virtual Desktop

All In

Cloud Enclave (Wh

PRO PRO PRO

-CHEAP -CONTAINED CUI BOUNDARY -SINGLE ENVIRONMENT TO MANAGE

-EASY DEPLOYMENT -LEAVES CORP OUT OF SCOPE -FULL COMPANY PROTECTION

-BOLT-ON TO EXISTING SOLUTION | -EASY TO SCALE/DEPLOY -CYBERSECURITY INSURANCE
-PROTECTION FROM FUTURE
REGULATIONS (HUGE PRO)

CON CON CON

-USER DISCRETION (HUGE RISK) -xCUI DATA FLOW RESTRICTED TO | -LONG DEPLOYMENT TIME

-VERY LIMITED “CUI” COVERAGE CLOUD EXPENSIVE

*SUPPLEMENTAL TOOLS NEEDED
*VERY DIFFICULT TO MIGRATE OUT
CAN'T CONTROL HOW DATA

IS RECEIVED

TWO ENVIRONMENTS TO MANAGE
*CUI ON-PREMISES
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DECISION MATRIX FOR ENCLAVES VS ALL-IN

UNDERSTANDS CUI LOCATIONS AND DATAFLOW
<15% of REVENUE IS DOD (CUI)
<15% of COMPANY ARE CUI USERS

UNSURE OF CUI LOCATIONS
>15% of REVENUE IS DOD (CUI)
>15% of COMPANY ARE CUI USE

COMPLIANCE RISK METER

VIRTUAL DESKTOP
CLOUD ENCLAVE

ALL IN
(WHOLE COMPANY)



DEEPER DIVE ON CLOUD ENCLAVES VS ALL-IN

£\ SUMMIT7

G

February 11th, 20251 11:00 AM CT

» https://www.summit/.us/webinars/choosing- ? S5 Pk
your-cmmc-strategy ChOOSl Yourf )

Director of Engagement

 Available On-Demand CMMC Strategy

Hnderjhhdmg Your Options
and Their IL"M,IO.:.‘M:TL ,

 docoh ore 3

Chief CEMrs&r:umy
Evangelis
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So... What Does it ALL
Cost?

50-100 PERSON COMPANY

DISCLAIMER:

The costs presented on the next slide
are not “"Summit 7” prices. This is our
effort to paint the full picture of the
cost for NIST 800-171/ CMMC
compliance. Remember Cost = Scope

List of Items in Cost
Estimate:

3rd Party Assessment (CMMC
Certification)
Internal Resources Time
LOB Applications
Microsoft Licensing
Managed Services
Professional Services
Mock/Gap Assessment
Hardware




WHAT ALL DOES IT COST FOR A 50-100 PERSON

U U r
ONE-TIME ANNUAL RECURRING - PER USER
$200,000 - $400,000 $400 - $4,000

800-171 Implementation  Policy & Procedure LOB Hardware User
“All In” or Enclave Documentation Licensing Refresh Training

Hardware Mods LOB Internal Resource M365 GCCH Managed  Managed
Migration Time Licensing IT Security

Migration of Mock/Gap CMMC Formal CMMC Azure US Managed

il /Fi Assessment inti -
Email/Files Assessment B Subscription Support  Compliance
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SUMMIT

THANK YOU

Contact

scott.edwards@summitZ.us 256.541.9638 linkedin.com/mscottedwards
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