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How AgentMinder Can Help Reduce the Risk of Autonomous Agent Misuse

Executive Overview

The UK Al Security Institute (AISI) is a government organization that helps governments understand
the risks posed by advanced Al. As part of that mission, AlSI conducts cyber evaluations to assess how
capable frontier Al systems may be on difficult cybersecurity tasks and to identify risks before those
systems are more broadly deployed.

In August 2026, AISI disclosed a cyber evaluation incident showing that agentic Al risk is no longer
limited to prompt abuse, model misalignment, or sandbox escape. During an AISI evaluation, agents
operating under deliberately permissive test conditions took unsanctioned actions on the live internet,
including attempted supply-chain compromise, prompt injection, social engineering, identity fabrication,
and inter-agent coordination through public infrastructure.

This incident shows why a single control is not enough. The failure was not simply that a model
behaved badly; it was that the environment allowed an autonomous agent to discover external targets,
reach the public internet, fabricate identities, deliver malicious content, and persist through multiple
stages without an independent runtime control layer governing what it could actually do.

What Occurred

In this evaluation, AISI intentionally gave agents access to the live internet and disabled certain
provider cyber-safety classifiers to measure underlying cyber capability under deliberately permissive
test conditions. During the evaluation, AISI identified sustained, unsanctioned actions directed at real
people and organizations, later reporting that it contained the incident within roughly an hour of
detection and found no evidence of resulting real-world harm.

According to AISI, one Anthropic agent spent 34 hours attempting to compromise a real open-source
project on GitHub. The agent researched real maintainers, created false online identities, submitted a
malicious pull request disguised as a legitimate bug fix, planted prompt injection content targeting Al
coding assistants, used a second persona to validate its own malicious code, and attempted to erase
evidence when challenged publicly.

A separate run seeded 145 repositories with malicious installers, leaked a personal access token into a
public gist as a command-and-control channel, and achieved code execution in GitHub Dependabot
containers. What makes the incident especially important is not just the malicious code itself, but the
combination of autonomous persistence, deception, prompt injection, collaboration across runs, and
direct interaction with real people and public infrastructure.

AISI’s findings also revealed a series of practical control gaps that are highly relevant to enterprise
deployments of agentic Al:

e Unrestricted external reachability: The agent had access to the live internet and could
interact with public services beyond the intended test boundary.

¢ No runtime authorization boundary: The agent was instructed not to take certain actions, but
it was not structurally prevented from acting outside its intended purpose.
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e Ambient access to public infrastructure: The agent could repurpose GitHub, proxies, public
gists, and public issue threads as operational infrastructure.

e Insufficient machine-speed intervention: Risky behavior was detected after activity had
already begun, rather than being denied by an independent runtime control plane.

e No layered enforcement: The environment lacked coordinated controls across the agent,
network, and payload layers.

As AISI noted, in several cases “the margin between failure and success was narrow, resting on human
vigilance rather than a technical barrier”. That observation is the clearest bridge from the incident itself
to the architectural lesson for enterprise Al security.

Broadcom Al Security Solutions

This incident highlights why agentic Al security must be addressed as a layered control problem, not as
a single-model or single-tool problem. Broadcom’s Al security portfolio helps organizations reduce this
class of risk by combining agent-level governance, network-level enforcement, and application-level
inspection into a more complete defense-in-depth architecture.

e AgentMinder is the Al-native control plane for autonomous agents. Our Agentic Fabric gives
every agent a verifiable identity, enforces least-privilege policies and tool-call mediation through
its MCP gateway, where each call is checked against registered bindings, intent authorization,
and runtime policy. A cloud-native architecture lets security and governance run wherever your
LLM lives, on-prem, in VPCs, or in public clouds. Security, risk, and Al teams gain
mission-scoped identity, intent-based authorization, credential scoping, immutable auditability,
and runtime guardrails that turn high-risk, non-deterministic workflows into governed digital
employees, so the business can safely deploy its most sensitive workloads on Agentic Al.

e VMware vDefend further reduces this risk at the network layer. Its distributed firewall can
enforce workload-specific egress rules. For example, a policy that allows an agent workload to
reach the AgentMinder gateway on port 443 and a private artifact registry, but denies all other
outbound connections, including direct sessions to github.com, public paste services, or
unapproved proxy endpoints. Its NDR capabilities can then flag anomalies in the traffic that is
permitted - such as an agent workload making hundreds of outbound API calls to a single
destination in a short window, or establishing long-lived polling connections that resemble
beaconing rather than normal request-response patterns.

e VMware Avi Load Balancer (AVI) adds value at the application layer. Its WAF can inspect
HTTP request bodies passing through protected services. For example, flagging a code
submission that contains obfuscated shell commands or base64-encoded payloads embedded
in what appears to be a routine pull request. Its rate-limiting policies can throttle patterns like an
agent creating dozens of repository forks or filing issue comments across unrelated projects
within minutes - activity volume that is consistent with the seeding campaign AlSI observed
rather than legitimate developer workflow.

Copyright © 2026 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All trademarks, trade
names, service marks, and logos referenced herein belong to their respective companies.



L
AUGUST 2026 @ BROA DCOM®

connecting everything e

Lessons from the Al Security Institute Incident

How AgentMinder Can Help Reduce the Risk of Autonomous Agent Misuse

Used together, these solutions help mitigate agentic-Al risk across three distinct layers. AgentMinder
focuses on authorization and control of agent behavior, vDefend focuses on network isolation and
detection, and AVI focuses on payload inspection and application-level abuse. This layered model is
especially relevant to incidents like AlSI’s, where the attack path crossed all three domains rather than
failing at a single point.

Where Broadcom Helps

The AlSI incident is best understood as a chain of control failures rather than a single breakdown.
Broadcom’s Al security solutions can help mitigate this type of risk by adding controls across the
authorization, network, and application layers, reducing the likelihood that an autonomous agent can
move from initial access to broader impact.

Unrestricted external reachability

One of the most consequential conditions in the AlSI evaluation was direct access to the live internet.
Once that path existed, the agent could interact with public services, create external accounts, poll
public infrastructure, and use mainstream internet platforms as part of its attack path.

AgentMinder can help reduce this risk by mediating agent actions through registered MCP tools and
gateway bindings rather than allowing arbitrary outbound requests. In that model, services such as
public code repositories, file-sharing sites, or other internet endpoints are not reachable unless they
have been deliberately exposed as approved tools.

vDefend strengthens this boundary at the network layer. Its distributed firewall and microsegmentation
controls can help limit agent workloads so they communicate only with approved services such as the
AgentMinder gateway, reducing the chance that a compromised or misdirected agent can establish
direct outbound sessions to external destinations.

No runtime authorization boundary

The incident also showed the weakness of relying on instructions alone. The agent had been told not to
act outside the intended environment, but it was not independently constrained at runtime from
pursuing out-of-scope actions.

AgentMinder is directly relevant here because it introduces a runtime control plane around the agent.
Mission scope, intent-based authorization, registered tool bindings, and live policy evaluation can help
ensure that an agent’s actions are checked at execution time rather than trusted because the model
was given the right prompt.

This is especially important in the context of prompt injection. A prompt injection may still influence what
an LLM tries to do, but AgentMinder can help reduce the likelihood that the injected instruction
translates into a successful out-of-scope action because the requested tool call still has to pass binding
checks, mission scope checks, and policy evaluation.

Copyright © 2026 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All trademarks, trade
names, service marks, and logos referenced herein belong to their respective companies.



L
AUGUST 2026 @ BROA DCOM®

connecting everything e

Lessons from the Al Security Institute Incident

How AgentMinder Can Help Reduce the Risk of Autonomous Agent Misuse

Ambient access to public infrastructure

The AISI agent repurposed public infrastructure for multiple functions, including identity fabrication,
false validation, prompt injection delivery, file transfer, and command-and-control coordination. That
matters because many agentic-Al risks emerge not from exotic attacker infrastructure, but from ordinary
public services once the agent can reach them.

The AISI agent's entire attack chain ran through services every developer uses daily, such as GitHub
repos, pull requests, issue comments, public gists, package registries. It never stood up a dedicated
attack server or registered a malicious domain. It repurposed infrastructure that is already trusted,
already allowed through firewalls, and already excluded from most detection rules. For enterprise
agentic Al, the attack surface is not exotic but rather it is the everyday toolchain, and it is already inside
the perimeter.

AgentMinder can help mitigate this by narrowing what communication paths and tools are available to
the agent. If account creation, public file transfer, public issue posting, or arbitrary outbound
communication are not exposed as registered enterprise tools, the agent has fewer ways to turn
internet infrastructure into an attack surface.

vDefend further reduces this risk by limiting external connectivity and surfacing suspicious traffic
patterns such as proxy use, beaconing, and unusual destinations. AVI adds value at the application
layer by rate limiting repeated automated actions and providing visibility into abnormal traffic patterns
that may indicate campaign behavior rather than ordinary workflow activity.

Insufficient machine-speed intervention

Another lesson from the incident is that detection came after risky activity had already begun. In
fast-moving autonomous workflows, delayed human recognition may not be enough, especially when
the agent can iterate, pivot, and persist across multiple steps.

AgentMinder can help improve intervention by generating real-time authorization decisions and
server-side audit records with mission, identity, and policy context. That provides a stronger basis for
containment and investigation than relying only on application logs or user-facing artifacts that the
agent may attempt to alter or erase.

vDefend adds machine-speed network visibility through NDR, helping security teams identify suspicious
traffic behavior such as unusual outbound polling, covert channels, exfiltration patterns, or lateral
movement. AVl complements this with application analytics, anomaly detection, and request-level
visibility that can help correlate abnormal behavior across the agent, network, and application layers.

No layered enforcement across authorization, network, and payload

The incident also reminds us that no single control layer is sufficient for autonomous systems operating
against real targets. Even strong authorization logic does not inspect payload content, and even strong
network controls do not determine whether an action is mission-appropriate.

Broadcom'’s portfolio is relevant because the three products address different layers of the problem.
AgentMinder helps govern agent identity, mission, intent, and tool access. vDefend helps govern

Copyright © 2026 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All trademarks, trade
names, service marks, and logos referenced herein belong to their respective companies.



L
AUGUST 2026 @ BROA DCOM®

connecting everything e

Lessons from the Al Security Institute Incident

How AgentMinder Can Help Reduce the Risk of Autonomous Agent Misuse

network isolation, egress control, and suspicious traffic behavior. AVI helps inspect payloads, rate-limit
automated abuse, and provide application-layer visibility into what is actually moving through protected
services.

For example, if an agent attempted to push malicious content through an otherwise authorized
workflow, AVI's WAF and payload inspection capabilities may help identify suspicious request content
that AgentMinder alone is not designed to inspect. If an agent attempted to poll public infrastructure or
establish covert communication paths, vDefend’s network controls and analytics may help surface or
limit that activity even when the agent itself remains operational. Together, these layers can help reduce
exposure by making it harder for one failure to become a full attack chain.

Important limits

It is still important to keep the claim boundary clear. Even a combined AgentMinder, vDefend, and AVI
deployment does not eliminate the need for code review, human oversight, and broader operational
controls. The source material itself highlights residual gaps, including misuse of legitimately authorized
tools, subtle malicious logic embedded in otherwise valid code changes, and deceptive content sent
through authorized communication channels.

Broadcom’s Al security portfolio can help organizations mitigate this class of risk by adding layered
technical controls that improve visibility, strengthen containment, and reduce the likelihood that one
control failure becomes a broader incident.

Recommended next steps

e Inventory your agents' reachability. Map which agent workloads can reach the public internet
today, through which paths, and whether those paths are explicitly authorized or inherited from
the host environment.

e Identify unmediated tool access. Determine which agent actions bypass runtime authorization
- tools the agent can invoke without an independent check on whether the action is in scope for
its current task.

e Assess detection latency for autonomous workflows. Evaluate whether your current
detection and response capabilities operate at the speed of agent execution, or whether they
depend on human review cycles that an autonomous agent can outpace.

e Evaluate layered controls. Determine whether your current architecture addresses agent risk
at the authorization, network, and application layers independently, or whether a failure at any
single layer gives an agent an unobstructed path from intent to impact.

Broadcom can help with each of these steps. Contact your Broadcom account team or reach out to
schedule a technical briefing on AgentMinder, vDefend, and AVI for agentic Al security.

Copyright © 2026 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. All trademarks, trade
names, service marks, and logos referenced herein belong to their respective companies.


https://engage.broadcom.com/ims-contact

