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Background Executive Summary
In 2012, a phishing email triggered one of the largest Client: A Middle Eastern university
cyber-attacks ever, aimed at a large Middle Eastern serving an international mix of
) students, faculty, and administrators.
oil and gas company. In the wake of the attack,
organizations worldwide redoubled security investments. Challenges: Reduce phishing

susceptibility and increase reporting in
the face of growing threats, potentially
students, faculty, and administrators hail from around from nation-state actors.

One such organization was a top university whose

the world. Solutions: Cofense PhishMe™ and

) ) ) Cofense Reporter™. Recently added
The school’s Head of Information Security made anti- Cofense Triage™

phishing a top priority. He partnered with Cofense to train Results: Significantly reduced the

his users to recognize and report suspicious emails. security team’s time spent investigating
suspected phishing emails and
increased organizational resiliency to
phishing attempts.

“Fortifying the human firewall is my utmost priority. The human
element is the most important part of your defense.”

— Head of Information Security
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“My mandate was to do everything necessary to protect the university community,” said the Head of
Information Security. “We invested in technological solutions, but with thirty years of IT experience, | know
that you need to invest in people, not just processes and technology. You need to make them human
firewalls.”

“Look at it this way,” he added. “You can put five locks on your door, but if you leave the keys under the
doormat, the locks don’t do much good. Fortifying the human firewall is my utmost priority. The human
element is the most important part of your defense.”

Cofense PhishMe and Cofense Reporter

The Head of Information Security adopted a “use it well or lose it” approach to email and Internet access.
“My position is that access to online services is a privilege, like having a driver's license,” he said.

“You go to the DMV to get your license and the police monitors and enforces good behavior. If your behavior
is lacking, you get negative points, or possibly even lose your license for a time. | decided that the best way
to encourage good user behavior was through a similar points-based system.”



“We've made very good progress. The Cofense solutions
work beautifully.”

— Head of Information Security

He started using Cofense PhishMe™ to send simulated phishing emails to university users. He also
introduced the Cofense Reporter™ button, a one-click way for users to report suspicious emails to the
incident response team.

Those who show good behavior, who recognize and report phishing, gain positive points and are eligible
for gifts. Those who exhibit poor behavior accrue negative points. Too many of these could result

in temporary loss of Internet access. To avoid that, users can take advantage of phishing education
training, then pass a quiz to regain good standing.

“When we launched our anti-phishing program, our susceptibility rate was hovering around 55 percent,’
said the Head of Information Security. “Now it’s 11 percent. And the reporting rate has gone from a pretty
low number to 50 percent. We've made very good progress. The Cofense solutions work beautifully.”

He occasionally sends trickier simulations to keep users on their toes. “One recent scenario netted a
20 percent susceptibility rate, but the reporting rate was still at 50 percent. That's our #1 KPI: keeping
reporting well above susceptibility.”

He noted, “You need to remember certain factors to get an apples-to-apples comparison. That's why
when we benchmark our test results, we use what we call a ‘difficulty criteria model, which factors in the
complexity of our various scenarios.”

I_Looking Ahead

Since the university launched its anti-phishing program, phishing attacks worldwide have grown.
Researchers at the Anti-Phishing Work Group report the volume of attacks rose in 2017, targeting more
organizations than ever'. Nation-states continue to use phishing to pursue their goals?.

To keep its phishing defenses strong, the university is continuing its simulation training, as well as
the points-based system for promoting phishing awareness. The school has also recently purchased
Cofense Triage™, a platform that automates email analysis for faster threat response.

“Our team protects students and anyone else using the university’s systems,” he said. “We have users
whose technical savvy and online habits vary a lot. It's important to get everyone involved in cyber-
security, especially phishing defense. We have a lot at stake.”

For more information about Cofense’s award-winning phishing defense solutions, please email
info@cofense.com. Sign up for Cofense Threat Alerts for updates on the latest malware and ransomware
attacks in real-time.

Sources:
1. APWG, 2017
2. Dark Reading, 2017

Cofense™, formerly known as PhishMe®, is the leading provider of human-driven phishing defense
solutions for organizations concerned with their susceptibility to sophisticated cyber attacks.
Cofense delivers a collaborative, cooperative approach to cybersecurity by enabling organization-

W: cofense.com/contact T: 703.652.0717

wide response to the most used attack vector—phishing. Cofense serves customers of all sizes LU FENSE A: 1602 Village Market Blvd, SE #400

across multiple industries including financial services, energy, government, healthcare, technology Leesburg, VA 20175
and manufacturing, as well as other Global 1000 entities that understand how engaging user
behavior will improve security, aid incident response and reduce the risk of compromise.



https://cofense.com/product-services/triage/
https://cofense.com/threat-alerts
http://docs.apwg.org/reports/apwg_trends_report_h1_2017.pdf
https://www.darkreading.com/attacks-breaches/rise-of-nation-state-threats-how-can-businesses-respond/d/d-id/1329171

