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It's no secret...
developers use open 00% |} ot
source SOftV\/a Fe. are open source.

Still, there are questions around how it should be
managed—and for good reason. Here’s why:

» Open source components are not created ooo

equal. Some are vulnerable from the start, 2.2 tr| I I |on o
while others go bad over time. open source download

» Usage has become more complex. With tens of rec:lu;st; oG:‘Java-, “;£1PVPI’
billions of downloads, it’s increasingly difficult to andRubyems in ) I I

manage libraries and direct dependencies.

» Transitive dependencies: if you are using dependency
management tools like Maven (Java), Bower (JavaScript),
Bundler (Ruby), etc., then you are automatically pulling in
third party dependencies—a liability that you can’t afford.

373,000+

average enterprise
downloads of OSS
components per year

How do you manage open source risk at scale?
Through automated dependency management
and open source governance policies.

DevSecOps: Why is open source policy critical?

As the number of next-gen attacks continue to rise, DevOps organizations are making investments to better
protect themselves. These organizations are taking steps to integrate and automate security across the
development life cycle to build quality into their software.

According to the 2021 State of Software Supply Chain:

(o) \ YoY cyber-attacks
On Iy 25 /O \ aimed at open source
of utilized components suppliers increased by

are updated actively 6 50%

o

Intelligent automation

could save companies e
$192,000 >

per year

29%

of popular projects
contain known
vulnerabilities
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“Integrating security

Accelerate software supply chain e
security early, everywhere, at scale L i
with the Nexus Platform. T

technology. Security

and risk management

leaders must adhere to
ﬂ the collaborative, agile
R . nature of DevOps to be
seamless and transparent
L]

in the development
process, making the Sec

Early Everywhere At Scale in DevSecOps silent”
Nexus delivers intelligence Nexus accelerates DevOps  Automate security in a

within existing developer by integrating with the DevOps pipeline with Gartner
workflows and vetted most widely used tools precise component

components can be at every stage of the intelligence.

automatically quarantined development pipeline.

based on policy.

But first, our data.

“Nexus [Lifecycle] helps Our data quality is the lifeblood that
identify things that could powers our entire platform.

be exploited...the level

of intelligence that . . .
we're able to get from 97% of Nexus Intelligence is exclusive to Sonatype.

them is well ‘above and The bulk of our data is collected from verified online advisories and our

beyond’ anything we
had before, which has
been helpful to paint a
picture of actual 3rd party
risks to people outside of

security (i.e. the C-suite).”

—SENIOR SECURITY ARCHITECT

DRIVING ROI, THE CASE FOR
A PROVEN SCA PLATFORM,
HOBSON & COMPANY REPORT

in-house team of 65 security researchers. In fact, Sonatype’s team has
uniquely discovered 1.4 million vulnerable component versions, providing
more data than just what'’s in the National Vulnerability Database.

No false positives and no false negatives.

Through both automation and careful human curation, Nexus
Intelligence is designed to give you results you can count on, saving
you an average of $14,000 in time per developer per year.

When it comes to security, speed matters.

We implement a 12-hour fast track for critical and time-sensitive vulnerabilities.

You'll experience a 30% reduction in probability of a breach and 90%
reduction in developer time spent researching, securing approval of and
downloading quality OSS components when using the Nexus Platform.
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Full Spectrum Software Supply Chain Automation

Sonatype is the leader in developer-friendly, full-spectrum software supply chain management
providing organizations total control of their cloud-native development lifecycles, including third-party
open source code, first-party source code, infrastructure as code, and containerized code.

o

SOURCE CONTROL

o

DEVELOPERS

“We’ve increased time to
market by 20% in areas
that are using Nexus,
which management is
really happy about.”

—SR. MANAGER, CI/CD

“By getting software into
the company and into
production without issues,
we are better able to
support the company
earnings; Nexus Lifecycle
has helped us increase the
quality and predictability
of our SDLC, increasing our
business agility by 40%.”

—IT ARCHITECT
DRIVING ROI, THE CASE FOR

A PROVEN SCA PLATFORM,
HOBSON & COMPANY REPORT

PUBLIC REPOS

BUILD REPOSITORY

RELEASE OPERATE

)
C >

O
/@AL?

IAC

[/ nexus lifecycle

Empower teams with precise
component intelligence

that enforces policy and
continuously eliminates risk.

N\, :
r | nexus repository

Manage libraries and store
parts in a universal repository
and share them across

the DevOps pipeline.

A sonatypelif

4

O
> > C

| f [ nexus firewall

Vet parts early and
automatically stop defective
components from entering
your DevOps pipeline.

7 )
c I nexus container

Identify and remediate OSS
risk in containers for build
and run-time protection

Find and fix critical security, performance,
reliability, and style issues in developer code.
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Driving ROl with a Proven Platform

The value of a validated OSS governance and
management solution is immediate and demonstrable.

ROI findings and attributes listed below are based on an organization
with $30 million in annual revenue realizing significant financial
benefits from an investment in Sonatype’s Nexus Platform:

“Customers interviewed
reported 90% reduction
in developer time
spent researching,
securing approval of,
and downloading quality

O

“Customers reported a
75% reduction in
time spent identifying
locations of, and
remediating, newly
discovered vulnerable
components.”

—DRIVING ROI, THE CASE FOR
A PROVEN SCA PLATFORM,
HOBSON & COMPANY REPORT

——\=

OSS components.”

—DRIVING ROI, THE CASE FOR

A PROVEN SCA PLATFORM,

Developers HOBSON & COMPANY REPORT

400 developers who each spend 1 hour per

week researching, securing approval for and

searching/downloading quality OSS compo-
nents and 1 hour per week on remediation

and rework.

Application Security teams that spend a total
of 80 hours per month on OSS governance
and management (including reviewing and
approving OSS components) and 20 hours
reviewing each of their application releases
(assuming 24 releases per year).

Application Security Teams O @
O

PROVEN ROI

The typical organization, with an initial
investment of $250,000 generates a positive
return in 2.7 months and a 3-year ROI of 635%.

Annual benefits exceed $2,155,000.
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f | nexus firewall

YOUR FIRST LINE OF DEFENSE AGAINST

MODERN SOFTWARE SUPPLY CHAIN ATTACKS.

Automatically detect and prevent
malicious cyber attacks.

Block malicious

components
from being

downloaded
into your dev

O 8-

8

QUARANTINE AREA

pipelines

PENDING

KNOWN CRITICALLY
MALICIOUS

Enters & stays in
quarantine

0

00 8

e Q e
O 2 ®| Sonatype security
research team

reviews component

FOUND
CRITICALLY
MALICIOUS

Stays in
quarantine

o Q e

[

- €

Quarantine
suspicious

components for
further review

FOUND SAFE TO USE

" >

J

'a CN

Automatically released
back into your pipeline
based on your policies

A 4

\ 4
\ 4

Perimeter Control for
All Software Supply Chains

N\, .
| r Jnexus repository

Better together: Protect
your Nexus Repository(Pro)
with Firewall.

JFrog

O

SUSPICIOUS
New Sonatype evaluates Enters quarantine
component the component based
arrives on your policies _
Q >
v
KNOWN SAFE
Enters pipeline
@ You are protected  Firewaiis currently monitoring 300 components n 1 repositories
A Quarantin Auto Released from Quarantine
230 70
monthto-month
Coni View Auto Rlease Quarantin
Quarantine Updated 1155028 pm 20210510 | 3 Refresh
THREAT  poLiCY AV QuAMNTINEDATE  componEnT Repositony
e 20210510 com pojosontheweb : woko-blobs-web : war : 2.2-beta? test-repo
o 20210510 org mule.examples : mule-example-errorhandier : zp: 3.4M1 testrepo
o0 2010510 d:var:082 testrepo
o 20210510 testrepo
e s
e s
COMPONENT QUARANTINE DATE REPOSITORY
org.apache.directory.studio : Idapservers.apacheds.v154: jar : sources : 2.0.0v20120111  2021-05-10 test-repo 2021-05-10
org.glassfish.grizzly : grizzly-http : 2.1 2021-05-10 test-repo 2021-05-10
org.ow2 jonas.autostart : jonas-full-starter : jar : full-starter : 1.0.0-M2 2021-05-10 test-repo 2021-0510
org.apache.portals.bridges : perl : war: 1.0.4 2021-05-10 test-repo. 2021-05-10
com.sun.grizzly : grizzly-http-webserver : 1.9.18-0 2021-05-10 test-repo 2021-05-10
com.sun.faces : jsf-api: 2.0.4-b11 2021-05-10 test-repo. 2021-05-10

ARTIFACTORY

Using Artifactory? No
problem. Nexus Firewall
supports JFrog’s Artifactory.
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/

r nexus repository

Stage and manage

release candidates

Cache public
components locally
PROMOTE
> H’:I:‘M Cache public \ Stage and manage
v A 5 components locally r release candidates
— N apt-got
GO fom T ;
4 o0 e

= |J§ enencncncnemm a nexus 3

e (inpm| CONDA * PROXY REPO repository STAGING REPO

CHOOSE *
COMPONENTS cl
°® DEVELOPER

\

N
Y

PRODUCTION

Source Code Repos
+ Package Registries

SOURCE CODE REPOS +
PACKAGE REGISTRIES

A CENTRAL SOURCE OF CONTROL

Universally manage all of
your components, binaries,
“Nexus Reposiory and build artifacts.

Manager provides a

central platform for storing

build artifacts, saving us
significant maintenance
and hardware costs. |
haven’t had any negative

impact, so |l am very
confident using Nexus in

Store and distribute all Improve speed-to-market, Scale and deploy
tenmsiofits rellabiig popular formats with reduce build times, and enterprise reliability in
—HAGEN RAHN, SR. Proxy, Hosted, and Group streamline developer multi-site, highly available
SOFTWARE ENGINEER, N . . - .
o repositories for enter- productivity across the configurations on premis-
prise-ready flexibility. entire SDLC. es or in the cloud.

IT CENTRAL STATION REVIEW
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REPOSITORY COMPONENT INTELLIGENCE
Maintain a trusted repository with “ft ensures our

developers are utilizing

Repository Health Check. i,

components. Through

the use of Nexus
software, we know when
they were downloaded

pm—— and where they’re being

bl used. It has helped us
Repository Health Learn how many OSS com-  Understand your open increase th.e s":curity
Check (RHC) provides ponents are in your repos- source risk exposure at a R appiications:
up-to-date component itories and the severity of glance with known securi- —A. EVANS (GOVERNMENT)
intelligence, so your any existing vulnerabilities.  ty issues. QRCERIR S STATIONIREVIEW

teams make informed
decisions early on.

Sonatype Nexus Repository Manager

PRO 3350 g 8 Qs £ 0 Scamn @ sionon

Browse Q Search / & stuts2core / B/ glapach 1ts2-core/2,.5.10 core-2.5.10.jar
QO Welcome T Delete asset
w Q Search Summary Usage Attributes Component Tags Component |Q
Q Apt
IQ Application: | Example Application (example-app) v
Q Bower
Version Graph Selected Version: 2.5.10
Q Custom Oldar This Version  Newar Type: maven
Popularity Group: org.apache.struts
Q Docker Aifact: struts2-core
D Version: 2.5.10
Policy Threat
Q Maven O— H:I'e Detsils S — I Declared License: Apache-2.0
Seourity INEEEEEEEEEEEEN EEEEEEEEEN
License ObsenedLicense: BSD-3-Clause, Apache-1.1,
Q NuGet ol Apache-2.0
R b 2bove b co delaile about i 2‘1“”0 ! Effective License: BSD-3-Clause, Apache-2.0,
Q I Ick an the graph above [0 see delalls aboul diferent versions .hpached.l
? Hianest Policy Threat. [Tl witnin @ policies.
Q R Highest CVSS Score: 10 within 9 security issues
Integrity Rating: Not Applicable
Q Raw Cataloged: 4 years ago
Match State: exact
Q RubyGems Search and store Check the health of |dentification Source: Sonatype
your open source Category: Web Frameworks
open source .
Q npm . components with
and third-party . View Details
up-to-date security, S
& Browse components for all . .
license, and quality
popular formats. inf )
W Tags information.
L Upload
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nexus lifecycle

Precise intelligence for healthier

component choice early in development.

QE®

Choosing a safe
component is as easy
as using spell check.

Struts2-GitHub /1] pom.xml

Project =
~ [ Struts2-GitHub [struts2-rest-showcase]
ddea
.mvn
settings
node_madules
src
target

antrun

I Project

Structure

v v v oo

classes
generated-sources
generated-test-sources
maven-archiver
maven-shagg
maven-sta

@ Commit

 Pull Requests.

strutaz-re:
test-classg

= .plxarc
il struts2-red
1 ctritedara

Nexus IQ  Components

% Comoonent & )
Summary: logdj-core - 2.7
@ i struts2-rest-plugin - 2.6.10 | |
¥ |l xstream - 1.4.8 |  Recommended Version(s) Selected Version:
1l .2 | | Selest 2.13.2: Next version with no policy violation Type:
m 21 u Select 2.13.3; Next version with no policy violatins for this component and its Group:
m ] dependencies Artifact.
" W Version Graph Version
) Declared Licanse:
Il eextpdf u Cir  wihos (Gl Observed License;
1l richfaces-core - | | Posularity Effective Licanse:
il commons-cor 9 | | > . Highest Palicy Thrsat
I log4j-core = 2.7 [ ] Highest CYSS Score:
i jwebunit-core - 1.4.1 | | L ] Intearity Rating;
1 cemmons-httpelient - 3.1 | | E:‘?‘n",f,’ Cataloged;
Il jwebunit-htmlunit-plugin - 1.4 [ ] g;\ry —— .*.. - RERR Match State:
i htmiunit 1 ] = Identification Source:
Click on the graph above 10 see details about different versions
i 1 | | & Calegory:
2 il u Website:
z i xercesimpl - 2.10.0 ] N
£ Select best component View Details
* Il struts2-core - 2 5.10 | | .
b Gt iSTODO @ Problems  # Dependencies [ Terminal | § Nexus|Q version based on
[ Evaluation has completed; total 55, distinct 55, erears 0 (a minute ago) real-time intelligence,

B I T & — 3 READMEmd

000

</>

2

Early detection and
remediation prevents
unplanned work,
security breaches and
maintainability issues.

Deliver component
intelligence to developers
in the tools they use
every day like IDEs

and source control.

- A

Add Configuration...

pam.xmi {struts2-rest-showcase)

<project xmlns="http://maven.apache.org/POM/4.B.8" xmlns:xsi="http://wew.w3.0org/2801/XMLSchema-instance” xsi:schenalocation="http.,, ..7o%

<modelVersion>4.0.0</modeliersion>

<parent>
<groupld>org.apache.struts</groupld>
<artifactdsstruts2-apps</artifactlds
<version»2.5.18</version>

</parent>

<artifactId>struts2-rest-showcase</artifactId>
<packaging>war</packaging>

<name>Struts 2 Rest Showcase Webapp</name>

>Struts 2 Rest Showcase Example</description>

Identify which components
violate policy from
within the IDE.

bnHanagement>
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Not Applicable

5 years ago .

axact Migrate to approved
Sonatype version with one
Logging q O

° click remediation.

“l would give this product
a nine out of ten. I'll have
a full report of artifacts—
including those that are
not secure—that would
have been ingested into
our organization. That
information is priceless.”

—C. CHANI (FINANCIAL SERVICES)

IT CENTRAL STATION REVIEW

Git:

v v AQ Q >
m
|y_2nv§

27

maven
org.apache.logging logdj
logdj-core

27

Apache-2.0

Apache-2.0

Apache-2.0

[N within 3 policies

9.8 within 2 security issues

Migrate to Selected

) Event Log
4spaces P master

361 LF UTF-E
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[/ nexus lifecycle

Instantly access Nexus Intelligence data
while searching for new packages.

» Component details: format, package, version » Licensing data: Declared and observed

» Security info: Severity, source, threat category,
reference details

» Remediation advice: Version history and
recommended version

Component Info Remediation | Licensing

CVE-2017-5638 CVSS:10

Reference: CVE-2017-5638 @

COsonatype

Quick Stats

<4 Chrome Extension

org.springframework:spring-core:5.0.0.RELEASE

@ org.springframework:spring-core: 5.0.0.RELEASE -

Severity: 10 .
< ¥ View component
Spring G ource: cve . .
pring Core intelligence and
Sering cere Threat critical I he b
Licenses Apache License, Version 2.0 Category: select the best
Homepage  https:/faithub.comfspring-projectsfspring-framework . httpilicve.mitre.orglcgi-bin/ cgi? packages when
Source code  https:/fgithub.comyspring-projects/spring-framework name=CVE-2017-5638 searching public
Organization Spring 10 . f
CVE-2017-12611 ’ repositories.
Dovlopers  Jusrgen Hosler <hoslr@pivota. o> [cves:as| P
CVE-2018-11776 » [cvss:1]
CVE-2017-9804 » [cvss:75]
5" org.springiramework:spring-core SONATYPE-2017-0173 » [cvss:7a]

5.0.0.RELEASE

a/P0M/4.0.0% xsi:schemaLocation="hetp://maven.apache.org/POM/4.0.1 Remediation advice Upgrade to the new version:
Select 5.1.8.RELEASE
Older This Version Newer
Popularity N
n>Spring Core</description> mmm
github.com/spring-projects/spring-framework</url> < >
a 10</name: Policy Threat |1
.spring.io/spring-framework< /url> Security EEEE
License
Quality
Apache Maven Resources | About Sonatype | Privacy Policy | Terms Of] Otiag S
Tip: Click on an individual version to view it in your browser.

Source Control Management »

CVE-2017-7672 Component Info

Security Licensing

pom.xml
@@ -16,6 +16,7 @@

<maven.compiler.source>1.8</maven.compiler.source>

maven.compiler.taraget>1.8</maven.compiler.target>

Highlights the specific 19  + <jackson.version>2.9.9.3</jackson.version>

lines of code that ‘ eduard-tita 4 minutes ago  Author

introduced a violation. = Nexus IQ found policy violations introduced by:
———O

v 110 com.fasterxml.jackson.core : jackson-databind : 2.9.9.3

|/ Bumping to version 2.10.0 will resolve these violations (as of May 07, 2020)Q

Shows the severity of Threat Policy Violation Details

the issue, along with Critical risk CVSS score: If a version is available

the name, summa P « Found security vulnerabilities: CVE-2019-14540, that will fix the

and description of | °| || ceasumommsus problem, the suggested

the violation. remediation or upgrade
9 Security-High High risk CVSS score: path is also included.

« Found security vulnerability: sonatype-2019-0371

10
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L | nexus lifecycle

”

Analyze and enforce policies automatically.

Ensure that policies are
enforced as components
are consumed across a
variety of development

=

=

Replace inefficient work-
flows and the burden of
manual reviews.

Customize policies to
meet specific compliance
goals or mandates OR
use our default policies to

©O=
i

Do it all with automation
that supports agile and
continuous goals!

tools.

“[Nexus Lifecycle] blocks
undesirable open
source components
from entering our
development lifecycle,
based on the policies

that we set. It will break
the build straight away.
There’s no way you can
ship code that introduces
new vulnerabilities. We
just don’t allow it at all.”

—E. KWAN (FINANCIAL SERVICES)

IT CENTRAL STATION REVIEW

gain an immediate view
of security, license, and
quality risk.

Easily create custom policies

across the software lifecycle.

ﬁ Edit Po'icy Summary Inheritance Constraints Actions Notifications End of Page

Threat Level
:

Policy Violation Grandfathering o

Policy Name

H License-AGPL
Set organization-wide policy

on which violations can be
dismissed and which cannot.

Do not allow this palicy to be grandfathered

Choose the applications rd
or types to which the

™ policy should be applied.

O All Applications in Sandbox

@ Applications of the specified Application
Categories in Sandbox

Distributed

INHERITANCE O CONSTRAINTS

AGPL (not for distributed or hosted applications)
is in violation if the following is true:

« License Threat Group is Banned

+ Add Constraint

Hosted

D ® internal

U @ Trusted Define precisely when the policy applies

and what actions should take place.

ACTIONS © PROXY  DEVELOP  BUILD STAGE  RELEASE OPERATE
No Action ® O O O O O
A wam O @ @ O O @
O rail O O O ® ® O
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[/ nexus lifecycle

Verify policy compliance by knowing e D

blindly with vulnerable
what components are used and where. i e
awareness, we’re pushing
that awareness to
developers, and we feel
- we have a better idea of

v
v what the threat landscape
v looks like. Things that we
& v weren’t even aware were
v vulnerabilities, we can now
remediate really quickly.”
In just minutes, Identify specific Gain access to Know the exact —D. DUFFY (FINANCIAL SERVICES
create an accurate components and name, license, age, location of any IT CENTRAL STATION REVIEW
software bill of their dependencies. popularity, known component — no
materials for each security vulnera- more searching
application. bilities, and other to see if you are
metadata. impacted by a new
vulnerability.
@ nexus lifecycle 1« (2] & -]
oard
< All Reports
nd Policies
Struts2-rce Build Report 2 Re-Evaluate Report  Options ~
Triggered by CLI on 2021-09-03 10:56:04 UTC-0400 — Commit
a07a08be02af9c34b8180436935ba63d6e02 1fd
O BEN T ing 21 tomponents () 1505 of ai companents identfies "0 violatong
Identify the
[ @EFrIr ISR SN component
~ THREAT roLicy O—— component O group, and
¥ policy name ¥ component name the specific
10 Security-Critical com.fasterxml jackson.core : jackson-databind : 2.6.1 component and
10 Security-Critica o thouohiwork eam : xstream : 1.4.8 version used in
any application.
10 Security-Criticg Developers view the ommeons-collections : 3.2.1
10 e threat that a violation ommons-fileupload : 1.3.2
10 el has against an
10 | organization-wide policy. - logajcore : 2.7
10 Security-Critical org.apache.struts : struts2-core : 2.5.10
Security-Critical B org.richfaces : richfaces-core : 4.5.17.Final

. . e W) org.springframework : spring-core : 4.1.6.RELEASE
Color codes identify critical (red), @ orgspring pring

severe (orange) and moderate -Hi com.fasterxml jackson.core : jackson-core : 2.6.1
(yellow) risk levels. Severity criteria is [ com.itextpdf : itextpdf : 5.5.6
Conﬁgurable based on pOIiCy Settings- ER commons-beaniitils : commons-heantils : 192
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“Nexus Lifecycle gives
us visibility into types
of vulnerabilities that l
we didn’t have before, /
including specific
information about how
the vulnerability is
exploited and if we're

Get visibility and transparency
winerabi bese on for quick remediation.
ow we used it. The

product also informs -

us which application or - ,7'
—— '

Prioritize remedia-

nexus lifecycle

team it belongs to. The
ease of research and
identifying a remediation
path has saved our

One dashboard Track progress Reduce your tech-

and trends for nical debt and ease

developers 2-4 hours
per Vulnerability.”

easily filtered to sup-  tion and develop-
ment work based on

port development,
operations, security,

defects opened,

the maintenance

detailed intelligence.

fixed, waived, and

burden.

—DEVOPS MANAGER,

DRIVING ROI, THE CASE FOR
A PROVEN SCA PLATFORM,
HOBSON & COMPANY REPORT

and compliance. discovered.

Find Results on Specific Vulnerabilities

All vulnerability lookups must use an exact match to surface a result

CVE-2014-0114 ]

CVE-2014-0114

+ O Description from CVE
Easy to understand CVE-2014-0114 £
description written for

developers by developers.

Apache Commons BeanUtils, as distributed in lib/commons-beanutils-1.8.0jar in Apache Struts 1.x through
1.3.10 and in other products requiring commons-beanutils through 1.9.2, does not suppress the class
property, which allows remote attackers to "manipulate” the ClassLoader and execute arbitrary code via
the class parameter, as demonstrated by the passing of this parameter to the getClass methad of the
CVECVS52.0: 7.5 ActionForm object in Struts 1

Sonatype CVSS 3: 7.3

Severity

Explanation
Weakness
Apache Commens BeanVtils is vulnerable te ClassLoader manipulation which can lead to Remote Code
CVE CWE: 20 [ Execution (RCE). The BeanUtils functionality dees not suppress access to the class and, when used as part
of Struts, ciass properties, exposing them by default. An attacker can construct malicious input using the
Source ciass property in order to manipulate the cisssiosder potentially leading to arbitrary code execution,

National Vulnerability Database

Detection

The application is vulnerable by using this component
In-depth research
includes detailed
detection and

Recommendation

We recommend upgrading 10 a version of this component that is not vulnerable to this specific issue

Note: If this component is included as a bundled. p of another there may
notbe an upgrade path. In this instance, we recommend contacting the maintainers who included the
wulnerable package. Alternatively, we recommend investigating alternative components or a potential
mitigating control

remediation guidance.

Advisories

Transitive Dependency

COMPONENT INFO  POLICY  SIMILAR OCCURRENCES LICENSES VULNERABILITIES LABELS AUDIT LOG

commons-fileupload : commons-fileupload : 1.34
Attack: http:ffwww.rapid7.com/db/modules/exploit/multi/http/struts_code_exec_classloader [

Project: https://issues.apache.orgjira/browse/BEANUTILS-463 B4

Recommended Remediation Selected Verslon: 1.3.1
This gependency was breught in by the falawing compansnts, Selct a companant name Groue: commons-ieupioad
o b shown it informasion panel, Anifact; commons-fileupload
) varsion. 131 Find the best/fastest
‘ Declared License: Apache-2.0 et A
. Obssrved Licenss: Apache-20 remediation path by linking to
N Effective License: Apache-2.0 “ A
Recommended Version(s) Highes! Palicy Theeat. [ within & poticies the component that brought [

Highest CVSS Score! 0.8 within 3 security issues
Galaloged: & years agoe

Varsion Graph Match Stale: exact

Igentification Source; Sonatype
Calegary: File Utiitles

any transitive dependencies.

Select 1.4: Next version with no palicy violabon

Ooer  ThisVerskn  Hewer
m

Close 4 Previous & Next
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L)
nexus lifecycle
w ([) xus lifecy

Continuously monitor for new defects.

_T>

“There is a feature called
Continuous Monitoring.
Because of this feature,
as time goes on we'll be
able to know whether a
platform is still secure or

not. It’s integrated, it’s
proactive, it’s exactly
what you want for a
security product.”

—C. CHANI (FINANCIAL SERVICES)

IT CENTRAL STATION REVIEW

An automated
early warning
system to identify
newly discovered
defects.

=0
@J
=
—
=0

Detailed intelli-
gence on vulner-
abilities including
precise root cause
and component
dependencies.

Ongoing monitor-
ing and alerts of
new vulnerabilities
based on compo-
nent, risk level,

or applications

Improve incident
response times with
precise identifica-
tion of components
and apps to be
remediated.

affected.

Easily search for
components based

on application stage
and policy types.

View a list of all components that have policy

violations in a particular stage. Identify
which apps include those components.

Identify the total risk
of each component as e « = Q
well as a breakdown by

nexus lifecycle e

. . O
# Dashboard severity to determine Filter -
Results which components should
: . *Main v
O O be remediated first.
Violations 4738 Components 1679 Applications
= B8 » % Organizations
O O
b >_ Applications
NAME APPS TOTALRISK ~ @ CRITICAL * SEVERE MODERATE ® Low
» O Application Categor...
com.thoughtworks.xstream : xstream : 1.4.8 10 22 b Stages
Django 1.6 (.tar.gz) 2 18 2 * Policy Types
[ all/none
Django (py2.py3-none-any) 1.6 (whi) 2 18 2
& Security
org.apache.struts : struts2-core : 2.5.10 10 1 & License
& Quality
org.richfaces : richfaces-core : 4.5.17.Final 8 6
& Other
org.apache.struts : struts2-rest-plugin : 2.5.10 10 12 ¥ Violation State @
org.apache.struts : struts2-rest-showcase : war : 2.5.10 1 3 & allnone
% Open
jquery 1.12.3 8 7 & Waived
& Grandfathered
org.webjars angularjs 1.2.16 1 12 1
= Policy Threat Level
com fasterxml jacksan.core : jackson-databind : 26. 10 2 .
0 = — 10}
commons-fileupload : commons-fileupload : 1.3.2 10 21
com.itextpdf : itextpdf: 5.5.6 10 10
corm fasterxml jackson.core : jackson-core : 2.6.1 10 22 Revert Save Apply
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>, nexus lifecycle

“Nexus has
improved the
time it takes
us to release

ldentify and fix container vulnerabilities.

Nexus Lifecycle scans the application layer of your containers, and provides
precise component intelligence for Java, JavaScript, NuGet, Python, etc.

Nexus Lifecycle leverages Nexus Container intelligence to directly provide
information about your images and registries back in the same familiar Lifecycle
report, alongside other application vulnerabilities and evaluation results

X 1=

secure apps

to market by
saving us weeks
of rework.”

(0

—SR. LEAD SOLUTION SERVICES
(FINANCIAL SERVICES

View open source risk
at all layers (runtime,
operating system, and
application levels).

Precise and accurate
identification and detailed
remediation guidance

for application-level

Single view into all open
source risk with native
Lifecycle dashboards and
reports.

IT CENTRAL STATION REVIEW

vulnerabilities.

test-app Develop Report

Triggered by CLI on 2021-07-06 18:31:01 UTC-0600 — Commit 1c72a4b3ec2505439%e7aaade1ddbc927bfaba89f

115 VIOLATIONS
Affecting 62 components

604 COMPONENTS
100% of all components identifie

51]60 . D

violations

> THREAT POLICY COMPONENT

Y policyname Y component name

0 GRANDFATHERED

Get detailed remediation
guidance and take action

10 Security-Critical file : rhel:8.1 : 5.33-16.2l8 3.1 with a robust policy engine

o . to set custom policies, apply
10 Security-Critical file-libs : rhel:8.4 : 533-16.el8_3.1 waivers, and break builds.
10 Security-Critical gnutls : rhel:8.4 : 3.6.14-8.el8_3
0 Security-Critical maven-openjdk8 : rhel:8.4 : 1:3.6.2-6.module+el8.4.0+9250+1786af37
10 Security-Critical COMPONENT INFO  POLICY  SIMILAR  OCCURRENCES LICENSES VULNERABILITIES LABELS AUDIT LOG
10 Security-Critical Recommended Version(s) Selectad Version: 1:36.2-

o recommen wersians are available for the current componen €.module+2l8.4.0+9250+1786ar

10 Security-Critical " o= bl fors - i

. " Version Graph Type: container

A 10 Security-Critical e e ener name: maven-openjdkd
Popularty namespece: rhel:8d
10 Security-Critical version: 1:3.6.2-
6.module+cl.4.0+9250417860F37

10 Security-Critical P PP P — peciered renee: ot rovided

Click on the graph above 1o see detalls about different versions

View all application and

container vulnerability
information in one location.

Close 4 Previous ¥ Next
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Effective license: Not Provided

Highest Policy Threat. [T
Highest (VWSS Score: 81

o—

Cataluged: -
Match Stater exact
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Catzgory: Other
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[/ nexus lifecycle

ADVANCED LEGAL PACK

Automate legal compliance and
eliminate regulatory risk

X hd 4
- -
-— e—— - o &
—— —
— L4 A —

Automated attribution
reports (or third party
notices). Save, customize,
and edit reports as needed.

Provides an easy way to
click through and resolve
obligation issues for
automated compliance
workflows.

Our machine learning
algorithms and natural
language processing
detect legal data, with
additional insights on

Easily look up licenses,
read through obligations,
view annotated license
texts, and export lists with
our License Obligation

how to best comply with
an obligation.

Review Tool (LORT).

Q) nexus fifecycle
-

Save reviewed and approved
obligation resolutions so that

as O

Dashboard Legal Obligations Create Attribution Report any re-use of that component
T T within the organization will
Reports Copyright Statement Details reflect that resolution.
Copyright Statement
Filte opyright (¢) 2011, Tatu Saloranta, tatu.saloranta@iki.fi
Copyright (<) 2011, Tatu Sal I @iki.fi
oR ATTRIBUTION TEXT
APPLICATION NAME LAST SCAN APP CATEGORIES COMPONENTS REVIEWED Tatu Saloranta Copyright (c) 2011, Tat loranta, tetusaloranto@ikifi
Firewall - owing sumimary of S gro O
— Kaleido-App 2d - Build Distributed 010 0TI @ ATTRIBUTION SCOPE
© This component anly
Chatterbox-App 2d - Build Internal 0/22 FILES Scoped Attribution
15
LICENSE APPLIED TO
Lift-Squirre| 3d - Build Distributed ) 6712 COMPONENT 2
‘com.google code.findbugs ° Anache
i 15r305:30.2 & ccovas
LCARS-GUI 5d - Build Distributed Q o0/12 e
Gibson-Mining-CPU 6d - Stage Release Distributed, Hosted Q 12715 GROUPED COPYRIGHT STATEMENTS
~ Copyright () 2011, Tatu Saloranta, tatu.saloranta@ikifi Sl
Termux-App 6d - Stage Release Hosted O 16/18  Attribution Preview
google.code.findbugs :Jsr305:3.0.2
Setec-Astronomy 6d - Stage Release Hosted [ REYAF] IR CERHIOATES
~ LICENSES
Fifo-Mgmt-App 7d - Stage Release Internal Qo2 Apache 2.0, CC-BY-2.5 -
* COPYRIGHTS on 1
Flight-Scanner-API 10d - Operate Distributed, Hosted @s/0
Copyright (¢) 2007- 2011, Tatu Saloranta,
tatu saloranta@ikifi
Open-Source-Billing 10d - Operate Hosted o 20/22 atu.saloranta@ikifi
Copyright (¢) 2005 Brian Goetz
Status-Report-API 10d - Operate Hosted ® 212

«

NOTICES
Save attributions per

component and auto-
PRI generate reports to comply
(the "License"); . . .
PR with OSS obligations

a copy of the Licd

Examine auto-collected
extended legal data and
address legal obligations

with a check-list of actionable
tasks- all from your Nexus
Lifecycle dashboard.

hip:/twww.apache.org/licenses/LICENSE-2.0

“

LICENSE TEXTS

Apache License, Version 2.0 Apache License
Version 2.0, January 2004
hups/fwww.apache.orgAlicenses/

TERMS AND CONDITIONS FOR USE,
REPRODUCTION, AND DISTRIBUTION
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[/ nexus lifecycle

INFRASTRUCTURE AS CODE PACK

Secure what you build and
where you run it.

ol10

 — 1010

 I—

(— (o]][e]]]e]
See infrastructure Deep insights into the Get remediation guid-
violations in the Nexus severity and root cause ance to fix violations by
Lifecycle report along- of cloud infrastructure leveraging new cloud
side open source misconfigurations. infrastructure and compli-
vulnerabilities. ance data, and pinpoint-

ing specific compliance
issues.

Deep insights into severity
and root cause with

Security-High  High risk CVSS score

Build failed @ remediation guidance
on specific compliance
rules impacted.

@ Found security vulnerability
F-R00035 with severity >=7

@ Found security vulnerability
F-R00035 with severity >9 ~ Release Report

-

Built on the most compre-
hensive set of rules and

compliance mappings,
with out-of-the-box sup-
port for multiple security
benchmarks.

View infrastructure violations
alongside all of your open

source vulnerabilities
in Nexus Lifecycle

R (1 T ponerts € T oF ol ormpements identfied "D voorom
+ THREAT POLICY COMPONENT
Y policy name Y component name
I 10 Security-Critical aws_cloudtrail.foobar : aws.large.tfplan : current
[ [P Securitv-Critical awe dh instance examnle - aws laree tfnlan « current
10 Security-Critical ~ aws_db_instance : aws.large.tfplan: current  ©
[ SeLuniy-Liiiar AVVS ISR IPIE . AWS.IdBELL DI L LU L =
9 Security-High com.fasterxml.jackson.core : jackson-core : 2.0.4
I 10 Security-Critical aws_s3_bucket.bucket : aws large.tfplan : current
I 10 Security-Critical aws_s3_bucket.cf-bucket : aws.large.tfplan : current
I 10 Security-Critical aws_s3_bucket.config_example : aws.large.tfplan : current
I 10 Security-Critical aws_s3_bucket.hoge : aws.large.tfplan : current
I 10 Security-Critical aws_s3_bucket.inventory : aws.largetfplan : current
17
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o .
c L hexus container

Protect containers from build to production.

Full life cycle vulnerability (CVE) & compliance scanning — during build, registry scans, and run-time.
Manage container and application-level risk with admission controls to stop vulnerabilities from entering
your SDLC, policy management to guide and enforce actions, and detailed remediation guidance

N y@ @

Real-time vulnerability scanning Monitor live containers for suspicious Continuously monitor running
during run-time for hosts and process and file system activity and containers to prevent insider attacks
orchestration platforms, such as privilege escalation detection, with which bypass network L3/L4 protec-
Kubernetes. host process blocking. tions and safeguard sensitive data,

PII, credit cards etc., with the only
container DLP engine.

Containers @ AUTOSCAN  GREFRESH
Automatically inspect and learn all
NAME NODE APP.. STATE SCANSTATUS HIGHS  SCANNED AT s . .
network traffic at Layer 7 including
jpdine-client  gke-nv-sonatype-de... HTTP 392 Feb 25,2021 VBl EL UG Sl S SO S
violations, threats — in real-time.
DETAILS COMPLIANCE VULNERABILITIES m STATS

Network Activity
Pid Command User Status  Action Started /

@ 37170 /Jusr/bin/python3 -u /sbin/my_init ~ !root  Sleeping WAIEYA Feb 10 12:(
B 37197 /Jusr/bin/runsvdir -P /etc/service I root Sleeping BAIEYA Feb 10 12
337198 runsv syslog-forwarder Iroot  Sleeping Feb 10 12«
37206 tail -f-n 0 /var/log/syslog !root  Sleeping WAICIA Feb 10 12

Prevent vulnerable & non-compliant
images from deploying with automated

compliance testing as well as templates s =
for: GDPR, PCI, HIPAA, and NIST. ==

aws

)

-
o CJ <3 <« Integrated with orchestration
PRI AN
A gy (@) and management platforms
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P sonatypelift

Find critical bugs in your code,
with the click of a button.

Lift provides developers feedback the same way their teammates do — as
comments in code review. The issues you need to care about, right where you
want to see them, and at the moment you can most easily fix them.

O

-\

24+ code analyzer Lift finds security Lift is pre-tuned to elim- Simple to install on cloud
integrations that go vulnerabilities in both inate false positives and repos or with Kubernetes
beyond traditional your third-party open- uses machine learning and OpenShift, with 2-5x

linting to perform deep
code analysis to catch

source code and

first-party source code.

to measure which bugs
developers fix most —

faster scan results. Both
SaaS$ and self-hosted

options work with any busi-
ness or deployment model.

critical performance delivering more accurate

and reliability issues. results over time.

tions, the title of the act
ime) to distance. | think

mentions time, but we're
thing’s off here.

Catch code quality issues early in

the dev pipeline to enhance SAST
scans during final security reviews.

jova (Outdated

featureList = featureCollection. features();
= 0; 4 < featurelist.size(); 1++]

...Demo/src/main/java/com/mapbox/mapboxandroiddemo/examples/javaservices/MatrixApiActivity.java ( Outdated)()

+ if (pointOfSelectedStation != null) {

+ String selectedBoltFeatureName = renderedStationFeatures.get(®).getStringProperty(STAT:

+ List<Feature> featureList = featureCollection.features(); Analyze each pull request to find and

+ for (int i = @; i < featureList.size(); i++) { fix security, performance, reliability,
B lift-bot bot onOct 5, 2019 Q@ - and style issues where they are 70x

more likely to get fixed by developers.

NULL_DEREFERENCE: object featureList last assigned on line 137 could be null and is dereferenced at line 138.

G @ langsmith force-pushed the 1s-satrixapi-refactor branch from 4be4f19 to 9441d3a on Oct 5, 2019
© lift-bot bot reviewed on Nov 9, 2020 View changes
@ @ iftbot bor reviewed on Oct 5, 2019 View changes
solr/core/src/java/org/apache/solr/core/SolrCores. java (Outdated
java (Outdated - transientSolrCoreCache.close();
1if (point0fSelectedStation = null) { - }
preig = (8, b & // Release transient core cache.
UisteFeature> featureList = featureCollection. features();
T T bt n e +  getTransientCacheHandler().close();
W tiftbot bor onOct5, 2019 © -~ B utebot Lui onhov 9, 2020 O @ -
NULL_DEREFERENCE: object featureist last assigned on line 137 could be null and is dereferenced atline 138. THREAD_SAFETY. VIOLATION: Read/Wirite race. Non-private method SolrCores. close()  indirectly reads without
o from this. CoreCacheractory Potentially races with write in method
Ropl
- SolrCores. load(...) .

Reporting because this access may occur on a background thread.

o shsigee i o W o
© o hanges e you st viwes . g eddieon Nov 9, 2020  Contributor @ -

@kalle lif-bot makes a good point; there should be a synchronized (modifyLock) around grabbing
getTransientCacheHandler and calling close on it.

g Kalle on Nov 9,2020  Author  Contributor

1 tharks ifbou U u
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Integrations? You better believe it.

We work where you work.

SOURCE CONTROL REPOSITORY RELEASE

DEVELOPERS

Shift Left with High Performance.

Test drive the power of Nexus Intelligence in five minutes.

Run a free Nexus Vulnerability Scan to learn about vulnerabilities in an app
(yours or one of ours). Try it free at www.sonatype.com/appscan.

sonatype.com/ get-nexus

GET STARTED TODAY!

QOsonatype

Sonatype is the leader in developer-friendly, full-spectrum software supply chain management providing organizations total control of their cloud-native development
life cycles, including third-party open source code, first-party source code, infrastructure as code, and containerized code. The company supports 70% of the Fortune
100 and its commercial and open source tools are trusted by 15 million developers around the world. With a vision to transform the way the world innovates, Sonatype
helps organizations of all sizes build higher quality software that’s more aligned with business needs, more maintainable, and more secure.

Sonatype has been recognized by Fast Company as one of the Best Workplaces for Innovators in the world, two years in a row and has been named to the Deloitte
Technology Fast 500 and Inc. 5000 list for the past five years. For more information, please visit Sonatype.com, or connect with us on Facebook, Twitter, or LinkedIn.

Headquarters Virginia Office European Office APAC Office Sonatype Inc.

8161 Maple Lawn Blvd. 8281 Greensboro Dr. 168 Shoreditch 60 Martin Place www.sonatype.com

Suite 250 Suite 630 High St., 5th Floor Level 1 Sonatype Copyright 2020
Fulton, MD 20759 McLean, VA 22102 London E1 6HU Sydney, NSW 2000 All Rights Reserved.
United States United Kingdom Australia

1.877.866.2836
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O sonatype

Thank you for downloading this Sonatype eBook! Carahsoft serves as the Master
Government Aggregator and Distributor for Sonatype, offering expertise in government
procurement processes and practices with purchasing available via GSA, SEWP V, The Quilt
and other contract vehicles.

To learn how to take the next step toward acquiring Sonatype solutions, please check out the
following resources and information:

For additional resources: For upcoming events:
carah.io/SonatypeResources carah.io/SonatypeEvents

For additional solutions: For additional Open Source solutions:
carah.io/SonatypeProducts carah.io/OpenSourceSolutions

To set up a meeting: To purchase, check out the contract
Sonatype@Carahsoft.com vehicles available for procurement:
(877)-742-8468 carah.io/SonatypeContracts

For more information, contact Carahsoft or our reseller partners:

Ca ra hSOft Sonatype@carahsoft.com | 877-742-8468
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