
Data threats are becoming more 
pervasive which means that 

organizations have to design their 
environments in a way that allows 
them to discover, protect and control 
access to their sensitive data through 
encryption and centralized key 
management. 

Based on a recent threat report, 29 
percent of federal agencies admitted to 
having been breached in the past year, 
and 57 percent said that they have been 
breached or failed a compliance audit 
during that same timeframe. 

“We are under attack every second 
of the day, and we have to ensure that 
from a cyber hygiene aspect that we 
are doing everything that we can,” said 
Brent Hansen, chief technology officer 
at Thales Trusted Cyber Technologies. 

Agencies have to bring together 
people, processes, technology, guidelines, 
capabilities, and best practices to ensure 
that the data can protect and defend itself. 
Security is a shared responsibility even 
when agencies put their data in the cloud. 
“It’s all about providing controls and 
processes to adequately protect controlled 
unclassified information,” he said.

Privileged users and other 
administrators with access to sensitive 
or critical resources and partners 
with internal access are the top two 
internal data vectors of vulnerability, 
he said. Using stringent multi-factor 
authentication and adhering to the 
controls laid out in the Cybersecurity 
Maturity Model Certification (CMMC) 
can help protect against this.

CMMC has five levels, and 17 
cybersecurity capability domains, 
including access control and incident 
response, which are the two areas that 
should be top of mind for organizations, 
Hansen said. “They are the ones with the 
least amount of investment that give you 
the most amount of protection.”

Thales Trusted Cyber Technologies 
offers a unified approach to data 

protection, 
Hansen said. The 
company addresses 
supply chain risk, 
ransomware, 
insider threat, cloud 
security, identity and 
credential theft, and 
malware/phishing 
attempts.

“You want a 
platform that can 
cast a very large net in terms of data 
security,” he said. “You want to ensure 
that platform can protect you and in 
the event of intent of compromise, 
can quickly do incident response and 
remediation so you can move forward.”

Thales addresses the access control 
and data protection aspects of CMMC. 
The company enables organizations to 
discover and classify the data, understand 
the risk profile of where data resides, and 
how to score it based on how sensitive 
that data is. Once it’s discovered, it can be 
immediately protected.  

“Discovery and classification provide 
a roadmap for unprotected or lightly 
protected data whether it’s on premises, 
in the cloud or at the tactical edge,” 
Hansen said. “Once you’ve done the 
protection of that, it’s all about the 
control mechanism, which is the ability 
to provide policy key management for 
all the data you are protecting.”

The Thales platform enables 
organizations to centralize keys with 
role-based policies, supports delegation 
of duties to protect against insider threats, 

and has multi-tenancy capabilities to 
support multiple projects and agencies. It 
also has received FIPS 140-2 validation. 

Data discovery and classification 
helps agencies find sensitive data, 
classify it, remediate quickly, have the 
risk profile of the data, and iteratively 
run discovery classification jobs over 
and over so agencies can see they are 
buying down risk, he said. 

Next, agencies have to protect and 
encrypt data through added access 
control. A transparent encryption agent 
on systems can encrypt the data at rest 
or in use, and protect against insider 
threats. It can also prevent malware 
from using privilege escalation to steal 
sensitive data, and isolate a ransomware 
attack vector. 

Actionable intelligence and 
compliance reporting will show 
agencies how many access attempts 
from unauthorized accounts and users 
have happened on their systems. This 
measures how effective their data-
centric approach is in protecting their 
data and how well they meet CMMC 
guidelines and control requirements. 

“Having the ability to measure the 
effectiveness of how you protect data will 
forever change the way you look at the 
next generation of applications you are 
developing,” Hansen said. “You will do it 
the right way, which is security first and 
the capability second, and you will be 
able to weave this into the fabric of your 
approach for the next generation.”

“You want a platform 
that can cast a very 
large net in terms of 
data security.”    
– BRENT HANSEN, CHIEF TECHNOLOGY 
OFFICER, THALES TRUSTED CYBER 
TECHNOLOGIES
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Self-defense
Agencies need controls and processes in place to protect data 
from threats, respond to incidents, and rebound quickly
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Thank you for downloading this Thales whitepaper! Carahsoft is the Master Government 
Aggregator and distributor for Thales Cybersecurity solutions available via GSA, ITES-SW2, 
and other contract vehicles. 
 
To learn how to take the next step toward acquiring Thales’ solutions, please check out the 
following resources and information: 

For additional resources:  
carah.io/thalesresources 
 
 
For additional Thales solutions:  
carah.io/thalescmmc 
 
 
To set up a meeting:  
Thales@carahsoft.com  
703-871-8548 

 
 

 
 

 
 

For upcoming events:  
carah.io/thalesevents 
 
 
For additional cybersecurity solutions:  
carah.io/thalescmmc 
 
 
To purchase, check out the contract 
vehicles available for procurement:  
carah.io/thalescontracts 
 

 
 

 
 

 
 

For more information, contact Carahsoft or our reseller partners: 
Thales@carahsoft.com| 703-871-8548    
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