
Develop & exercise a Cyber 
Incident Response Plan

Provide cybersecurity 
training for staff & volunteers

Have backup plans 
& test them

Implement an audible paper 
record for voting

Use tools & practices such as 
penetrating testing, social 
engineering testing, & wireless 
access scanning to discover 
additional vulnerabilities 

Understand your supply 
chain & emphasize security 
as a contract requirement 

Practice robust information 
sharing threat inteligence, 
vulnerabilies, best practices 

Scan all internet-accesible 
systems & IT assets on a 
persistent & on-going basis 
(real time, if possible) 

Implement strong identity 
management & access 
control on anything 
internet-accessible

Create an election security 
communication strategy & a 
communications plan with 
incident response

10 Best Practices for Improving Election Security 

View the on-demand webinar at: https://carah.io/fortinet-elections-security

For more information, please visit: https://www.carahsoft.com/vendors/fortinet   
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