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Okta + AWS
Accelerate and secure your cloud journey.

Public sector leaders and the IT groups 
that support them face no shortage 
of priorities: improve public-facing 
service delivery processes, expand 
the workforce’s access to modern 
applications, and optimize the use of 
shared or limited resources...all while 
protecting privacy and preventing 
security breaches. 

Increasingly and at scale, the government 
is turning to the cloud. And to ensure the 
highest levels of security during cloud 
adoption — amidst a continually evolving 
threat and compliance landscape — public 
sector organizations are implementing a 
Zero Trust Architecture (ZTA).

The Okta + AWS solution delivers

Combining the power of the world’s leading independent 
identity management provider, Okta, with the globe’s most 
comprehensive cloud platform, AWS, creates a seamless 
and secure experience to connect your applications from 
cloud to ground.

The Okta and AWS integration allows public sector 
organizations to safely accelerate cloud migration by 
establishing an identity-based, Zero Trust security foundation 
as well as centralizing and automating access control and 
administration over AWS resources.

Together, Okta + AWS:

• Enables Okta single sign-on (SSO) to the AWS IAM
Identity Center; provides a central view and control of
enterprise access, automating permissions with policy-
based controls around user groups and roles

• Applies strong multi-factor authorization (MFA) to
secure access to Amazon WorkSpaces and other AWS
applications, including Amazon Chime, Amazon
QuickSight, Amazon WorkMail, Amazon WorkDocs,
Amazon AppStream 2.0, and Amazon Control Tower

• Syncs user information from HR systems like Workday
and UltiPro, simplifying management and audit
compliance

Okta and AWS also deliver interface flexibility to meet users’ 
unique needs. Your workforce can access the powerful AWS 
Management Console, while your Development and DevOps 
teams can use a convenient command-line interface (CLI).

Express lane to security compliance

Policy Requirement Okta + AWS

FedRAMP ATO ✔

FIPS 140-2 ✔

HIPAA ✔

PIV/CAC ✔

CMMC ✔

StateRAMP ✔



About Okta
Okta is the leading independent provider of identity for the enterprise. The Okta Identity Cloud enables organizations to 
securely connect the right people to the right technologies at the right time. With over 7,000 pre-built integrations to 
applications and infrastructure providers, Okta customers can easily and securely use the best technologies for their business. 
More than 10,650 organizations, including JetBlue, Nordstrom, Slack, T-Mobile, Takeda, Teach for America, and Twilio, trust 
Okta to help protect the identities of their workforces and customers.

About AWS Marketplace
AWS Marketplace is a digital catalog of third-party software, services, and data that makes it easy to find, buy, deploy, and 
manage software on AWS. With AWS Marketplace, you can unlock innovation with access to thousands of software listings, 
and improve software governance with streamlined approvals and spend visibility.

Okta is now available in the AWS Marketplace for U.S. Public Sector customers through Carahsoft

Disclaimer: This data sheet is provided for informational purposes only, consists of the opinions and perspectives of the 
organization publishing this datasheet, and should not be construed as statements of fact. Okta makes no representations, 
warranties, or other assurances regarding the content of this datasheet. Information regarding Okta’s contractual assurances 
to its customers can be found at okta.com/agreements.

Create seamless and secure public 
and workforce experiences
Government organizations — at the federal, state, local, and 
tribal levels — have long acknowledged the power of the 
cloud to transform the public and employee experience and 
advance the mission. That’s not to say, however, that cloud 
adoption has been uniform, rapid, or even easy. 

The pandemic changed everything as public sector 
organizations embraced the cloud while pivoting practically 
overnight to support a remote workforce and digital delivery 
of vital public services. Today, government agencies are eager 
to build on this momentum and need partners that can help 
them accelerate migration and ensure security as threats and 
compliance requirements grow.

Okta and AWS answered that call — helping governments 
and educational institutions with operations, workflow 
security, and easy, secure access for the public and 
workforce. Working together, Okta and AWS make it easier 
to accelerate your agency’s migration to the cloud confidently.

Summary
Okta and AWS can help public sector organizations move 
to the cloud faster and more confidently, enabling them to 
deliver the modern applications and experiences that today’s 
workforce and citizens demand — all while complying with 
the highest security standards. Together, the integration 
delivers the modern security capabilities that meet 
tomorrow’s government requirements today. 

Government and educational entities can procure Okta 
solutions using the AWS Marketplace via Carahsoft.

Learn more
Visit Okta.com or contact your Okta representative today for 
more information on how you can accelerate and secure your 
cloud journey.
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Thank you for downloading this Okta resource! Carahsoft is the distributor for Okta 
solutions. 
 
To learn how to take the next step toward acquiring Okta solutions, please check out the 
following resources and information: 

For additional resources:  
carah.io/oktaresources 
 
 
For additional Infoblox solutions:  
carah.io/oktasolutions 
 
 
To set up a meeting:  
okta@carahsoft.com 
(833)-674-3990 

 
 

 
 

 
 

For upcoming events:  
carah.io/oktaevents 
 
 
For additional Cybersecurity certified 
solutions:  
carah.io/cybersolutions 
 
To purchase, check out the contract 
vehicles available for procurement:  
carah.io/oktacontracts 

 
 

 
 

 
 

For more information, contact Carahsoft or our reseller partners: 
okta@carahsoft.com| (833) 674-3990 
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