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F5 101 Application Delivery Fundamentals
Exam 101 Blueprint

https://partners.f5.com/learning/certification

https://partners.f5.com/learning/certification
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F5 101 EXAM - APPLICATION DELIVERY FUNDAMENTALS 

TMOS 13.1

Multiple Choice (there are NO True/False questions!)

Not Adaptive

80 questions in 90 mins

No command line engines

View whole exhibit before you close them

Manage Your Time!

You can flag, review and re-answer questions (within the 90-minute test limit!)

*Secure Sauce (exam tips) at the end of the presentation!

Exam Structure
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- After first failure, you must wait 15 days to re-test

- After second failure, you must wait 30 days to re-test

- After third failure, you must wait 45 days to re-test

- After fourth failure, you must wait 1 calendar year to re-test

F5 Exams: Multiple Attempt Rules!
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• Certification.f5.com

• Click link below login button to Create and Account

• Fill out the form information

• Receive email with F5 ID

• Receive email with Pearson Vue ID

• Follow email instructions

• Register for exam today!

F5 Candidate Registration
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• Practice Exams through ZooMorphix at www.examstudio.com

You will be able to setup account through Cert Program Enrollment Process

(see next slide for list of exams)

• Online exam study guides found here: 

https://clouddocs.f5.com/training/community/f5cert/html/

(NOTE: supporting K-Doc for each objective is listed – very helpful!)

• LinkedIn

F5 Certified Professionals  https://www.linkedin.com/groups/85832

LinkedIn – F5 Certified! – 101 https://www.linkedin.com/groups/6711359/profile

LinkedIn – F5 Certified! – 201 https://www.linkedin.com/groups/6709915/profile

Additional Certification Resources

© 2017 F5 NETWORKS

http://www.examstudio.com/
https://clouddocs.f5.com/training/community/f5cert/html/
https://www.linkedin.com/groups/85832
https://www.linkedin.com/groups/6711359/profile
https://www.linkedin.com/groups/6709915/profile
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Available F5 practice exams
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GETTING STARTED SERIES

F5 online partner training resources
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• You will need basic exposure to the F5 TMOS GUI

• Because you are an F5 partner you can download our vLab Environment

https://downloads.f5.com/

• You will need to download necessary vLab content as well as BIG-IP VE

• You can run this in ESXi or anywhere you can run VMWare WS or Fusion.

• Follow instructions in the vLab documentation to build out environment.

This class/presentation content:

https://clouddocs.f5.com/training/community/f5cert/html/class1/class1.html

vLab Environment 

© 2017 F5 NETWORKS

https://downloads.f5.com/
https://clouddocs.f5.com/training/community/f5cert/html/class1/class1.html
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Section 1: Configuration
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GIVEN A SET OF REQUIREMENTS, CONFIGURE VLANS 

• Assign a numeric tag to the VLAN if required

• Determine appropriate layer 3 addressing for 

VLAN

• Specify if VLAN is “tagged or untagged”

Objective 1.01

https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/tmos-routing-administration-13-1-0/5.html

https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/tmos-routing-administration-13-1-0/5.html
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Objective 1.02: 
Determine switch, router, & application connectivity requirements

Router: Layer 3; forwards data packets between computer networks (WAN)

Firewall: Layer 3, 4; monitors & controls incoming/outgoing network traffic

Switch: Layer 2; connects devices using packet switching (LAN)
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NFVS – 10.128.10.0 /24 :*

NFVS – 0.0.0.0/0 :*

https://clouddocs.f5.com/training/community/f5cert/html/class1/modules/module1.html

https://clouddocs.f5.com/training/community/f5cert/html/class1/modules/module1.html
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GIVEN A SET OF REQUIREMENTS, ASSIGN IP ADDRESSES  

• Interpret address and subnet relationships

• https://www.subnetting.net/

• Understand public/private, multicast addressing, and broadcast

• Class A: 0-127 first octet; Class B: 128-191 first octet; Class C: 192-223 first octet

• Explain the function and purpose of NAT and of DHCP

• Network Address Translation / Dynamic Host Configuration Protocol

• Determine valid address IPv6

• Example: convert IPv4 127.0.0.1 to IPv6 (https://tools.ietf.org/html/rfc2373)

Objective 1.03

https://www.subnetting.net/
https://tools.ietf.org/html/rfc2373
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STATE THE SERVICE THAT ARP PROVIDES

• Identify a valid MAC address (unique 48-bit hardware number, 6 octets; Hex)

• Hypen-Hexadecimal notation: 00-0a-83-b1-c0-8e

• Colon-Hexadecimal notation: 00:0a:83:b1:c0:8e

• Period-separated Hexadecimal notation: 00.0a.83.b1.c0.8e 

• Define ARP and explain what it does

• Address Resolution Protocol (https://en.wikipedia.org/wiki/Address_Resolution_Protocol)

• State the purpose of a default gateway

• A node in a computer network acting as a forwarding host when no other route matches the destination 

IP address of a packet

Objective 1.04

https://en.wikipedia.org/wiki/Address_Resolution_Protocol
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GIVEN A SCENARIO, ESTABLISH REQUIRED ROUTING

• Explain why a route is needed

• The process of selecting a path for traffic between networks or across multiple networks

• Explain network hops

• The number of devices between the sending unit and the destination of the communication

• Given a destination IP address and routing table, identify a route to be used

• Every computer that runs TCP/IP makes routing decisions based on the routing table 

• (C:Users\mwoods> route print | more

• https://en.wikipedia.org/wiki/Routing_table

Objective 1.05

https://en.wikipedia.org/wiki/Routing_table


*Objective 1.02*

Cisco vs F5

Explain protocols and technologies specific to the data link layer

Port Channel

Trunking VLAN Tagging

Trunking
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IP packet traversing a topology at each network hop

Src MAC = Host A

Dest MAC = DGW Router A

Src IP = Host A

Dest IP = Host B

Src MAC = Router A

Dest MAC = Router B

Src IP = Host A

Dest IP = Host B

Src MAC = Router B

Dest MAC = Router C

Src IP = Host A

Dest IP = Host B

Src MAC = Router C

Dest MAC = Host B

Src IP = Host A

Dest IP = Host B
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DEFINE ADC APPLICATION OBJECTS

• Define load balancing including intelligent load balancing and server selection

• Virtual Servers – VIP’s; also called Listeners (IP address and Port) 

• Pools – a logical set of devices; handles local distribution 

• Pool Members – a logical object that is associated with an IP address and Port number

• Nodes – is a logical object on the BIG-IP system that identifies the IP address of a physical resource

• Explain features of an application delivery controller

• A network device that routes client's requests for application services to the most available resource

• Explain benefits of an application delivery controller

• Increase the efficiency, performance, security and reliability of applications

Objective 1.06
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BIG-IP Configuration Utility – Network Map



| ©2018 F5 NETWORKS22

Section 2: Troubleshooting
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IDENTIFY GENERAL MEANINGS OF HTTP ERROR CODES

• Identify general meanings of HTTP error codes

• (https://en.wikipedia.org/wiki/List_of_HTTP_status_codes)

• Identify reasons and methods for connection termination

• TCP (FIN flag); HTTP (connection termination);

• Identify causes for failure to establish connection

• Loss of network, URL error, mis-configure (putty session), etc.

Objective 2.01

https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
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IDENTIFY APPLICATION AND NETWORK ERRORS

Objective 2.01: HTTP methods

https://en.wikipedia.org/wiki/CURL

https://en.wikipedia.org/wiki/CURL
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GIVEN A SCENARIO, VERIFY LAYER 2 MAPPING (TMSH “SHOW” COMMAND)

Objective 2.02

Examples:

- Show ltm pool

- Show ltm virtual

- Show net vlan

- https://clouddocs.f5.com/cli/tmsh-reference/latest/

https://clouddocs.f5.com/cli/tmsh-reference/latest/


| ©2019 F5 NETWORKS26

GIVEN A SCENARIO, VERIFY LAYER 2 MAPPING (ARP)

• Explain one-to-one mapping of MAC to IP

• BIG-IP system supports Address Resolution Protocol (ARP), an industry-standard Layer 3 protocol. 

• Given a network diagram or ARP command output, determine if ARP resolution was successful

• Explain the purpose of MAC masquerading

• A unique, floating MAC address that you create/control

• Minimizes ARP communications during failover; ensures traffic delivery without “re-learning”

Objective 2.02
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GIVEN A SCENARIO, VERIFY TRAFFIC IS ARRIVING AT A DESTINATION

• Explain how to acquire packet captures

• tcpdump: a command line utility line packet sniffer with many features and options

• View a packet capture and identify source and destination

• tcpdump -i <interface>; example: tcpdump -i 1.1 | more (listening on interface 1.1)

• tcpdump -i <VLAN>; example: tcpdump -i external | more (listening on external VLAN)

• Interpret statistics to show traffic flow

Objective 2.03
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GIVEN A SCENARIO, VERIFY LAYER 1 CONNECTIVITY

• Given an exhibit of the front ethernet panel, explain why there is an imbalance in link use

• https://techdocs.f5.com/kb/en-us/archived_products/sam/manuals/product/pg_4300/pg_4300_lcdfunctions.html

• Interpret ifconfig output (interface bandwidth)

• https://en.wikipedia.org/wiki/Ifconfig

• Explain potential L1 failure modes (duplex settings, cable out of specification)

• Many possibilities: power outages, h/w failures, faulty SFP, EMI, etc.

Objective 2.04

https://techdocs.f5.com/kb/en-us/archived_products/sam/manuals/product/pg_4300/pg_4300_lcdfunctions.html
https://en.wikipedia.org/wiki/Ifconfig
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INTERPRET IFCONFIG OUTPUT (INTERFACE BANDWIDTH) HTTPS://EN.WIKIPEDIA.ORG/WIKI/IFCONFIG

Objective 2.04: F5 BIG-IP front ethernet panel

https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/platform-i2000-i4000/1.html#guid-0f2cb19a-9ff1-4583-9f0a-0f3c2cc04a88

https://en.wikipedia.org/wiki/Ifconfig
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/platform-i2000-i4000/1.html#guid-0f2cb19a-9ff1-4583-9f0a-0f3c2cc04a88
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Section 3: Maintenance
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GIVEN A SCENARIO, REVIEW BASIC STATS TO CONFIRM FUNCTIONALITY

• Interpret traffic object statistics

• https://clouddocs.f5.com/cli/tmsh-reference/latest/commands/show.html

• Show: use within “tmsh” (traffic management shell) to display statistics/status of components

• Interpret network configuration statistics

Objective 3.01

https://clouddocs.f5.com/cli/tmsh-reference/latest/commands/show.html
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LOCAL TRAFFIC OBJECT STATISTICS

Objective 3.01
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Objective 3.01
Local Traffic Object Statistics: tmsh show ltm pool test2_pool
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GIVEN A SCENARIO, DETERMINE DEVICE UPGRADE ELIGIBILITY

• Determine when to upgrade software

• https://devcentral.f5.com/s/articles/ihealth-upgrade-advisor-making-upgrades-a-little-easier-20001

• https://support.f5.com/csp/article/K12878 (how to generate a qkview file; TMOS v13.x)

• Determine when to upgrade platform (considerations: end of sale; end of new s/w support, etc.)

• https://support.f5.com/csp/article/K4309

• Determine steps to minimize upgrade downtime (open a support ticket; contact F5 PS)

• https://support.f5.com/csp/article/K84554955

Objective 3.02

https://devcentral.f5.com/s/articles/ihealth-upgrade-advisor-making-upgrades-a-little-easier-20001
https://support.f5.com/csp/article/K12878
https://support.f5.com/csp/article/K4309
https://support.f5.com/csp/article/K84554955
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GIVEN A SCENARIO, DETERMINE DEVICE UPGRADE ELIGIBILITY

Objective 3.02
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GIVEN A SCENARIO, INTERPRET TRAFFIC FLOW

• Explain application client-server communication

• https://en.Wikipedia.org/wiki/Client-server_model

• Interpret traffic graphs (Interpret SNMP results)

• https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-

implementations-13-1-0/13.html#guid-e3d151c1-c6ef-413e-9e16-d41411ff7b1e

Objective 3.03

https://en.wikipedia.org/wiki/Client-server_model
https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-13-1-0/13.html#guid-e3d151c1-c6ef-413e-9e16-d41411ff7b1e


| ©2019 F5 NETWORKS37

GIVEN A SCENARIO, INTERPRET SERVICE STATUS 

• Compare active vs inactive ADC elements (https://support.f5.com/csp/article/K12213214)

• Infer services for given netstat output

• https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers

• Determine whether a service is listening on a given port based on netstat output

• https://www.thegeekstuff.com/2010/03/netstat-command-examples/

Objective 3.04

https://support.f5.com/csp/article/K12213214
https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
https://www.thegeekstuff.com/2010/03/netstat-command-examples/
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GIVEN A SCENARIO, INTERPRET SYSTEM HEALTH 

• Generate a Qkview and upload to iHealth

• https://support.f5.com/csp/article/K12878#5

• Review logs

• https://support.f5.com/csp/article/K16197

• Ensure efficacy of maintenance tasks (alert endpoints, verify backups)

• https://support.f5.com/csp/article/K34421741

• Review system vitals (disk space, CPU load, memory, bandwidth)

• https://techdocs.f5.com/kb/en-us/products/big-ip_analytics/manuals/product/analytics-implementations-13-1-0/8.html

Objective 3.05

https://support.f5.com/csp/article/K12878#5
https://support.f5.com/csp/article/K16197
https://support.f5.com/csp/article/K34421741
https://techdocs.f5.com/kb/en-us/products/big-ip_analytics/manuals/product/analytics-implementations-13-1-0/8.html
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Objective 3.05
Here is a screenshot of the iHealth Report
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Section 4: Knowledge
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EXPLAIN COMMON USES FOR ICMP

• Explain the purpose of an IP TTL

• https://en.wikipedia.org/wiki/Time_to_live

• Explain the purpose of HTTP keep-alive

• https://en.wikipedia.org/wiki/Keepalive

• Explain the purpose of ICMP echo request/reply

• https://en.wikipedia.org/wiki/Ping_(networking_utility)

• Explain reasons for ICMP unreachable

• https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol

Objective 4.01

https://en.wikipedia.org/wiki/Time_to_live
https://en.wikipedia.org/wiki/Keepalive
https://en.wikipedia.org/wiki/Ping_(networking_utility)
https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol


| ©2019 F5 NETWORKS42

Objective 4.02

• Identify the layer for a MAC address

• Identify the layer for a UDP/TCP port

• Identify the layer for an IP address

• Identify the layer for applications

MAP FUNCTIONALITY TO OSI MODEL 

https://en.wikipedia.org/wiki/OSI_model

https://en.wikipedia.org/wiki/OSI_model
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EXPLAIN USE OF TLS/SSL

• Explain the purpose of TLS/SSL certificates (self signed vs CA signed)

• https://en.wikipedia.org/wiki/Transport_Layer_Security

• Explain the rationale for using TLS/SSL

• https://en.wikipedia.org/wiki/Transport_Layer_Security

• Explain TLS/SSL traffic flow scenarios in BIG-IP

• https://techdocs.f5.com/en-us/bigip-15-1-0/big-ip-system-ssl-administration.html

Objective 4.03

https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://techdocs.f5.com/en-us/bigip-15-1-0/big-ip-system-ssl-administration.html
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EXPLAIN THE FUNCTION OF A VPN

• Explain the rationale for using VPN (privacy, encryption, anonymity)

• https://en.wikipedia.org/wiki/Virtual_private_network

• VPN technology was developed to allow remote users and branch offices to access corporate 

applications and resources using an encrypted layered tunneling protocol, and authentication methods 

including passwords or certificates, to gain access to the VPN…

• Identify valid uses for VPN

• https://www.f5.com/services/resources/glossary/ssl-vpn

• IPsec: most useful for establishing VPN between two fixed end-points (such as two offices or 

for, site-to-site tunnel communications)

Objective 4.04

https://en.wikipedia.org/wiki/Virtual_private_network
https://www.f5.com/services/resources/glossary/ssl-vpn
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EXPLAIN HIGH AVAILABILITY (HA) CONCEPTS

• Explain methods of providing HA integrity

• Operational performance and system uptime; NO single points of failure!

• Explain methods of providing HA

• F5 BIG-IP HA pair: Active-Active or Active-Standby

• Device Service Clustering

• https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-system-device-service-clustering-

administration-13-1-0.html

• Explain advantages of HA

• https://en.wikipedia.org/wiki/High_availability

Objective 4.05

https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-system-device-service-clustering-administration-13-1-0.html
https://en.wikipedia.org/wiki/High_availability
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EXPLAIN REASONS FOR SUPPORT SERVICES (DNS, NTP, SYSLOG, SNMP, R ETC) 

• Explain the purpose of DNS (Domain Name System)

• Associates a common name with an IP address (port 53) and is a “phone book” for the Internet

• Select the appropriate tool to confirm DNS resolution is successful for a host name

• https://blog.dnsimple.com/2015/02/top-dns-lookup-tools/ (nslookup, dig, ..)

• Explain what syslog is https://en.wikipedia.org/wiki/Syslog

• Explain the purpose of NTP https://en.wikipedia.org/wiki/Network_Time_Protocol

• Explain SNMP as it pertains to ADC element monitoring (SNMP: ports 161/162)

• https://support.f5.com/csp/article/K4026

Objective 4.06

https://blog.dnsimple.com/2015/02/top-dns-lookup-tools/
https://en.wikipedia.org/wiki/Syslog
https://en.wikipedia.org/wiki/Network_Time_Protocol
https://support.f5.com/csp/article/K4026
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- Know thyself! Morning person or afternoon person? Schedule exams accordingly

- Prometric has been added as an authorized testing facility (after a several year hiatus)

- 2 forms of photo ID required (license or company badge, and passport for example)

- Dedicate enough time for exam preparation!

- Answer all questions the first time through – no exceptions!

- Mark 10 questions for review at most

- Do NOT change an answer unless you are 100% sure you have initially answered wrong. Your first, best 

guess is usually correct (you don’t want changing a correctly answered question!)

- Use the F5 exam “Blueprint” to understand what topics you will be tested on

- A minute to win it!

- 67.5 seconds per question (80 questions, 90 minutes – do the math..)

- F5 is VERY good at presenting “distractors” to students

- When trying to fill knowledge gaps, map the testing topic section to a Knowledge (K) document

- Aim high, and fight for every question

- Taking a practice exam is absolutely recommended ($25 for each, $40 for two) – no more than 2 attempts

The great Vince Lombardi told his new team in 1959 that they were going to relentlessly chase perfection. We will never get 
there, but in the process, we will catch excellence!

Secret Sauce!
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What’s Next 

F5 202 or F5 201?
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