Perspective Shift: Building a Culture
of Cloud in Higher Education

As colleges and universities increasingly move to the cloud, acceptance among
the campus community also grows.

ARCH 2020 FOUND MOST industries
M scrambling to shift core capabilities and

workloads immediately to the cloud in
support of remote work and data management,
and maintaining some semblance of normalcy
when the reality was anything but.

Today, higher education IT professionals refer
to “the new normal” when discussing the many
modes of learning, research, and other day-to-
day hybrid work now possible thanks to cloud
computing. The monumental movement and
general acceptance of the cloud within higher
education happened nearly overnight, after
years of hesitance and reluctance on the part

of higher ed leaders who sought greater on-site
control over data and operations. That reluctance
transformed to trust as cloud-based operations
proved their mettle, and institutions by and large
today embrace a new way of working through

the ongoing and continuous change of digital
transformation.

"That's probably the biggest change - that
change is the constant,” said Bill Greeves, an
industry advisor for SAP who supports the
organization's education customers. As a former
ClO and deputy county manager for Wake
County, N.C., Greeves saw firsthand the overnight
transformation to cloud-based workloads to keep
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government and citizen services up and running
at the onset and throughout the pandemic.

For higher education, Greeves said, “cloud
now seems to be the general solution because
it gives you that ability to be more modular in
your approach, more rapid in your deployment,
and more flexible in the how and where and
what you want to accomplish. Everyone | talk to
in the higher education space sees the value, for
sure, but there are many stops on continuum of
getting there.”

Drivers of Change

In March 2021, The Chronicle of Higher Education
surveyed senior higher education leaders and
revealed that of 665 participants, 54.3% were
in the cloud already and 63% expected cloud
service adoption to increase. Respondents
predicted that 68.6% of their applications would
be in the cloud by March 2023.

"Senior leaders overwhelmingly said cloud-
computing services have been valuable in
responding to institutional needs (96%), which
aligns to growth being seen in cloud adoptions
industry-wide,” a press release announcing the
survey results stated.

Leaders said the top areas where cloud-

Online Instruction

Student Services

Enrollment and Admissions Management
Adoption of Technology & Functionality
Strategic Reallocation of IT Staff

Financial Management

based capabilities would most benefit operations
included online instruction (cited by 76%
of respondents); student services (56%);
enrollment and admissions management
(52%); adoption of the latest technology and
functionality (52%); strategic reallocation of IT
staff (43%); and financial management (33%).
Given the reliance on cloud-based technologies
and applications to advance so many elements of
institutional missions, another pandemic result
finds more ClOs and IT leaders with a seat at the
table, according to the Chronicle survey. Eighty-
six percent of survey respondents reported that
the pandemic has required closer collaboration
between senior administrators to make strategic
decisions about technology. A fully 75% expected
that collaboration to continue post-pandemic.
“It's not just the pandemic.” Greeves
asserted. “It's also the other things that
happened as a result of the pandemic, like the
workforce shift and the Great Resignation.
It's been this confluence of different events,
but collectively these occurrences expedited
digital transformation efforts across the board
and that's a monumental shift. It's a shift in
technology of course but more so in mindset and
cultural acceptance.”
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Accelerate Agility

As higher education offloads humdrum

workloads to the cloud, the conversation turns

to how to remain open to what’s next.

S THE DEBATE OVER CLOUD VERSUS
Aon-prem resolves, higher education leaders

shift their focus to how to leverage the
cloud to deliver on their most mission-critical
priorities — in research, the classroom, and the
provost's office. How to ensure value from every
precious funding dollar spent is one question
that's not likely to go away anytime soon. Campus
Technology recently spoke with SAP’s Bill Greeves,
an industry advisor focused on the public sector,
including government and education. Greeves says
IT and higher ed leaders can rest assured they don't
have to determine the answer alone.

The cloud certainly allows colleges and
universities to operate with greater agility
and to iterate as they go, which has not
always been a place where higher education
institutions have found themselves.

GREEVES: That's true! And they've struggled in
the wake of the pandemic with the loss of their
student population and with the infrastructure to
support remote learning capabilities while also
suffering from student and faculty loss. They had
to do a pretty quick shift.

Some schools have done some really great
things with remote learning and working
capabilities. Some of that they had to MacGyver
together practically overnight in order to be able to
keep teaching, issuing paychecks, and all of those
other critical back-end functions. And now those
shifts are permanent to some degree. You can't get
that genie back in the bottle. They've got to adapt

and Integrate Data

BILL GREEVES
Industry Advisor,
SAP

their existing resources and shift the mentality but
also bring in those new systems and capabilities
to support that shift. Once they've done that, they
can be more agile, more responsive, and be more
prepared for the next thing.

What'’s different today for higher
education, as far as how colleges and
universities look at the cloud or use the
cloud? What prompted those shifts?

GREEVES: The last couple of years in particular
have seen just massive amounts of change — but it's
not just due to the pandemic. There's always been a
movement toward digital, to move more applications
and infrastructure to the cloud, and most
institutions were somewhere along that continuum
to become nimbler and more digital-based — but
these last few years expedited the transformation.
Universities have all these applications
that support not only their workforce but also
their learning capability, building management,
everything. All of that was part of the shift
forward to continue to support the education
workspace. Now that pendulum has swung
back somewhat to a more traditional learning
environment, but hybrid learning is not going
away. It's here to stay. Despite all of the negatives
associated with the pandemic, it proved that we
can evolve our service delivery and do it very
rapidly if we employ the right technologies.

For some time there was this question of
whether higher education could meet the
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needs of all students, be available when
students wanted to learn, and be flexible.
It seems like the pandemic required
everyone to stop talking about those
issues and just make it happen, right?

GREEVES: Yes, that's right, exactly! | think of it
as more of a continuum. It's not “we were here
and now we're here and we're done."” It's more
so, "we were there, now we're here, and then

we got a less-than-gentle prod so now we're

way over here." We're moving faster, we're
becoming smarter, and we're learning from those
challenges and those opportunities.

There are certainly some challenges,
specifically in higher education, with the
complexity of their technology landscape. A lot
of university systems manage technology in a
decentralized fashion, across schools, campuses,
departments, and that complexity must be
simplified. As a former CIO, | believe that it
should be centralized as much as possible, but
if it can't be centralized then at least it needs to

be more transparent or more visible, so that you
understand all of those moving parts and how
they can and should fit together.

Beyond the technology piece, what we sometimes
overlook or underestimate is the culture shift.
Having an effective change management program,
and strong governance to keep these things front
and center with everybody who's impacted, making
sure they understand why these things are being
done for them, rather than to them, are important
pieces in promoting the culture shift.

So much of the day-to-day operations,
research, learning, recruitment, all
depends on data. How critical is the
cloud to achieving a school’s goals in
those areas?

GREEVES: Moving out of traditional legacy
systems, which most of these universities
struggle with, means getting rid of those data
siloes. The cloud offers greater integration
capability and greater access to data extractions
and data sharing, pooling that data, putting it
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in a warehouse or a lake. From a business value
perspective, that usually means more reliable and
easier data management capabilities for the tech
staff. Layer a mature analytics suite on top of that
and you'll move from single-use, isolated report-
outs to a more holistic, predictive analytics model
that you can deliver in an accessible manner.

The result is cleaner, more comprehensive data,
delivered in a successful format to the business
users. That's all about shifting from isolated,
reactionary reporting to more transparent and
accessible foresight. That, to me, is the biggest
opportunity of cloud in higher ed, both from

a student perspective and a faculty support

perspective, all the way up to research capabilities.

When you delve into the larger research
universities, perhaps the most challenging
component of cloud migration is the security. This
is kind of a double-edged sword. Cloud offers the

ability to harden your infrastructure, segment

and secure critical data and systems, and harden
defenses against the most common threat vector,
which is our people. Obviously, you're not going
to eliminate people from your network, but you
can isolate and protect the core systems and
segment them in the cloud. On the downside,

you have to worry about things like data security.
And from a data security standpoint, moving to
the cloud raises significant concerns, particularly
around regulatory requirements like HIPAA and
FERPA. How do you handle things like e-discovery,
or personnel matters, or legal processes? That
becomes more complex and more time consuming

when you move things to the cloud. All of that
can be resolved, but it creates a larger challenge.
| think sometimes that feels daunting, especially
when universities are at the beginning of that
continuum in moving to the cloud.

Where do you suggest universities get
started and prepare for their journey
to the cloud?

GREEVES: First, have a strong, modern, mature
information security program. Back when | was
first getting started in public sector IT, security
was about protecting the physical: putting antivirus
on the laptops or having intrusion detection tools
monitoring your network. When you're talking
about the cloud, you want to be able to put stuff
out beyond your network. Security is more about
managing data assets, knowing where they are,
knowing how they're protected, who owns them,
who has access to them. It's less about physical
security and more about policy management.
Second, recognize that all of your contractual
agreements with your service providers or vendors
must be redesigned. You can't cram this kind of
new operating model into the terms and conditions
that were designed for on-prem systems. You must
have sound clauses around data ownership and
continuity of operations. You're almost starting
over from scratch to say, "You are going to hold my
data for me up here in this area, but | have access
toit and I ownit.”

Are there still adherents to private clouds?

GREEVES: They're still being built. I wouldn't say
there's a strong prevalence in terms of one type
of cloud over another. However, | think everyone
should pursue public cloud options wherever
possible, where you get a standard approach,
industry best practices are being put into it, and
the basic tasks are moving forward on autopilot so
that you don't have to spend so much time on it.
Many universities have extremely complex
technology landscapes and it's rare that they can
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wipe the slate clean with a brand-new install of
everything all at once. Whether they have public
cloud or private cloud or hybrid, they need an
integration platform to help them connect those
disparate systems, to deliver comprehensive
services to students, faculty, staff, parents, whoever.
With a powerful integration platform, having
multiple clouds is OK because they can deploy low-
code, no-code applications or services, or can reach
into systems to perform data mining, even while
they're hopefully working on a long-term strategy
for consolidation, modernization, and simplification.
It takes away the need to define what type of cloud
they're going to belong to. What ultimately makes
the most sense is striving for that public, simpler
version wherever feasible. Saying you want to be
there and then getting there, there's a big gap there
obviously, so you've got to try to figure out how to
get on that path, and while you're going, make the
best of your operating opportunities.

What advice would you offer to IT leaders
in higher ed today?

GREEVES: Institutions that are moving to cloud
and grabbing onto some of the cutting-edge
technologies to get rid of mundane, routine
tasks are finding ways to employ technology

to make better use of very limited resources,
whether that's staffing or funding dollars. This
frees up staff to complete more critical tasks
that require a human touch. To me, that's the
best use case for technology and you cannot
get there through a legacy on-prem solution.
You've got to be up for the very latest and
greatest to take advantage of that. Don't go out
and buy shiny new technology for technology’s
sake, but if you know what your university's
business objectives are and you can find the
technology to fulfill that need, then that's really
the pinnacle. That's where you want to be. You
want to be able to say, “This was a business
problem we had. This technology did that for us,
and now we've got this additional capacity to do
the next thing.” And then you'll be more flexible,
more adaptable, and generally more prepared
for whatever happens next!
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