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The State of Supply Chain Defense: Annual Global Insights Report 2025

Foreword

\Welcome to BlueVoyant's sixth annual report on the State of Supply Chain Defense.

Over the past five years, we've chronicled the ups and downs of third-party risk management (TPRIVI)
as itevolved from an immature awareness program to the established operational function itis today.
This year, we refined our survey methodology to better reflect evolving priorities across industries and
geographies. It'simportant to note that all of those surveyed were from organizations that had a risk-
owner function.

It's no longer a question of “should we build this program?” but now, “how do we do this effectively?”
This year’s survey explores not only what organizations are doing, but how, why, and what gaps they're
seeing.

The data reveals that as organizations invest heavily in tools, teams, and processes, the gap between
program maturity and organizational commitmentis widening. \While there are bright spots, the overall
direction suggests that mature programs don’t automatically equal positive outcomes.

This year’s report focuses on the following key themes:

> Operational challenges: Despite growing maturity among surveyed organizations, TPRM
programs face a widening gap in internal support and alignment. The strategy may be there, but
tactically it’s hard to execute without far-reaching support. To dive into this thought, we separated
our challenge question to focus on both operational and organizational issues. \With 60% of
organizations citing internal resistance as a top barrier to program maturity and effectiveness, it's no
wonder thatit's hard to execute.

> Compliance over risk reduction: Organizations are building TPRM programs to check a
compliance box and not necessarily reduce risk. Only 16% of respondents identified risk reduction
as a primary program driver. Instead, they are motivated more by cyber insurance requirements,
contractual obligations, and board mandates — all of which support compliance. \While meeting
minimum compliance requirements is critical, meaningfully reducing risk would lead to the same or
better compliance result. Compliance is step one, not necessarily the end goal. The fact that 96% of
respondents experienced a cyber incident at one of their suppliers underscores the need to focus on
actual risk reduction.

Focusonrisk reduction

Have experienced a

third-party incident 96%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

> Scale: \\Vith 96% of organizations expecting to grow their vendor ecosystem over the next year, the
attack surface continues to widen. But without organizational support and integration across tools
and teams, silos will only continue to grow, limiting risk visibility.
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One positive trend was the increase in organizations being proactive about working with their third-
party vendors. \While 19% of organizations rely on vendor attestation alone, 23% use external third-
party monitoring, risk ratings, or threat intelligence feeds for verification. And with 45% of organizations
working with vendors directly to remediate issues, this collaboration is a step in the right direction.

Ninety-six percent of respondents expect their vendor ecosystems to grow in the next year. Thirty-
two percent expect their ecosystem to grow by 11-15%, and 35% expect 6-10% growth. Here’s the
breakdowvn by organizational size:

Expected VVendor Ecosystem Growth

100%

98%
96%
94%
92%
90%
88%
86%
84%
82%

1K-5K B5K-10K 10K-15K 16K-20K 20K-25K 25K+

Percentage of global respondents expecting their vendor ecosystem to grow in the next 12 months by organizational size

In positive news, 95% of respondents estimated that their TPRM spending increased over the past12
months to further support this growth and continue maturing their program.

\We found that common challenges have shifted as priorities change. Organizations are fully aware of
the risks their third-party vendors pose, but they're less clear on how to tackle the problem because of
inconsistent organizational support. \While the 2024 challenges were more tactical — knowing how to
penalize vendors who don't fix issues and meeting regulatory requirements — this year’s signal more
of asystemicissue. There's less focus on what to do with vendors who aren't proactive about risk, and
more focus on getting the organization in order internally.
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2025 Top Challenges 2024 Top Challenges

Understanding how to penalize third parties/
suppliers when they don'trespond or remediate
issues

1 Lack of integration to broader enterprise risk or
GRC tools and processes already in use

2 Getting suppliers to take remediation action when Meeting regulatory requirements and ensuring
risks are identified third-party cybersecurity compliance
3 Continuous monitoring of supplier risk posture Enforcing SLAs with all our third parties/suppliers

and getting them to comply

\When it comes to Al, organizations identify this technology as best suited for continuous monitoring,
recognizing that automation will be essential for maintaining visibility as the attack surface expands.
Yet technology alone won't solve the fundamental challenges of organizational alignment and
strategic prioritization.

For six years now, the goal of this report has been to raise awareness and understanding for building a
TPRM program. As organizational attitudes and priorities evolve, we're excited to share our
2025 findings.
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Methodology

BlueVVoyant commissioned its sixth annual survey undertaken by independent research organization,
Opinion Matters, in September 2025.

Eighteen hundred chief information officers (Cl0O), chief information security officers (CISO), chief
operating officers (COQ), chief security officers (CSO), chief technical officers (CTO), and chief
procurement officers (CPO) responsible for supply chain and cyber risk management were surveyed.
The respondents represented organizations with 1,000-plus employees across a range of industries
including: financial services, healthcare and pharmaceutical, utilities and energy, retail, manufacturing,
and defense. To gain a global perspective, the research was conducted in the following countries/
regions: U.S., Canada, DACH (Germany, Austria, Switzerland), the U.K., APAC (including Australia,
Malaysia and the Philippines), Japan, and Singapore. The data was collected between September 16
and September 25, 2025.
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At a Glance

/%

97% of organizations

were negatively
impacted by atleast one
breachintheir supply
chain

Despite growing budgets and
maturity, this is a telling increase
from 2024's 81%.

0%

60%* of companies say
internal buy-inis atop
challenge

Organizations understand the
criticality of TPRM programs yet
struggle to gain support across the
company.

parties toremediate
issues

This represents a welcome
shift toward collaboration and
accountability.

96% of organizations
expect theirvendor
ecosystem to grow

Asthe attack surface expands, an
effective TPRM program is more
importantthan ever.

*60% is a total of three separate answers from the question, “VWhat, if anything, is the top organizational challenge to maturing your organization’s Third-Party Risk Management program?”:
Internal resistance to change that may be required to mature our Third-Party Risk Management program (25%); Collaboration across all the key internal stakeholders (21%); and Executive

support (14%,).

**45% is a composite of two responses from the question, “If you find a problem with regards to your Third-Party’s cybersecurity, how do you go about remediation?”: “We work with the Third

Party each step of the way until the issue is rectified” (23%); and “\\Ve identify the problem with the Third Party and help them to find a solution” (22%)).

2
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Key Findings
Observation1: As TPRM programs mature, they’re lacking internal support

Program maturity does not guarantee effectiveness. \While nearly half (46%) of organizations report established and
optimized TPRM programs, we see a troubling gap between maturity and organizational support. Despite years of
investment and awareness, TPRM initiatives continue to struggle to gain internal alignment.

One reason could be executive engagement. \With only 24% of organizations briefing senior leadership on security
matters monthly or more often, the majority (59%) only hold these briefings every three to six months. \Without this
visibility, executives likely won’t throw their support behind a program they don’t understand or aren’t fully aware of.

With 60% of respondents citing internal challenges — resistance to change, collaboration across all the key internal
stakeholders, and executive support — the challenges run deep. One industry that saw big changes in the past year
was financial services. Once an industry benchmark, we noted those reporting established or optimized programs
at only 36%, and just 17% report briefing senior leadership monthly or more. This tells us that maturity is not a single
destination, but rather a living program that requires engagement and support.

Observation 2: Reducing risk may be taking aback seat to compliance

Our data suggests that some organizations are building TPRM programs based on compliance check boxes, rather
than truly reducing risk. Only 16% of respondents listed risk reduction as the primary program driver, while cyber
insurance requirements, contractual obligations, and board mandates came out on top. Though a compliance-first
mentality may feel like the right path, risk reduction efforts would likely get organizations to the minimum compliance
baseline, if not better.

Organizations increasingly recognize supply chain risk as a cybersecurity imperative, with 36% of programs now
housed within either cyber/information security or information technology teams — a positive shift from previous
years. \While these teams are naturally risk-oriented, 64% of programs reside in other functions and compliance-
focused teams such as legal, finance, and procurement. These departments are structurally oriented toward meeting
contractual and regulatory requirements, not proactively reducing exposure. Compliance mandates set a minimum
threshold for organizations to achieve. \With 97% of organizations experiencing at least one breach in their supply
chains, checking the compliance box can lead to a false sense of security. Compliance is step one, but risk reduction
should be the ultimate goal.
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Observation 3: Gapsinintegration lead to silos and inefficiencies

\While organizations have made investments into TPRM tools and processes, many have neglected to integrate those
into broader enterprise risk frameworks. Sectors like financial services, manufacturing, defense, and retail all listed a
lack of integration as a top pain point.

Afragmented program unfortunately leads to fragmented results. When teams operate in silos, the entire organization
loses risk visibility. Gaps in integration make for inefficient workflows, disconnected reporting, and slow responses to
incidents — all of which makes it difficult to prove value to a potentially skeptical senior leadership team. Fortunately,
there have been some positive shifts. Forty-five percent of organizations now report working directly with vendors for
remediation, a notable shift from monitoring vendors to partnering with them.

\When teams come together with a joint goal of reducing risk, resources work more effectively and value is clearer.
Observation 4: Vendor ecosystem growth often surpasses program maturity

An overwhelming 96% of organizations plan to grow their third-party ecosystems over the next year, with some
sectors like healthcare projecting double digit expansion. This begs the question — what are these organizations doing
to manage this growth? Unfortunately, many organizations are adding vendors faster than they're adding visibility,
validation, or remediation capacity.

Another area of focus is vendor risk tiering. Our survey found that more than half (57%) of companies consider
30-50% of their suppliers to be critical. When this much of a vendor population is considered “critical,” the term
loses its meaning. If half your vendors are critical, you may be lacking a strong prioritization strategy. This vields an
overwhelming attack surface with no clear way to allocate limited resources.

This lack of a sophisticated tiering system is even more concerning the bigger your ecosystem grows. Basing
prioritization on factors like contract value or operational criticality fails to capture the full picture of risk, such as access
to sensitive data, security posture, and the potential for cascading failures.

Finally, too narrow a focus on compliance means risk reduction takes a back burner. As organizations growv their third-
party ecosystem, knowing where your risks lie is critical.

Observation 5: Positive trends
Despite the gaps between maturity and effectiveness, there are several encouraging trends to note.

Collaborative vendor management remains high, with 45% of organizations working directly with third parties to
remediate issues.

Structural improvements are also taking hold as TPRM program ownership consolidates. Thirty-six percent of
programs now sit within security-focused teams, such as cyber and information security and IT. While not the majority,
this trend is going in the right direction.

Financial commitment across organizations is also increasing. \With 95% of organizations estimating that their
spending increased this year, leadership is making TPRM a priority.

Finally, the defense sector continues to prove that maturity and internal alignment deliver the best outcomes. \\With
60% reporting established or optimized programs, 30% conducting monthly or more frequent executive briefings, and
47% collaborating with vendors, this sector sets the standard for risk management.
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Blue\/oyant’'s TPRIVI
Recommendations

Monitor all vendors continuously and regularly
evaluate and refine vendor prioritization and tiering.

Base vendor tiering onrisk (rather than other
considerations like contract value), with a specific
focus on remediation for critical vendors.

Increase reporting and collaboration across
different organizational functions and ramp up
regular briefings to senior management to build
visibility and program buy-in.

Collaborate directly with third parties on
remediation to more effectively close the loop on
resolving issues and mitigating risk.

Codify Al-driven vendor assessment workflows
that tailor actions and analysis by vendor type,
improving efficiency, scalability, and coverage
across the vendor portfolio.
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Vertical Market Analysis

Financial Services

AtaGlance

> Most frequently used tools: Software Bill
of Materials (SBOM) (35% frequently); Risk
questionnaires (34% frequently); External security
ratings (31% frequently)

> Risktiering most commonly based on: Yearly
contract value

> Department mostlikely to own third-party
cyberrisk: Finance

> Top 3 challenges and pain points:
1. Internal resistance to change
2.Collaboration across key stakeholders

3. Lack of integration to broader enterprise risk or
GRC already in use

The financial services sector saw a major shiftinits
TPRM posture this year. With 64% of organizations
calling their programs early or in developing stages,
organizations may be feeling the effects of siloed teams
and low internal support. \With 34% citing internal
resistance to change as their biggest challenge, it seems
that the internal situationis rocky.

One area of concern is the low percentage of
organizations — just 17% — reporting that they brief
senior leadership on security on a monthly-or-better
basis. Ninety-nine percent of organizations experienced
breaches in the past year, the highest among surveyed
industries and a clear sign of systemic issues. \\ith
TPRM ownership mostly sitting in finance departments
rather than a security function, and programs driven by
yearly contract value, a check the box approach doesn'’t
seem to be delivering meaningful outcomes.

n |

99% of
organizations
reported negative
impactsfroma
compromise in their
supply chaininthe
pastyear

99%

The highest of surveyed industries.

36% feel that their
TPRM programis
established and
optimized

36%

\While 64% consider their program early and developing.

-~
17%

17% hold monthly-
or-better security
briefings with senior
leadership

The lowest rate globally.
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Healthcare and Pharmaceutical

AtaGlance

> NMost frequently used tools: Software Bill of
Materials (SBOM) (35% frequently); External
security ratings (35% frequently); Penetration
tests of Third-Party systems or applications (32%
frequently)

> Risktiering most commonly based on: Level of
access to critical data

> Department mostlikely to own third-party
cyberrisk: Cyber orinformation security

> Top 3 challenges and pain points:
1. Internal resistance to change
2.Collaboration across key stakeholders

3. Getting suppliers to take action to remediate
risks we identify

The healthcare and pharmaceutical sector demonstrates
improvements across the board inits approach to TPRM.
Though the sector struggled in the past with technology
limitations, organizational buy-in, and operational
maturity, organizations are making the right changes to
strengthen TPRM initiatives. And this progress arrives
justin time: healthcare faces the fastest ecosystem
growth of any industry at an average of 11% over the next
12 months.

One positive indicator is the second highest rate of
monthly-or-better senior leadership briefings at 28%.
\When leadership is aware and boughtin, the programis
more likely to thrive. With 98% of organizations reporting
an expected netincrease in spending with vendors,
having a mature program in place will be more important
than ever. This growth can likely be attributed to the
digitalization of the industry and continued reliance
onthird-party services, from cloud infrastructure and
telehealth platforms to pharmaceutical supply chains.

Unfortunately, thisindustry also averaged 4.1 breaches
that negatively affected their supply chain in the past

12

year, the highest rate among the sectors surveyed. The
top reported pain point — getting suppliers to remediate
identified risks — signals an ongoing challenge with
vendor accountability and responsiveness.

\With a focus on tiering vendors based on level of access
to critical data, the industry is prioritizing protecting
sensitive healthcare information. This approach will

help the industry keep up with evolving regulatory
requirements and privacy regulations.

98% report anet
increase in spending
in the size of their
vendorecosystem

98%

The fastest of any industry, with an 11% average expansion.

28% brief senior
leadershipona
monthly-or-better
basis

ASY

The second-best rate of any industry.

4.1databreaches
negatively affecting
the supply chain,on
average

The highest of the industries we surveyed.
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Energy and Utilities

AtaGlance

> Most frequently used tools: Software Bill
of Materials (SBOM) (28% frequently); Onsite
assessments (28% frequently); TPRM module as
part of a GRC platform (28%)

> Risktiering most commonly based on: Criticality
to operations

> Department mostlikely to own third-party
cvyberrisk: Cyber orinformation security

> Top 3 challenges and pain points:
1. Collaboration across all key internal stakeholders
2.Internal resistance to change

3. VVolume and complexity of third-party
relationships

The energy and utilities sector manages some of the
largest and most complex supply chains around the
world. As critical infrastructure, building a successful
TPRM program requires not only integrated tools, but
support from across the organization.

This year, energy and utilities reported the lowest rate
of supply chain compromises among all sectors, with
95% negatively impacted by a breach. \While still a high
number, the data reflects meaningful progress for an
industry faced with constant, sophisticated attacks.

Another positive note is the industry’s oversight of

its vendors. \With 44% outsourcing remediation and
vendor engagement activities, companies can focus
on managing their most critical suppliers and ensuring
issues are quickly addressed.

One of the industry’s top challenge is the volume

and complexity of third-party relationships. Energy

and utilities organizations rely on a complex web of
equipment manufacturers, suppliers, and technology
vendors. \When combined with distribution of assets
across the world and operations, that complexity is only
compounded.

13

Respondents marked cyber insurance requirements as
the primary driver of TPRM programs. As insurers have
tightened underwriting standards and increased scrutiny
of supply chain security practices (often following high-
profile incidents), organizations have responded by
strengthening their TPRM capabilities to meet coverage
requirements and manage premiums.

97% expect

their third-party
ecosystem to grow
overthe next12
months

97%

A continued trend of expanding vendor networks.

3.6 average data
breaches negatively
affecting their
supply chain

Among the lowest across sectors.

95% negatively u

impacted by a
95%

breach

The lowest rate among surveyed industries.
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Retail

AtaGlance

> Mostfrequently used tools: TPRM module
as part of a GRC platform (37% frequently);
Risk questionnaires (36% frequently); Onsite
assessments (34% frequently); Continuous
monitoring (34% frequently)

> Risktiering most commonly based on: Criticality
to operations

> Department mostlikely to own third-party
cyberrisk: Cyber orinformation security

> Top 3 challenges and pain points:
1. Collaboration across internal stakeholders
2. Executive support

3. Lack of integration to broader enterprise risk or
GRC alreadyin use

The retail sector presented strong results in breach
prevention, while maintaining practices that signal a
more hands-off, trust-based approach to TPRNM than
otherindustries.

Though historically vulnerable to payment card breaches
or point-of-sale compromises, this year the industry
reported an average of 3.1supply chain breach incidents.
This could signal improving maturity after years of data
breach headlines plagued the industry.

On the vendor management side, there are a few
concerning trends. Retail demonstrated the lowest rate
of working directly with third parties to remediate issues
at 43% collaborating with vendors on remediation, and
just19% working directly with the vendors. Notably, 20%
of respondents that use risk questionnaires as part of
their TPRM said they rely on vendor attestation alone to
validate third-party responses to security questionnaires,
the highest among surveyed industries. This reliance on
self-reporting without outside verification represents a
concerning gap.

14

Like financial services and manufacturing, retail identified
a lack of integration with broader enterprise risk or GRC
tools and processes as a top challenge. \When managing
aweb of suppliers like logistics, payment processors,
e-commerce platforms, and merchandise suppliers,
gaps in integration can significantly impair risk visibility.

20%rely solely on
vendor attestation
tovalidate security
questionnaires

20%

Otherindustries lean on external monitoring, risk ratings, and
vendor system assessments.

Just19% work
directly with their
vendors all the way
through remediation

19%

Among the lowest rates for direct vendor engagement.

3.1average supply
chainbreachesin
the pastyear

The lowest average among surveyed industries.
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Manufacturing

AtaGlance

> Most frequently used tools: External security
ratings (38%); Risk questionnaires (37%); TPRM
module as part of a GRC platform (36%); Software
Bill of Materials (SBOM) (36%); Breach reporting
services (35%); Continuous monitoring (35%)

> Risktiering most commonly based on: Level of
access to critical data

> Department mostlikely to own third-party
cyberrisk: T

> Top 3 challenges and pain points:
1. Internal resistance to change
2. Collaboration among stakeholders

3. Lackofintegration to broader enterprise risk or
GRC tools and processes already in use

The manufacturing sector maintains a large and complex
supply chain system. \\With an average of 3.8 supply
chain breaches per organization this year, disruptions
can cascade worldwide. A large attack surface and
persistent threats across its interconnected networks
means that TPRM is directly supporting

operational continuity.

Compared to 2024's top priority of understanding how
to penalize suppliers when they don’t remediate anissue,
this year respondents cited a lack of integration across
tools and platforms. Compared to otherindustries,
manufacturing organizations marked multiple solutions
that they use frequently, telling us that TPRMl is a

high priority. Unfortunately, if these solutions aren’t
seamlessly integrated they could be missing out on the
full picture of risk.

Despite these investments, the industry shared that
58% of its TPRM programs are considered early and
developing. As the second lowest rate of maturity, this
is surprising given that board and executive mandates
reportedly drive TPRM programs. This could signal a
disconnect between leadership strategy and

program execution.

15

Finally, the sector’s approach to risk tiering based on
level of access to critical data reflects concerns around
protecting intellectual property, securing operational

technology, and the potential for supply chain attacks
to compromise sensitive manufacturing processes or

product designs.

41% of organizations
outsource analysis
of data and results
from monitoring

This can drive internal resources to focus on higher value work.

3.8 average
breaches negatively
affect supply chains

Manufacturing is no stranger to advanced, persistent threats.

42% of respondents
described their
TPRM program as
established and
optimized

42%

The second lowest rate among industries.
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Defense

AtaGlance

> Mostused tools: Breach reporting services (39%);
TPRM module as part of a GRC platform (37%);
External security ratings (37%)

> Risktiering most commonly based on: Yearly
contract value

> Department mostlikely to own third-party
cvyberrisk: Cyber or information security

> Top 3 challenges and pain points:
1. Internal resistance to change

2.l ack of integration to broader enterprise risk or
GRC tools and processes already in use

3. Collaboration across internal stakeholders

The defense sector maintains its status as the most
mature and strategically focused industry.

Defense organizations lead all sectors with the highest
rate of established and optimized TPRIM programs

at 60%, nearly double that of financial services and
manufacturing. Years of continued investment,
regulatory pressure, and awareness of supply chain
vulnerabilities have proven effective.

Defense leads the way in executive engagement,

with 30% of respondents briefing senior leadership

on security monthly or more. Defense also takes a
collaborative approach to vendor management, with
47% of respondents working with their third parties every
step of the way, including 25% doing so directly until the
issueis resolved.

Despite consistently strong programs, the industry still
saw an average of 3.5 data breaches within its supply
chain, a sign of just how sophisticated the threats have
become. As with other sectors, defense respondents
listed a lack of integration of broad enterprise risk and
GRC tools as its top pain point. Even the most mature
programs have their integration challenges.

60% have
established and
optimized TPRIM
programs

The highest rate of our survey.

30% brief senior
leadership monthly
ormore

30%

Executive engagement and supportis everything.

47% collaborate
with third parties to
resolveissues

47%

The most hands-on approach this year.
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Region-Specific Analysis
Global insights: Program maturity

Established and Optimized TPRIM Programs

60%

50%

40%

30%

20%

10%

0%

U.S.&Canada DACH APAC

Percentage of programs considered established and optimized by region.

Outsourced Aspects of TPRM Programs

50%

45%

40%

35%

30%

25%

20%

15%

10%

5%

0% | —
Reverting on overall Remediation, working Analysis of data Prioritization of Assurance Monitoring of Don’toutsource
supply chainrisk with vendors andresults findings reviews third parties any aspects

B U.S.&Canada B uK. B DACH APAC Aspects of TPRM programs that are outsourced, by region.
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Organizations Negatively Impacted by a Supply Chain Breach
100%
99%
98% O
7%
96%

o5% Globally

94%

93%
An average of 97% of global

92% respondents say they were

negatively impacted by a supply

91% chain breach.

U.S.&Canada

Mean Number of Supply Chain Cyber Breaches

45
4
35
3
|
25
2
Globally
15
1
The mean number of breaches
0.5 reported from all global respondents
was 3.7.
0
U.S.&Canada U.K. DACH
TPRM BudgetIncreases

97%

96%

5%

Globally

93%

An average of 95% of global
respondents estimate that their
spending increased in the pastyear.

92%
U.S.&Canada
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U.S.and Canada

The U.S. and Canada region leads globally in TPRM
program maturity, with 54% of organizations reporting
an established and optimized program. The U.S. also
demonstrates the strongest executive involvement, with
34% of companies briefing senior managementon a
monthly or more basis. Compared with just 18% in 2024,
this 16% increase is a big step in the right direction.

Despite more mature programs, the region is not
immune to sophisticated threats. Ninety-nine percent of
organizations were negatively affected by supply chain
breaches over the past year, averaging 3.9 incidents per
organization. Compared to 89% in 2024, thisis a10%
increase. This could be due to anincrease in attacks, or
simply better detection.

\When comparing the two countries, Canada reports the
highest average breach rate of any country surveyed at
4.4 incidents per year. While the U.S. may have stronger
program control, organizations there expect ecosystem
growth of just 8% on average.

Both countries listed cyber insurance requirements as
their primary program driver, and the top challenge was
the lack of integration with broader enterprise risk and
GRC tools, cited by 17% of respondents.

Signs point toward strong financial commitment, with
96% of respondents estimating that spending increased.
Organizations will need to get their houses in order to be
fully effective, focusing on strategic alignment and tool
integration.
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U.K.

The U.K. shows an interesting disconnect between
investment and positive outcomes. Though 45% of
organizations reported established and optimized
programs (about midway between the U.S. and Canada,
and DACH), the region still experienced the highest
average breachrate at4.1incidents per organization.
Ninety-eight percent of organizations reported negative
impacts from supply chain breaches, a nearly 4%
increase over 2024 (95%).

The U.K.leads all regions in outsourcing data analysis

at 43%, which is the second-highest rate globally. This
tells us that while organizations are collecting substantial
data, they may not be translating it into actionable results
that help reduce risk.

One area of concern — only 16% of organizations in the
U.K. reported briefing their leadership team monthly

or more, the lowest rate across the globe. Without
executive input and organizational support, programs will
struggle to be strategic. Compared to 24% in 2024, this
area has decreased.

Organizations reported the highest expected ecosystem
growth at11% and say their tier vendors are primarily
based on contract value. As their attack surface widens
with the addition of new vendors, these organizations
may struggle if they don’t consider risk factors like data
access or operational criticality.
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DACH (Germany, Austria, and Switzerland)

The results out of DACH revealed a combination of
trust-based management and potential strategic
misalignment. With only 39% of organizations reporting
established and optimized (the second lowest across

the globe), the region actually showed the lowest breach
impact of any region at 94%. However, compared to 88%
in 2024, this is still a concerning increase.

The region reported that 23% of organizations rely solely
on vendor attestation from risk questionnaires in TPRIM,
the highest rate globally. Switzerland specifically leads
this approach at 29%, while at the same time reporting
the highest adoption of dedicated TPRM platforms at
40%.

\\We also found that executive engagement across

the region was low. Twenty-six percent of DACH
organizations brief leadership annually or less, the lowest
rate globally. Germany and Switzerland lead this point,
with around 30% of their organizations providing updates
yearly or less. Only 21% of DACH organizations brief
leadership monthly or better, which can create a vacuum.

One extreme case is Austria, which saw 100% of
organizations reporting supply chain breaches and 42%
either relying on third parties to self-remediate issues or
having no way of knowing if an issue even arises. These
rates are the lowest in these categories.

Fortunately, it's not all bad news. Organizations also
seem to be doing more with less, outsourcing 39% of
reporting functions. Ninety-five percent of organizations
estimated spending increased in the past year. More
investmentis helpful, but the region will need to focus on
executive engagement to remain strategic.
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APAC (including Australia, Philippines,
Malaysia), Japan, and Singapore

This year, we surveyed organizations across Australia, the
Philippines, Malaysia, Japan, and Singapore. The results
were some of the most diverse, which isn't surprising
given the range of economic and cultural nuances across
this region.

APAC reported the lowest program maturity (for
established and optimized programs) among countries
surveyed at 32% (nearly half the rate of the U.S. and
Canada), yet they averaged just 3.1 supply chain
breaches per organization, lower than the global average.

APAC also demonstrates the highest rate of working
directly with third parties to resolve issues at 47%,
compared to 42% in other regions (the U.S. and Canada,
and DACH). This could suggest a relationship-based
strategy that potentially offsets process or technology
limitations. However, as these vendor ecosystems grow,
relying on collaboration alone can lead to critical blind
spots.

The swing in program maturity is wide: Singapore leads
globally with 60% program maturity and 32% monthly
or more frequent briefings, second only to the U.S. But
the Philippines reports just 23% maturity and 100% were
impacted by breaches. Australia was behind in program
maturity at 30%, despite actively engaging with their
vendors (63%). Malaysia reported the lowest country-
level breach rate at 2.9 incidents, while maintaining high
external security ratings platform adoption at 40%.
This percentage spread makes establishing a regional
baseline nearly impossible.

Spending was one area of focus. APAC organizations
reported the lowest rate of estimated spending
increased in the past year at 93%, with 89% of Australian
organizations estimating bigger spending. We saw that
organizations are outsourcing strategic functions like
reporting at 40% (tied for the highest globally) rather than
operational tasks.

Singapore’s TPRM program success should serve
as a model for what's possible in the region. \With
maturity rates matching or exceeding those of the
U.S. and Canada, strong executive engagement, and
sophisticated tool adoption, Singapore proves that
organizational support rather than silos is critical for
program success.
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Like every other surveyed region, APAC cited integration
with enterprise risk and GRC tools as their top
operational challenge. This could suggest that they're
investing in tools before building a strong foundation.
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Final Thoughts

After six years of research, the 2025 State of Supply
Chain Defense reveals a critical turning point:
organizations have built TPRM programs, but struggle
to make them truly effective. \With 46% of programs
established and optimized — up from earlier years when
basic awareness was the challenge — the question

has shifted from “should we do this” to “why isn’t this
working?”

\We can look to three persistent themes in this year’s data:

> Maturity without internal commitment creates
programs that function but lack organizational
support. Only 24% of organizations brief executives
monthly, while 60% cite internal resistance, lack of
collaboration, and insufficient executive support as
top barriers.

> Compliance withoutrisk reduction means boxes
are checked, but security outcomes become
an afterthought. \With only 16% of programs
primarily driven by risk reduction (as opposed
to cyberinsurance or contractual obligations),
organizations prioritize meeting requirements while
97% still experience breaches. \With 64% of TPRM
programs sitting outside security in finance, legal,
or procurement, organizations may be prioritizing
compliance over reducing risk exposure.

> Investmentwithoutintegration leads to fragmented
programs. Despite 95% of respondents expecting
budgetincreases in the next year, the lack of
integration with enterprise risk and GRC tools
emerged as the top challenge across all regions.
Deploying tools like sophisticated monitoring,
continuous assessments, and security ratings
platforms is helpful, butif they operate in silos, they
can't provide actionable results.

Looking ahead, we predict several trends that will define
the landscape:

> Collaboration: \/endor relationships require
partnership, not just monitoring or a hands-off
approach. As ecosystems grow and the attack surface
widens, it's time to scale this collaborative approach.
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> Integration: \/\Vhen organizations can connect
their TPRM program into broader risk management
strategies, they'll gain holistic visibility into their entire
ecosystem.

> Regional divergence: Looking at results out of
Singapore and the Philippines, or across Europe, tells
us that organizational culture and economic context
are critical to success — not just technology.

The main takeaway from 2025? \Without
organizational alignment, even the most
sophisticated programs will fail to thrive. Integrated
systems and genuine commitment torisk reduction
over simply meeting compliance requirements will
be the difference in delivering positive security
outcomes and drowning in box checking.
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Data Appendix

Supply chain ecosystem growth
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Budgets continue to increase at a similar pace to previous years
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Malaysia, and the Philippines), Japan, and Singapore. The data was collected between September 16 and September
25,2025.

2024: The research was conducted by Opinion Matters among a sample of 2,100 respondents, CTOs/CSOs/COO0s/
ClOs/CISOs/CPOs responsible for supply chain and cyber risk management were surveyed from companies with
1,000-plus employees across a range of industries including: business services, financial services, healthcare and
pharmaceutical, manufacturing, utilities and energy, and defense. To gain a global perspective, the research was
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Cvber Defense

BlueVVoyant delivers a comprehensive cloud-native security operations platform that provides real-time threat
monitoring for networks, endpoints, and supply chains, extending to the clear, deep, and dark web. The platform
integrates advanced Al technology with expert human insight to offer extensive protection and swift threat mitigation,
ensuring enterprise cybersecurity. Trusted by more than 1,000 clients globally, and the 2024 Microsoft \\orldwide
Security Partner of the Year, Blue\/oyant sets the standard for modern cyber defense solutions.

Tolearn more about BlueVoyant, please visit our website at wnnnv.bluevoyant.com or email us
at contact@bluevoyant.com





