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RSA, a globally trusted partner for some of the world’s largest and most risk sensitive organizations, enables your
organization to accelerate business while mitigating identity risk and ensuring compliance. To address today’s
toughest security challenges of delivering access to a dynamic and modern workforce across complex environments,
RSA transforms secure access to be convenient, intelligent and pervasive across all access use cases.

RSA Unified Identity Platform (UIP)

e Increased productivity with RSA’s UIP provides a single, centralized place for all identity information

e (Cost Effective and efficient integration: A key tenet to the RSA approach to provisioning is open and
flexible, based on configuration, not customization.

e RSA UIP includes dashboards to offer a user-friendly experience for monitoring and managing identity
governance activities.

RSA Authentication and Access Management

o Enhanced security: RSA’s Classic on-premises deployment provides a self-contained authentication
solution that can be deployed in the most restricted environments.

e Securing the most secure: RSA SecurID supports a fully air-gapped deployment methodology, consisting
of a Primary Instance of Authentication Manager, and up to 14 additional replicas for fail-over,
redundancy, rapid authentication, and reduced downtime

e Deep integration: Elements of the Solution:

o RSA Authentication Manager Admin Console for robust policy and access enforcement.
o Windows password-less integration.

o SID700 and iShield Key 2 (PIV/CAC) compatible.

o Rugged, Tamper Resistant Hardware authenticator.

o Provides an internal identity repository.

o  Full Security Stack Capability: RSA Authentication Manager provides security data directly to the
existing SIEM and security ecosystem to allow for real-time analysis and reporting on"User Profiles
including IP, device, and authentication history, as well as Policy and Context controls for admins'to
tailor access and authentication requirements.

o Fully integrates with SIEM and existing infrastructure.
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RSA Identity Governance and Lifecycle

Comprehensive solution for identity and access management (IAM) that encompasses several key
components, each with distinct roles and capabilities

Enhanced security - Password Management: Offers integrated password vaulting, single sign-on (SSO),
and multi-factor authentication (MFA) for secure access control, by integrating IAM and PAM solutions
into the RSA IGA solution.

Reduction of IT overhead and infrastructure costs through Account Lifecycle Management- Handles
user onboarding, deprovisioning, password resets, and access changes throughout the user lifecycle.

RSA iShield Key 2 FIDO-Authenticator

Phishing-resistant: FIDO2 and PIV provide strong, phishing-resistant authentication, protecting federal
systems from credential-based attacks.

Versatile: Compatible with both legacy and modern systems, providing broad support for all agency
applications. Available via both USB and contactless NFC.

Smart card functionality: PIV support offers secure, tamper-resistant storage for digital certificates and
credentials.

Ruggedized form factor: Fully molded, robust, and waterproof housing.

Where to Purchase:
Available on Carahsoft’s GSA Multiple Award Schedule (MAS) contractor (47QSWA18D00S8F),
SEWP V NNG15SC03B and ESI ITAM BPA N66001-21-A-0031.

Additional Resources:
EO 14028 and the RSA Unified Identity Platform - RSA
SecurlD for Public Sector - RSA
RSA Governance & Lifecycle - RSA
RSA iShield Key 2 Series for Federal Agencies - RSA



https://www.rsa.com/resources/solution-briefs/eo-14028-and-the-rsa-unified-identity-platform/
https://www.rsa.com/resources/datasheets/securid-for-public-sector/
https://www.rsa.com/resources/datasheets/rsa-governance-and-lifecycle/
https://www.rsa.com/resources/datasheets/rsa-ishield-key-2-series-for-federal-agencies/

