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Security at a crossroads
Modernizing security architectures will
make it easier to meet CMMC controls
and defend against cyber attacks

mbracing modern cloud

technology that includes a mix of
zero trust practices, partnerships, and
mature controls and certifications can
help agencies meet new cybersecurity
standards and better protect their data
and resources from attacks.

The cyber risk to agency data is on
the rise, including information at the
Defense Department which is a frequent
target for attacks. At stake is the estimated
$402 billion in contracts the department
awards every year, and the 300,000
companies that it does business with.

The Cybersecurity Maturity Model
Certification (CMMC) is designed
to boost protection of controlled
unclassified information within the
supply chain. It maps security standards
and best practices across several
maturity levels to reduce risk against
specific cyber threats. CMMC will be
required for every organization that bids
on a DOD contract.

However, it is difficult for organizations
to implement CMMC when working
within an “old school” infrastructure,
said Patrick Perry, director of emerging
technology, DOD IC, at Zscaler.

A traditional approach is network-
centric, where agencies secure the
corporate network to protect users
and data, and build a security moat of
appliances to protect the network.

To implement CMMC in this scenario,
agencies must first scope out the CMMC
boundary, which is difficult within an
architecture based on network-centric
connectivity. “Youw’ll be faced with many
challenges due to the exposure of federal
contract information and controlled
unclassified information throughout that
environment,” Perry said.

An organization may have satellite
offices and OT devices holding controlled
unclassified data and must connect back
to the headquarters via VPN circuits.

“It’s been a tried and
true architecture that
works, but it’s also
been a tried and true architecture that can
be exploited,” he said.

CMMC consists of 171 controls and
about 55 involve how an organization
performs network security in
their infrastructure. A traditional
architecture makes it challenging for
agencies to meet the various compliance
requirements laid out in CMMC.

Organizations must harden the
security appliances protecting the
network, as well as harden the
environment, build in redundancies,
manage changes, log feeds, and
numerous interfaces, and stay on top of
service contracts, which isn’t easy to do
within a traditional infrastructure.

In addition, challenges will increase
exponentially as their CMMC boundary
grows, he said. An organization will
require more appliances as capacity grows,
which means more devices will need to be
assessed, and administrative costs will rise.

“A sustainment model keeps you from
modernizing...and keeps you from
that optimizing mindset where you are
improving your capability;” Perry said.

CMMC is much easier to implement
when organizations transform their
infrastructure so that is user-centric,
he said. “Transformational technology

“A sustainment model
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can completely reshape the amount of
effort to achieve and sustain CMMC
compliance and more importantly, a
secure environment.”

This cloud-based model securely
connects users to applications or
servers, and decouples network access
from application access. This represents
a move away from a hub and spoke
approach so that security is directly
in line with the service that users are
trying to access.

Through Zscaler’s Zero Trust
Exchange, which is a cloud-delivered
security environment, organizations
can more easily achieve CMMC
controls across all levels. It helps
securely connect users to the internet
and applications regardless of device,
location, or network.

Appliances are “wrapped up” into one
solution within the zero trust exchange
environment. In addition, there is
only one logging interface to manage
and one capability that is pushing all
correlated logging information into the
SIEM. With one interface, an agency
can have multiple people highly trained
on the environment, which will help
them optimize faster, he said.

Organizations should strive for a
zero trust architecture, strong identity
management and a strong end point
approach, as well as encourage
information sharing.

“We need to work together;’

Perry said. “We have to be more
transformative, we have to have checks
and balances, and people need to share.
This (information) needs to be easily
digestible between organizations”

The DOD is the first to throw its weight
behind CMMC, but other agencies are
likely to mandate it as well, he said.
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Thank you for downloading this Zscaler Workshop! Carahsoft is the distributor for Zscaler
solutions available via GSA, NASA, SEWP V and other contract vehicles.

To learn how to take the next step toward acquiring Zscaler’s solutions, please check out
the following resources and information:

For additional resources: For upcoming events:
carah.io/zscalerresources carah.io/zscalerevents

For additional Zscaler solutions: For additional Cybersecurity certified
carah.io/zscalersolutions solutions:

carah.io/cybersolutions

To set up a meeting:
zscaler@carahsoft.com
(866)-421-4683

To purchase, check out the contract
vehicles available for procurement:
carah.io/zscalercontracts

Ca ra hsoft For more information, contact Carahsoft or our reseller partners:
zscaler@carahsoft.com| (866)-421-4683
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