
As agencies support a growing 
legion of teleworkers, they must 

protect themselves against ransomware 
by securing their Domain Name 
System, which is responsible for the 
majority of malware attacks.

Because of the pandemic, more 
employees are logging into work from 
home, and many of these homes have 
multiple connected devices on their 
network from smart TVs and thermostats 
to Ring doorbells and Chromebooks. 

These devices make people’s lives 
better and enable teleworking; however, 
they also pose a security threat. 

“These are threat vectors we weren’t 
thinking about before,” said Allen 
McNaughton, director of pre-sales 
engineering at Infoblox Public Sector. “The 
landscape is much broader than it was 
before in terms of the threat vectors that 
could potentially come into your agency.”

At the same time, the bad guys are 
hard at work, he said, and threats such 
as ransomware, in particular, are on 
the rise. Last year, around 51 percent 
of businesses surveyed were hit by 
ransomware, with around a quarter of 
victims actually making payments. 

Elementary schools and high 
schools have recently become the most 
targeted segments for ransomware. 
In August and September of 2020, 
57 percent of ransomware attacks 
targeted K-12 schools.  Schools face the 
double threat of ransomware and data 
breaches, where data is taken out of the 
institution and then locked down as 
ransomware, McNaughton said.

Ransomware statistics are staggering, 
with the average ransom demand in 
2020 totaling $178,000, he said, with the 
largest demand on record reaching $50 
million. “The numbers keep going up.”

Ransomware disrupts the “daily 
lives of everybody,” McNaughton said, 
and the government is not immune. 
Ransomware attacks on U.S. government 

organizations cost $18.9 billion in 
2020—a number that represents the 
overall cost of ransomware, including 
loss of business and productivity, and the 
time it takes to get back up and running. 

Fortunately, there is a way for 
agencies and other organizations to 
protect themselves from ransomware: 
by securing the Domain Name System 
(DNS), which is responsible for the 
majority of malware attacks. 

By managing and securing the DNS, 
agencies can reduce some 92 percent 
of malware attacks from happening on 
their network, he said. DNS is the phone 
book for the Internet. It converts domain 
names into IP addresses, which enables 
users to easily send email, visit web sites, 
and access cloud-based applications.  

DNS is a constant across almost all 
users and applications, even though 

it’s not something that most users are 
aware of, and it plays an integral part of 
an agency’s entire security ecosystem, 
McNaughton said. 

“Security is an ecosystem,” he said. 
“You need to take a holistic approach 
and being able to use information 
from DNS, which is usually the first 
communication that is going out in 
order to automate secure responses 
across your network, can be hugely 
valuable to an organization.” 

This provides agencies with a holistic 
view and management of their users, 
including knowing where their users and 
devices have been—an essential piece of 
information as employees begin to return 
to the office. “That is vitally important 
when you are trying to troubleshoot and 
understand what is coming back on the 
network,” McNaughton said.

This will also help organizations limit 
what sites or services their users visit 
via their corporate or agency devices, 
reducing visits to streaming or social 
media sites. It will also shorten triage, 
and reduce SecOps efforts, he said. 

Organizations need to ask themselves 
how they are securing their DNS, 
he said. “It’s something that is often 
overlooked. When you start thinking 
about bang for your buck, being able 
to secure your DNS becomes hugely 
valuable from a security perspective.”

What’s in a name
Securing the Domain Name System helps 
agencies thwart most malware & ransomware

“The landscape is 
much broader than it 
was before in terms 
of the threat vectors 
that could potentially 
come into your 
agency.”    
– ALLEN MCNAUGHTON, DIRECTOR 
OF PRE-SALES ENGINEERING, 
PUBLIC SECTOR, INFOBLOX
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Telework-One Year Later: How 
has the Landscape Changed?

https://media.performedia.com/2021/1105/vep21-7/mp4/1105_vep21-7_session_telework-one-year-later_1080p.mp4


 

 

  

 

 
 

 

 

Thank you for downloading this Infoblox brief! Carahsoft is the distributor for Infoblox 
solutions available via GSA, NASA, SEWP V and other contract vehicles. 
 
To learn how to take the next step toward acquiring Infoblox’s solutions, please check out 
the following resources and information: 

For additional resources:  
carah.io/infobloxresources 
 
 
For additional Infoblox solutions:  
carah.io/infobloxsolutions 
 
 
To set up a meeting:  
infoblox@carahsoft.com 
(866)-421-4683 

 
 

 
 

 
 

For upcoming events:  
carah.io/infobloxevents 
 
 
For additional Cybersecurity certified 
solutions:  
carah.io/cybersolutions 
 
To purchase, check out the contract 
vehicles available for procurement:  
carah.io/infobloxcontracts 

 
 

 
 

 
 

For more information, contact Carahsoft or our reseller partners: 
infoblox@carahsoft.com| (866)-421-4683 
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