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How is the FAA using DevSecOps to
achieve its mission goals?

The FAA is focused on modernizing our
relatively large portfolio of aging legacy
applications. While this is very much about
remediating technical debt, it’s also about
recognizing that we are a very technical
organization with a large and diverse set of
stakeholders that depend on us. Even though
we are without question meeting the mission
need, we want to constantly be doing a better
job for our stakeholders.

Software, systems and data are significant
enablers of that goal. And DevSecOps is a
fundamental enabler of true agile and rapid
development. It's about breaking down the
silos between the development, quality
assurance, IT operations and cyber resiliency
teams to reduce the toil and friction that are
usually present when those activities aren’t
integrated, and you typically accomplish that
with tools and automation.

How do security concerns factor
into your use of DevSecOps?

I'm an applications guy by day, but I'm
also the acting CISO right now. When my
boss asked me if | was willing to act as CISO
temporarily, | said I'd really like to do both
for awhile because there’s often a bifurcation
and friction between those two organizations.
Having oversight of aspects of both at the
same time has been helpful in getting certain
work done.

In terms of security, the FAA is doing a really
good job with the detection and response
side of the equation. We're getting strong
with identity and access management, and
all our logs are going into a common place
for correlation and analysis. We're creating a

harder and crunchier outside, but at least part
of the organization’s focus is going to shift to
the applications themselves, which in my mind
is the prevention side of the equation.

We need to focus on getting rid of technical
debt, which always equates to security
vulnerabilities, and getting rid of other
vulnerabilities whether they’re embedded in
the coding practices or in software component
dependencies. Then we need to make sure
we’re doing vulnerability scanning on a
regular basis and remediating vulnerabilities
as we find them. My hope is that in addition to
our hard, crunchy outside, we’ll have a hard,
crunchy inside.

Much of the focus of DevSecOps from a
security perspective is being able to release
more quickly to remediate technical debt and
vulnerabilities before and as they manifest. If
you have a seemingly stable application that’s
been around for a long time, you’re not doing
new releases on a regular basis. So if you're
relying on release-triggered detection of your
vulnerabilities, you’re going to miss them.

A safety-focused organization like the
FAA is very risk-averse, and therefore, we
tend to be very intentional with releases and
do massive testing and then deal with the
inevitable vulnerabilities in block-oriented
ways rather than as they come along.
DevSecOps will enable us to change that and
be a lot more agile in that regard.

What particular challenges does
the FAA face in adopting
DevSecOps practices?

A big challenge is breaking away from a
program-by-program approach to application
development and sustainment. The traditional
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way of doing things has often been
characterized by every program
providing every part of the stack
themselves — hardware, tools,
processes, licenses, staff and so on.

DevSecOps done right inherently
leads to the sharing of tools,
platforms, people and processes,
which is different from how the
FAA has traditionally approached
the creation and sustainment of
its applications. That shift has
implications for budgeting, acquisition,
human resources and cybersecurity.
Moving toward DevSecOps requires
programs to become comfortable
with relinquishing much of the direct
control they are accustomed to having.

What lessons have you
learned along the way?

The main thing we’ve learned is
that there is no single right way to
do DevSecOps. But at the same time,
it's not great if there are too many
different right ways being pursued
simultaneously, and that can easily
happen in a large organization like
the FAA. As in any cultural evolution,
you need to remain open-minded and
flexible, but too many different parallel
efforts can dilute the value of what
you’re trying to accomplish for the
agency as a whole.

Another thing we’ve learned is
that you have to have a repeatable
strategy for addressing your legacy
applications. DevSecOps is very much
about tools, processes and automation
as part of a build and deployment
pipeline. Most legacy applications
are not natively integrated into that
pipeline, and it’s not a trivial matter
to get them there. But once we’ve
accomplished that, we’ve found that
we have a lot more opportunities to
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refactor those applications in ways

that significantly reduce the toil and
risk that have traditionally made us

reluctant to address technical debt

and vulnerabilities as soon as they

crop up.

Also, | don’t think you can
be serious about application
modernization without being serious
about DevSecOps, and | don’t think
you can be serious about DevSecOps
without being serious about cloud
technologies. Cloud is both an enabler
and a consequence of DevSecOps
and application modernization. That
doesn’t always need to equate to
a hyperscale cloud environment,
but cloud-native architectures are
essential regardless of where you
host them.

What do you see as the
future of software
development in government?
| think serverless architectures,
containers and short-lived functions
will play an increasingly important role
in how we build applications. They
will continue to grow and enable more
and more adoption of microservices
where they make sense. A much
more API-driven approach to enabling
data access will be a big part of this
evolution, too, because the more you
can abstract the data layer from the
application layer, the more use cases
you can support with the same data.

Altogether, these approaches
will enable a much quicker time to
market for new applications and for
new features in legacy applications,
which translates to more value for our
respective missions and more value
for our stakeholders. Being able to
do custom development at the speed
of software as a service is a good
thing for complex requirements, but
| also believe there is a huge place
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for software as a service and low-
code application platforms. No matter
what approach you take, DevSecOps

principles apply.

What advice do you have
for agencies that want to
embrace DevSecOps and
similar tools?

Understand that adopting
DevSecOps requires an incremental
approach that will often feel like a
constant exercise in two steps forward,
one step back. Also, accept that it’s
a multi-year journey, especially for
agencies with significant portfolios
of legacy applications. Don’t wait to
adopt through attrition, and don’t think
you need to build Yankee Stadium so
that they will come because whatever
DevSecOps capability you build will
not be sold out for quite awhile.

So start small and grow with
incremental wins.

Have faith that you can breathe
new life into old applications by
applying DevSecOps principles. At
the same time, always take the view
that DevSecOps is not the goal,
it's the enabler of the goal, and
try to emphasize that fact in every
discussion you have on the subject at
every level of your organization.

The goal is greater mission value in
less time with less toil. That is what
you should be focusing your marketing
campaign on. But try to never miss an
opportunity to tie the DevSecOps and
cloud enablers to that goal. The
conversation should be 100% about
delivering increased business value

— with application modernization,
DevSecOps and modern cloud
architectures mentioned as the tools
that are helping your organization
get there.m


http://carah.io/2023-devsecops

