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Zero Trust Platform for the Secure Edge 

Introducing the first TypeZero Hypervisor for Secure Edge 

Decision Dominance at the Edge 

Artificial intelligence, machine learning, human-machine teaming, 
advanced visualization, data analytics, and machine-to-machine 
coupling work in concert to optimize the command and control C2 
cycle. The potential value is an ability to provide DoD with secure edge 
computing as a means to underpin All Domain O erations, including 
the envisioned Joint All Domain Command and Control (JADC2) 
concept for managing complex, information-centric warfare in the air, 
land, sea, space and cyberspace domains simultaneously. 

Hardware-based Zero Trust model from 
Mainsail 

Mainsail's Metalvisor is a security platform that protects edge 
workloads that are outside of the enterprise data center or cloud. 
Metalvisor defends edge workloads against sophisticated cyber 
attacks by utilizing separation enforced by security functions in 
hardware and protecting data in all forms: at-rest, in-transit, and in­
use. 

It uses a custom separation kernel at the Firmware layer to provide a 
secure environment below the Operating System. By implementing 
security at this level, it is able to restrict threats and adversaries that 
would otherwise be able to bypass traditional security measures and 
thus offers robust protection against sophisticated cyber attacks. 
A technology initially developed and used in the United States 
Department of Defense, Metalvisor is now commercially available. 

What are the threats at the edge? 

Devices at the edge are outside the physical controls of the enterprise 
datacenter/cloud and attacks are getting more sophisticated by going 
down the application stack (bootkits/rootkits). Attackers are finding it 
harder to exploit and maintain access in the application and OS levels 
due to better software controls and 3rd party security products. 

This is why attackers are looking to exploit external supply chains and 
move their attacks lower in the stack (like firmware and BIOS) to avoid 
detection. Mainsail believes that you have to go to the lowest point 
(the silicon) and make sure that it is cryptographically secure. 

Edge workloads

► Real-Time & Low Latency

► 
5G & Open Radio 
Access Network (ORAN) 

► Al/ML Inference & Models

► 
High Performance 
Computing (HPC) 

► Multi-Level Security (MLS)

► Mission Critical & SCADA

► Containers & VMs

About Mainsail

Mainsail is a US security 
company focused on advancing 
customers' missions and 
bringing advanced technology 
to the warfighter. We are 
engaged in the research, design, 
development, and integration of 
advanced technology systems, 
products & services across 
Defense, Public Sector, 
Enterprise, and Critical 
Infrastructure. 
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Zero Trust: Going Beyond Mandates Metalvisor meets and exceeds NIST 800-207 Zero Trust 

https://breakingdefense.com/tag/all-domain-operations/
https://breakingdefense.com/tag/joint-all-domain-command-and-control/




 

 

  

 

 

 

 

 

 
 

Thank you for downloading this Red Hat brief! Carahsoft is the Master GSA and SLSA Dealer 
and Distributor for Red Hat Enterprise Open Source solutions available via GSA, SLSA, ITES-
SW2, The Quilt and other contract vehicles. 
 
To learn how to take the next step toward acquiring Red Hat’s solutions, please check out 
the following resources and information: 

For additional resources:  
carah.io/RedHatResources 
 
 
For additional Red Hat solutions:  
carah.io/RedHatPortfolio 
 
To set up a meeting:  
redhat@carahsoft.com 
877-RHAT-GOV 

 
 

 

 

For upcoming events:  
carah.io/RedHatEvents  
 
 
For additional Open Source solutions:  
carah.io/OpenSourceSolutions 
 
 
To purchase, check out the contract 
vehicles available for procurement:  
carah.io/RedHatContracts 
 

 

 

 

For more information, contact Carahsoft or our reseller partners: 
redhat@carahsoft.com | 877-RHAT-GOV    

https://www.carahsoft.com/redhat#resources
https://www.carahsoft.com/redhat#products
mailto:redhat@carahsoft.com
https://www.carahsoft.com/redhat#events
https://www.carahsoft.com/solve/open-source
https://www.carahsoft.com/redhat#contracts
mailto:redhat@carahsoft.com



