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Infoblox Threat Defense™
Fast Track Program

Thank you for downloading this Infoblox resource. Carahsoft is the distributor for Infoblox
Cybersecurity solutions available via GSA 2GITS, NASA SEWP V, ITES-SW2 and other contract
vehicles.

To learn how to take the next step toward acquiring Infoblox’s solutions, please check out
the following resources and information:

For additional resources: For upcoming events:
carah.io/infoblox-resources carah.io/infoblox-events

For information on Infoblox: For additional Cyber solutions:
carah.io/infoblox-overview carah.io/cybersecurity

To set up a meeting: To purchase, check out the contract
Infoblox@carahsoft.com vehicles available for procurement:
571-662-3997 carah.io/infoblox-contracts

For more information, contact Carahsoft or our reseller partners:

infoblox@carahsoft.com | 571-662-3997
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SOLUTION NOTE

Infoblox Threat Defense™

Fast Track Program
Built for Federal Missions. Designed for Simplicity. %O
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OVERVIEW

Federal agencies face relentless cyberattacks leveraging domains—phishing, spoofing and command and control—to
compromise systems and exfiltrate sensitive data. Traditional defenses often miss these domain-based threats,
making DNS-layer intelligence a cornerstone of any Zero Trust strategy.

The Infoblox Threat Defense™ Fast Track Program delivers enterprise-grade DNS-layer protection in a lightweight,
cost-efficient and high-value model that ensures no customer data is sent to Infoblox.

Operating entirely within the Infoblox Portal, this program enables agencies to gain immediate visibility and
actionable insight, without complex integrations, infrastructure changes or data exchange.

It is the fastest way to experience the power of Infoblox Threat Intelligence, Lookalike Domain Monitoring and
Domain Mitigation, empowering agencies to strengthen defenses in hours, not weeks.

WHY CHOOSE THE THREAT DEFENSE FAST TRACK PROGRAM
1. Instant Protection. Zero Complexity.

e Noinfrastructure and no data sharing mean immediate activation. Agencies instantly gain domain-level
visibility, threat intelligence and automated protection to safeguard critical missions.

2. Cost-Efficient, Mission-Ready Defense

e Aflexible, token-based model allows agencies to focus on protection where it matters most-threat
prevention and mitigation-and configurable ecosystem integrations supercharge your existing
investments.

3. Proven Infoblox Intelligence

e Powered by Infoblox's trusted threat intelligence ecosystem, the program combines three best-in-class
capabilities to deliver actionable insight and automated defense against real-world domain threats:

o Dossier Threat Intelligence portal for investigation and analysis
o Lookalike Domain Monitoring for proactive brand and domain defense

o Domain Mitigation Services for rapid suspension of malicious domains-the same service previously
offered under the Cybersecurity of Infrastructure Security Agency's Shared Cybersecurity
Services' activity

4. Scalable and Flexible Architecture

e Asfederal missions evolve and threats change, the program scales and adapts easily to maintain
continuous protection.

5. Compliance-Aligned Framework

e Aligned with the Office of Management and Budget (OMB), National Institute of Standards and
Technology (NIST), and Cybersecurity and Infrastructure Security Agency cybersecurity frameworks, it
helps agencies reduce risk and meet compliance requirements without complex integrations or
additional operational overhead.
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WHAT THE THREAT DEFENSE FAST TRACK PROGRAM INCLUDES

Value Delivered to Federal

Capability What It Does JE— Included in Program

Threat Defense Flexible credits for Infoblox  Allows agencies to customize 2,000 tokens total (=1,000

Tokens services (Dossier and protection for evolving mission used monthly for Dossier).
Lookalike Monitoring). needs and threat landscapes.

Domain Mitigation Identifies and suspends Prevents phishing, spoofing, 100 mitigations included.

Services malicious or fraudulent and data theft; average

domains that target agencies takedown within 24 hours.
or their citizens.

Lookalike Domain Detect domains that mimic Protects public trust and Monitors ~25 domains.
Monitoring government, agency, or agency reputation by

trusted partner names. preempting impersonation and

fraud.

Dossier Threat Aggregates and correlates Provides instant insights to 25 queries/day (~1,000
Intelligence Portal intelligence from global detect and block domain tokens/month).

sources for real-time threat  threats faster and more

investigations. accurately.
Zero-Configuration  Lightweight, cloud-enabled  Fast deployment; no data V Included
Deployment onboarding. sharing required.

ALIGNMENT WITH FEDERAL CYBERSECURITY PRIORITES

The Infoblox Threat Defense™ Fast Track Program is delivered through the Infoblox Portal, which provides each
customer with an isolated, secure tenant. No customer data, telemetry, or traffic is sent to Infoblox or stored
outside the customer’s environment.

While hosted in the Infoblox Portal, the program is architected to align with key federal cybersecurity frameworks
and modernization objectives, helping agencies advance Zero Trust, improve DNS security hygiene and
strengthen incident response in accordance with OMB, NIST and CISA guidance.

Framework/Mandate Key Objective How Fast Track Supports

Applies Zero Trust principles at the DNS
layer, detecting and blocking malicious
domains before connection.

OMB M-22-09 (Zero Trust  Extend Zero Trust to DNS, data and
Strategy) devices.

OMB M-19-26 (TIC 3.0) Strengthen visibility and control across  Provides DNS telemetry consistent with TIC

hybrid environments. 3.0 to improve visibility and control.
NIST SP 800-81 Rev. 3 Secure DNS and.use it as a policy quble§ DNS-based blocking apd dorpam

enforcement point. mitigation to protect network integrity.
CISA DNS Best Practices Enhances DNS hygiene and accelerates

Reduce DNS abuse and phishing risk.

and ICANN Guidance domain takedown response.
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FROM FAST TRACK TO FULL DEFENSE
This is not just a starter kit—it is a launchpad for Zero Trust success.

The Infoblox Threat Defense™ Fast Track Program equips federal organizations with the foundational visibility,
intelligence and rapid mitigation they need, with no customer data ever transmitted to Infoblox.

As mission needs evolve, agencies can extend their capabilities into Infoblox NIOS-based local DNS firewall rules and
integrate DNS intelligence into security information and event management (SIEM)/security operations center
(SOC) workflows when ready.

Detect. Disrupt. Defend.
See the value. Scale with confidence.

Contact us at info@infobloxfederal.com to schedule a 45-minute Protective DNS Inspect or a customized Security
Workshop aligned to your environment and mandates.

infoblox.



Infoblox unites networking and security to deliver unmatched performance

*
' |1f°blox® and protection. Trusted by Fortune 100 companies and emerging innovators,

we provide real-time visibility and control over who and what connects to your
network, so your organization runs faster and stops threats earlier.

Corporate Headquarters
2390 Mission College Blvd, Ste. 501
Santa Clara, CA 95054

+1.408.986.4000
www.infoblox.com
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