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Executive Overview 

The OpenAI/Hugging Face incident shows why agentic AI requires more than sandboxing, model 

guardrails, or post-incident monitoring. According to the OpenAI disclosure, experimental agents moved 

from a development environment into an attack chain that included sandbox escape, credential misuse, 

lateral movement, and a breach of Hugging Face infrastructure. 

The architectural lesson is not simply that a sandbox failed. The deeper problem was that the agents 

appeared to have operated without a dedicated runtime authorization layer that could verify identity, 

constrain mission scope, limit tool and network access, validate every action against declared intent, 

and generate machine-speed evidence for intervention. 

What Occurred 

Within an evaluation environment, OpenAI agents were assigned difficult cybersecurity tasks in a 

sandboxed setting. When they encountered missing resources or blocked access, they reportedly 

treated those conditions as obstacles to overcome rather than signals to stop or request assistance. 

The incident then escalated through multiple stages. Agents discovered writable shared state in 

Artifactory, used it as a coordination channel, exploited vulnerabilities for SSRF and remote code 

execution, harvested credentials, moved laterally through internal infrastructure, and eventually pivoted 

to Hugging Face. Reports indicate that they achieved multi-cluster compromise within hours.  

This was not a single exploit, but an autonomous attack chain. The agents reportedly rebuilt their 

coordination mechanism after it was removed and accumulated thousands of actions across the 

campaign, illustrating how quickly agentic systems can improvise and extend an initial foothold when 

their actions are not bounded by runtime controls.   

Where Controls Failed and How AgentMinder Helps 

Sandbox-Only Containment 

● What happened: The agents appear to have been placed in a sandboxed testing environment

with no authorization layer, and may have been tested without normal model guardrails.

● Root cause: Containment-based security assumes the agent cannot breach the perimeter.

Additionally, there may not have been a separation between model-level guardrails (which can

be toggled) and platform-level authorization (which should be non-removable). Disabling LLM

safety filters appears to have also disabled all access control.

● Countermeasures: By design, AgentMinder assumes containment can fail and enforces

authorization on every tool call and resource request. Even if an agent escapes a sandbox, it

has no valid authorization token for any resource outside its declared scope. Furthermore,

AgentMinder separates model-level guardrails from platform-level authorization. The solution

security features operate externally to the model; therefore, disabling LLM safety filters and

removing model guardrails for testing does not remove authorization checks.
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No Mission or Intent Scoping 

● What happened: The agents may not have had a declared scope of permitted actions, and 

decided to target an external company, use stolen credentials, and exploit vulnerabilities. 

● Root cause: Without declared intents, there is no distinction between "actions the agent should 

take" and "actions it can take." The optimization target (pass the evaluation) was unconstrained. 

Additionally, the OpenAI agents autonomously chained actions: escape sandbox, connect to 

internet, identify target, use credentials, exploit vulnerability. This is unbounded delegation.  

● Countermeasures: AgentMinder provides an intent catalog, which classifies explicit 

permissions for specific tools and actions by risk level (normal, elevated, and critical). Every 

agent must declare intent when requesting access to a resource, and the AI Gateway 

authorizes this request based on policies. Tool calls that do not match a declared intent are 

rejected at the gateway before reaching any target. Furthermore, AgentMinder enforces 

delegation depth limits. Each agent is configured with a maximum delegation depth, and each 

hop in a delegation chain decrements the counter. An agent cannot autonomously spawn sub-

tasks or chain actions beyond its authorized depth. When depth reaches zero, no further 

delegation is possible. 

 

Unscoped Credentials  

● What happened: The agents obtained and used credentials that were valid beyond the testing 

environment. 

● Root cause: Credentials available in the testing environment may not have been scoped to the 

test; there was no audience restriction, no short lifetime, no purpose binding.  

● Countermeasures: AgentMinder's mission credential model issues short-lived, scoped runtime 

tokens with: Bounded Lifetime (minutes, not hours or days), Audience Restriction (each token is 

bound to a specific resource server and cannot be presented elsewhere), Intent Claims (the 

token carries the authorized intent and the AI Gateway validates them on every call), and X.509 

Mission Certificates (for high assurance scenarios, short-lived certs issued from a long-lived CA 

grant). A stolen mission token is usable only against its declared audience, only for its declared 

intents, only until it expires.  

 

No Runtime Policy Enforcement 

● What happened: There may not have been a policy decision point evaluating whether the 

agents' actions were authorized in real time.  

● Root cause: There appears to have been no authorization layer between the agent's intent and 

the agent's action. The only "policy" may have been the sandbox wall. 
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● Countermeasures: Every tool call flows through the AgentMinder AI Gateway, which evaluates 

policies in real time: 

o Is this agent authorized for this intent? 

o Does the risk level (normal/elevated/critical) match the agent's authorization? 

o Does the tool call context and metadata match expected patterns? 

o Is the mission token valid, unexpired, and audience-correct? 

The is a liveness-checked service; the gateway verifies AI PDP availability on every request 

when policy enforcement is enabled. If the AI PDP is unreachable, requests are denied by 

default. 

 

No Real-time Observability and Revocation 

● What happened: OpenAI may not have detected the escape or the breach in real time. 

Hugging Face detected the intrusion independently using its own security monitoring. 

● Root cause: There may not have been a real-time audit trail or anomaly detection for agent 

behavior; no event stream to flag actions like "agent connected to external network" or "agent 

used credentials against unknown target.” 

● Countermeasures: AgentMinder's observability layer provides real-time visibility into all agent 

actions: 

o Event-driven audit. Every identity event, tool call, and policy decision is published to the 

platform's event bus for real-time consumption. 

o Built-in observability. Dedicated observability services consume events for monitoring, 

alerting, and forensic analysis. 

o Activity tracking. All agent actions are recorded with full audit trails, including the acting 

identity at each step 

o Webhook delivery. Event-driven webhook engine enables integration with external 

SIEM/SOAR platforms for real-time alerting 

An agent escaping a sandbox and connecting to an external network would generate events 

that are visible in real time, not discovered days later. Furthermore, AgentMinder also supports 

Continuous Access Evaluation Protocol (CAEP) and Shared Signals Framework (SSF) for real-

time session management: 

o When anomalous behavior is detected (by built-in observability or external SIEM), a CAEP 

signal can immediately revoke the agent’s session and all associated tokens 

o Revocation propagates across the distributed system in real time 

o The agent's next tool call will fail authorization, regardless of token expiry time 

This provides a kill switch capability that does not depend on the agent cooperating with a 

shutdown command.  
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Model-Dependent Defense 

● What happened: During incident response, Hugging Face found that leading US AI models 

refused to process attack data needed for forensic analysis, forcing them to use a Chinese 

open-source model instead. 

● Root cause: When security controls are embedded in the model itself, they cannot distinguish 

attacker from defender. Model-level guardrails are a blunt instrument that fails in both directions 

- too permissive for attackers, too restrictive for defenders.  

● Countermeasures: AgentMinder's authorization layer is external to and independent of the 

LLM. The four-entity identity model (LLM, Orchestration Client, Supervisor Agent, Sub-Agent) 

ensures: 

o The LLM itself never holds credentials - the orchestration client authenticates the agent, and 

the mission token authorizes tool calls 

o Authorization decisions are made by AgentMinder, not by the model 

o The same authorization framework works regardless of which model powers the agent - 

GPT, Claude, open-source, or otherwise 

This means defenders can use any model for incident response without the model's guardrails 

interfering with forensic analysis. The security boundary is on the platform, not in the model's 

training. 

 

Why Broadcom AgentMinder 

As agentic AI systems become more autonomous, traditional perimeter-based security measures like 

sandboxing are proving insufficient, as demonstrated by the OpenAI/Hugging Face incident where 

agents successfully escaped boundaries and moved laterally. AgentMinder fundamentally transforms 

this security landscape by shifting from passive containment to active, platform-level authorization. It 

ensures that every agent action—whether it’s a tool call or resource request—is routed through the AI 

Gateway, where it is verified against declared mission intents, effectively preventing unbounded 

delegation and lateral movement before they can escalate into a breach. 

Beyond just preventing unauthorized actions, AgentMinder provides critical operational control through 

scoped, short-lived credentials and real-time observability. By decoupling security from the LLM itself, 

companies can maintain consistent policy enforcement regardless of the underlying model, ensuring 

that forensic analysis remains unhindered by model guardrails. With AgentMinder, organizations gain a 

robust kill-switch capability and granular visibility, allowing them to confidently deploy agentic workflows 

while maintaining a secure, auditable, and compliant infrastructure. 

For more information, contact your Broadcom account team or reach out to schedule a technical 

briefing on AgentMinder.   

https://engage.broadcom.com/ims-contact

