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Adobe Feature Restricted Licensing
Adobe Feature Restricted Licensing is an alternative to Adobe Named User Licensing for customers that have network 
limitations due to security concerns. If you have access to the Internet, Named User Licensing is the best choice and is 
described to the left. In both the Named User and the Feature restricted licensing methodologies, the license code is no 
longer embedded in the desktop software for perpetual use, instead a signed certificate is either stored on the desktop 
computer’s or in the per-user Certificate Store or Keychain. That license certificate needs to be updated periodically, but 
with FRL, once your end-user computer has been licensed, the certificate will not need to be updated until you renew your 

contract with Adobe. 

In Adobe Feature Restricted 
Licensing an Administrator:
1.	Signs in to the Adobe Admin 

Console 

2.	Builds an FRL Package. This 
package determines which 
desktop applications to install or 
license, and which FRL licensing 
method, described below, to use.

3.	Downloads the package

4.	Deploys the package in whichever 
manner they prefer. 

The two options for Feature 
Restricted Licensing are described 
below.

Named User Licensing

In 2012 Adobe moved from a 
serialized license model to a 
subscription-based Named 
User Licensing model, in which 
every user of Adobe desktop 
software would be identified by 
unique identifier. These identi-
fiers, or names, are managed by 
the Adobe Identity Manage-
ment Services platform which 
allows end-users to authenti-
cate and license their deployed 
desktop software and use Adobe 
cloud services. 

For Adobe’s enterprise custom-
ers, these users and licenses are 
governed by the Adobe Admin 
Console., which is essentially an 
interface on top of the licensing 
server.  

When an end-user attempts 
to activate or launch their soft-
ware, or use one of the Adobe 
services, that endpoint reaches 
out to Adobe. It talks to the 
Adobe Identity Service which 
confirms whther or not the user 
is logged in. If not, it either allows 
the end-user to log in directly, or 
it passes control to the custom-
er’s Identity Provider (IdP), which 
performs a Federated Single 
Sign On authentication. The 
Identity Service then contacts 
the Adobe Admin Console for 
authorization and verifies the 
end-user’s entitlements. 
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FRL – Online 
FRL Online is designed for scenarios where your end-user computer will have access to the internet for licensing purposes. 
In this method, each application that is launched on a customer computer creates a license request which is sent over 
HTTPS, through the customer’s firewall, to the Adobe Admin Console which provides an Adobe-signed license specific to 
the computer making the request. The application is then licensed on that computer for the duration of the customer 
contract, specified by the “contract end date.” When the customer contract with Adobe expires, the computer has 99 days 
to receive an updated license with a new end date, before the software stops working. 

With FRL-Online, a license update is simply another HTTPS request to Adobe, which will automatically download a new 
license certificate. There are no services nor cloud access utilized in FRL-Online; the only internet access required is for 
licensing. 

FRL-Online Security
An FRL-Online computer sends an HTTPS request to lcs-cops.adobe.io. This dns endpoint must be allow-listed in a 
customer’s firewall for an FRL-Online computer to be able to license. 

The license requests contrains a MachineID, which is a SHA-256 hash of various computer characteristics, such as 
motherboard serial number and/or boot disk serial number; the NPDId and some other Adobe generated licensing data; 
the OS Hostname, Type, and Version, which are recorded only for customer accounting purposes. 

It is important to note that the NPDID is an entitlement identifier corresponding to an Adobe license and is unique to 
Adobe. Neither the NPDID nor the MachineID contain an IP Address, Domain or Hostname, nor a machine name:

Sample NPDId: YjAwMGY3YTUtMOd/NS00MDBhLTlhYTktMz/4YzQwODA0Zjkz

Sample MachineID: c963515d5ce2fd84b1998823bc747336b827e4413572a3478dle76288c502cbl

FRL – Offline 
This method is for customers who maintain secure networks in which individual machines are not connected to the 
internet, or are completely air-gapped. An FRL-Offline computer does not need to reach back to Adobe and will be licensed 
on installation. The licesne duration is also specified by the “contract end date.” When the customer contract with Adobe 
expires, the computer has 99 days to receive an updated license with a new end date, before the software stops working. 

With FRL-Offline, a license update will require the administrator to build and deploy either a license-only package, or a 
license-and-application package. This package will contain the new license certificate with the new end date.

FRL-Offline Security
On every application launch, an FRL-Offline application will perform a DNS-Lookup. This lookup will have no information 
in the body, but will hit:{NPDId}-{timestamp}.frl.adobe.io via UPD on port 60. If an online (ie: internet 
connected) environment is detected, then the DNS request will be logged with the adobe.io DNS server. This data will 
assist Adobe in determining the organization that the package belongs to, and at what time that application went online. 
The application will continue to work, but Adobe will be able to see that the corresponding package was used in an online 
environment. For clarity, there are zero connectivity requirements for FRL-Offline, and it is expected that the DNS lookup 
will fail. 
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