
Thank you for downloading this Lineaje report. Carahsoft is the distributor for Lineaje
cybersecurity solutions available via multiple contract vehicles.

To learn how to take the next step toward acquiring Lineaje's solutions, please check out
the following resources and information: 

For additional Lineaje solutions:

carah.io/LineajeSolutions

To set up a meeting: 

Lineaje@carahsoft.com
(844)-445-5688

For additional cyberseurity solutions: 

carah.io/Cybersecurity 

For more information, contact Carahsoft or our reseller partners: 

Lineaje
SBOM360 Overview

For more information, contact Carahsoft or our reseller partners: 

Lineaje@carahsoft.com | (844) 445-5688

https://www.carahsoft.com/solve/cybersecurity
https://www.carahsoft.com/lineaje/solutions


Who Uses SBOM360

Product security teams who strive 
to achieve a trusted software supply 
chain, and comply with Executive 
order 14028

DevSecOps teams and developers 
who want to minimize supply chain 
risks,and safeguard their software 
from compromise by threat actors.

Open-source office who want to 
only use the best open-source 
components in their software.

OVERVIEW: SBOM360

SBOM360 is a comprehensive software supply chain  
security management tool for software builders of in-house 
or commercial software. It supports various software types,  
including cloud applications, SaaS, COTS and appliances. 
With SOMB360, software producers can manage software  
supply chain risks across their, ensuring security,  
compliance and operational efficiency

What’s in your software?

About Lineaje

Lineaje provides comprehensive 
software supply chain security 
management for organizations that 
build, use or sell software.

SBOM360 is the industry's first 
SBOM manager. Organizations can 
discover their software supply 
chain, assess its integrity & inherent 
risks, and drive continuous 
improvement across their portfolio 
of applications. SBOM360 Hub is 
the industry's first private & secure 
SBOM exchange for the software 
distribution chain.
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Discover your entire supply chain tree
Gain visibility into all software components including 
open-source, private, or third-party, within minutes. 
Easily decompose images, binaries, and source code 
using simple integrations or our free SCA/discovery 
CLI.

Establish independently verifiable provenance 
(LCAL)
Ensure the integrity of your shipped software, by 
verifying what you built matches what you sourced, and 
what your dependents shipped. What they shipped is 
what they built and so on. All verifiable by anyone.

Understand the inherent risk your dependencies 
drag in(IRL)
Continuously assess software components for risks 
such as vulnerabilities, code quality, security posture, 
maintainability, provenance, geographical dependence, 
and author reputation etc.

The White House issued Executive Order 
14028 in May 2021 to improve the nation's 
cybersecurity. It strengthens defenses against 
cyber threats for federal networks and 
promotes collaboration between government 
and private sectors. It mandates software 
vendors to publish an attestation letter 
outlining software components and associated 
evidence, and requires federal agencies to 
assess risks when buying software from 
vendors. SBOM360 publishes all compliance 
artifacts necessary to comply with Executive 
Order 14028.

Establish software supply chain policy control
Set component policies and instantly detect violations. 
Simplify management of complex software supply chain 
with automated DevSecOps actions and receive developer 
recommendations

Integrated search
Streamline the search for vulnerabilities, licenses, 
provenance, supplier details and more across all your 
SBOMs enhancing operational efficiency.

Centralized SBOM management
Achieve centralized SBOM version management and 
maintenance for all your applications and components

Publishing privately or publicly
Effortlessly auto-publish compliant Product SBOMs with 
evidence as mandated by Executive Order 14028 publicly, 
or privately.

TRY
• Sign up for a free account. Link here
• Need help? – Talk to us.

BUY
• Subscribe to SBOM360 or our

Managed SBOM360 offerring
• Contact us

CONNECTLEARN
• Visit lineaje.com
• Schedule a product demo

Connect to your container repository
Understand container composition and link 
OSS, third-party and private components

Four ways to get value from SBOM360

Connect to your source-code repository
Gain complete integrity and inherent risk 
levels for your private components.

Have a SCA output? Upload your SPDX or 
Cyclone DX
Gain complete integrity and inherent 
risk levels for your private components.

Don’t know what’s in your software? 
Just upload your product

SBOM360 generates a complete view of your 
software, and the supply chain risks
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Executive Order

Key capabilities
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