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SUSTAINABILITY

Cyber vulnerability grows along with COVID-19 pandemic
stresses

Len Strazewski

Contributing News Writer

As the COVID-19 pandemic rages, demand for telehealth services has also grown,
increasing the vulnerability that medical operations have to cyberattacks and hacks,
according to Laura Ho�man, AMA assistant director of federal a�airs.
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Hospitals and medical practices must always take steps to protect their networks
from cyberattacks on patient records and other data, but as hospitals and physician
practices have adjusted to provide more care virtually, while also devoting signi�cant
resources to treating patients with COVID-19 and managing the increased number of
cyberattacks on health care providers, security can become stressed, she said during
a recent episode of the “AMA COVID-19 Update.”

“In the pandemic, we rightfully have a lot of resources focused on caring for patients
with COVID. So, you've got a lot of additional personnel maybe working in di�erent
areas of the hospital that they aren't accustomed to, maybe their access controls have
had to change in terms of who's allowed out into what portions of the electronic
health records, and that can contribute to insider threats,” Ho�man said.
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“We've got people continuing to work from home and continuing to receive
treatment from home. So, the landscape of the vulnerabilities and entry points
during the pandemic are increased as compared to a regular health care system
where a lot of the care is delivered inside your secure clinic or hospital.”

Related Coverage
What doctors can do to thwart cybercriminals as 2020 closes

To help physicians and others manage these issues, the AMA and the American
Hospital Association (AHA) have developed a resource, “Looking Forward:
Technology Considerations for the Rest of 2020,” that includes recommended steps
needed to bolster network security and patient privacy e�orts.

Ho�man also pointed to a growing reliance on telehealth and how more patients are
receiving care from home using di�erent telehealth platforms. The use of the
technology has been “a wonderful way for us to promote social distancing and
preserve” personal protective equipment (PPE), she said.
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“But at the same time, what is good for the health care system and patients presents
an opportunity, unfortunately, for cyber criminals. So, they see this now as an
opportunity to perhaps exploit these increased use of telehealth systems and the fact
that people are working in an environment that they may be less familiar with, and
they are going to town in terms of trying to in�ltrate di�erent systems,” Ho�man said.

Ransomware, a long-standing problem for individual internet users, is also on the rise
for institutions.

“In the beginning [of the pandemic] we saw a lot of attacks via phishing and
ransomware. Having people click on links for additional PPE that they might be trying
to �nd ... actually would then infect computers and systems,” she said.

Ransomware criminals then demand money from a�ected institutions to release
infected software and locked up data. “It's not just something that happens in a back
room where the IT sta� then gets busy to work and trying to �x the ransomware that
has infected the system,” Ho�man noted. “It really is a system-wide impact when your
systems are shut down. You can't pull up distinct patient records to learn what
medications they're on or even what their diagnoses are.”

One of the newest and biggest threats is called “Ryuk ransomware,” she explained,
which has been released into the open internet for use by any malicious criminal.

The ransomware has created an opportunity for insider attacks by individuals who
recognize an opportunity to exploit weaknesses in an institution’s technology.

Related Coverage
Online scammers target doctors amid COVID-19. How to stay safe.

“We're seeing a lot of insider threats, unfortunately, where folks may recognize that
their systems aren't patched as strongly as they should be or completely as they
should be, and they're able to just insert this software right into some unsecured
systems. One of the biggest examples we've actually seen recently is with the UHS
[Universal Health Services Inc.] health care system where computers were infected,
and many practices had to shut down. Hospital systems were without their EHR for
some time,” Ho�man said.

Beware of insider threats
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It's not just hospitals and large institutions that are a�ected. Small practices or
individual physicians working from home may be storing less data, “but they may not
have the same kinds of robust cybersecurity protections in place, and so it's easier to
in�ltrate that network and maybe link it to a larger network,” she said.

Ho�man recommends IT sta� check that software is up to date and make sure
software patches for all technology are completed regularly—even personal
computer operating systems and internet browsers that link to bigger data
management systems.

“One thing to consider is giving all of your employees a really serious refresher about
the kinds of links they should be clicking on when they review their emails inside the
hospital system. Maybe have everybody change their passwords more frequently,
make the requirements more complex.

“I know it just adds one more thing for everybody to remember, but you can use
password managers to help with that and come up with complex passwords that you
don't need to actually remember every time,” she said.

More about:

Cybersecurity

Coronavirus (COVID-19)

Telehealth Adoption

Essential Tools & Resources

AMA Digital Health Study, 2016 & 2019

Augmented intelligence in medicine

Keep software up to date

11

https://www.ama-assn.org/topics/cybersecurity
https://www.ama-assn.org/topics/coronavirus-covid-19
https://www.ama-assn.org/topics/telehealth-adoption
https://www.ama-assn.org/about/research/ama-digital-health-care-2016-2019-study-findings
https://www.ama-assn.org/amaone/augmented-intelligence-ai
https://www.ama-assn.org/rate/node/61161/updown/1/thumbs_up?destination=/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses


12/10/2020 Cyber vulnerability grows along with COVID-19 pandemic stresses | American Medical Association

https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses?_sm_au_=iVVkr2srLLkn… 5/10

Digital Health Implementation Playbook

Validating digital health innovations

RELATED CONTENT
AMA COVID-19 daily video update: Protecting physicians, hospitals from emerging
cyberthreats

What doctors can do to thwart cybercriminals as 2020 closes

Physician cybersecurity

FEATURED STORIES

https://www.ama-assn.org/amaone/augmented-intelligence-ai
https://www.ama-assn.org/amaone/ama-digital-health-implementation-playbook
https://www.ama-assn.org/practice-management/digital/validating-digital-health-innovations
https://www.ama-assn.org/practice-management/digital/ama-covid-19-daily-video-update-protecting-physicians-hospitals
https://www.ama-assn.org/practice-management/sustainability/what-doctors-can-do-thwart-cybercriminals-2020-closes
https://www.ama-assn.org/practice-management/sustainability/physician-cybersecurity


12/10/2020 Cyber vulnerability grows along with COVID-19 pandemic stresses | American Medical Association

https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses?_sm_au_=iVVkr2srLLkn… 6/10

PHYSICIAN HEALTH

How lean thinking can shape the �ght against physician burnout

https://www.ama-assn.org/practice-management/physician-health/how-lean-thinking-can-shape-fight-against-physician-burnout


12/10/2020 Cyber vulnerability grows along with COVID-19 pandemic stresses | American Medical Association

https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses?_sm_au_=iVVkr2srLLkn… 7/10

HEALTH EQUITY

Dermatology a bellwether of health inequities during COVID-19

https://www.ama-assn.org/delivering-care/health-equity/dermatology-bellwether-health-inequities-during-covid-19


12/10/2020 Cyber vulnerability grows along with COVID-19 pandemic stresses | American Medical Association

https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses?_sm_au_=iVVkr2srLLkn… 8/10

Help Move Medicine
Medicine doesn’t stand still, and neither do we. AMA members don’t just keep
up with medicine—they shape its future.

Sign up for Morning Rounds

NUTRITION

Ketogenic diets: What to tell your patients

Join the Movement

https://www.ama-assn.org/delivering-care/public-health/ketogenic-diets-what-tell-your-patients
https://member.ama-assn.org/join-renew


12/10/2020 Cyber vulnerability grows along with COVID-19 pandemic stresses | American Medical Association

https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses?_sm_au_=iVVkr2srLLkn… 9/10

Get the latest news in medicine and public health delivered to your inbox
Monday–Friday.

The AMA promotes the art and science of medicine and the betterment of public
health.

AMA Contact Us
Download AMA Connect app for iPhone or Android

AMA Careers
Events
Press Center
AMA Alliance
AMPAC
AMA Foundation

The best in medicine, delivered to your mailbox

Email Address

Sign Up/Create Account

Subscribe

I verify that I’m in the U.S. and agree to receive communication from the AMA or third parties on behalf of AMA.

https://www.ama-assn.org/
https://www.facebook.com/AmericanMedicalAssociation
https://twitter.com/AmerMedicalAssn
https://www.linkedin.com/company/american-medical-association
https://www.youtube.com/user/AmerMedicalAssn
https://www.instagram.com/amermedicalassn/
https://www.ama-assn.org/form/contact-us
https://itunes.apple.com/app/ama-connect/id1355068050?uo=5&at=10l9yE
https://www.ama-assn.org/store/apps/details?id=org.ama_assn.AMAConnect
https://www.ama-assn.org/about-ama/ama-career-opportunities
https://www.ama-assn.org/events
https://www.ama-assn.org/press-center
https://www.amaalliance.org/
http://www.ampaconline.org/
https://amafoundation.org/
http://amc.ama-assn.org/newsletters?action=subscribeToNewsletter&id=14de3d03-d61c-45aa-aca0-d4bc02438f64


12/10/2020 Cyber vulnerability grows along with COVID-19 pandemic stresses | American Medical Association

https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-pandemic-stresses?_sm_au_=iVVkr2srLLk… 10/10

JAMA NETWORK™ |  FREIDA™ |  AMA ED HUB™ |  COVID-19 RESOURCES |
COVID-19 CPT® CODES |  AMA JOURNAL OF ETHICS® |  CPT |  STORE |

AMA PHYSICIAN PROFILES

Terms of Use |  Privacy Policy |  Code of Conduct |  Website Accessibility

Copyright 1995 - 2020 American Medical Association. All rights reserved.

https://jamanetwork.com/
https://freida.ama-assn.org/
https://edhub.ama-assn.org/
https://www.ama-assn.org/delivering-care/public-health/covid-19-2019-novel-coronavirus-resource-center-physicians
https://www.ama-assn.org/practice-management/cpt/covid-19-coding-and-guidance
https://journalofethics.ama-assn.org/home
https://www.ama-assn.org/practice-management/cpt
https://commerce.ama-assn.org/store/
https://commerce.ama-assn.org/amaprofiles/
https://www.ama-assn.org/general-information/general-information/terms-use
https://www.ama-assn.org/general-information/general-information/privacy-policy
https://www.ama-assn.org/general-information/general-information/code-conduct
https://www.ama-assn.org/general-information/general-information/accessibility-statement

