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Assume Breach

Explicit Verification

Least Privileged 

“Zero trust is an approach to 

cybersecurity that goes beyond “trust 

but verify” and treats all networks 

and traffic as a potential threat. ZTA 

helps agencies build zero trust 

principles into industrial and 

enterprise infrastructure and 

workflows.”

-U.S. General Services Administration

Source: Zero Trust and GSA | GSA

Zero Trust Core Principles
NEVER TRUST, ALWAYS VERIFY

https://www.gsa.gov/technology/technology-products-services/it-security/zero-trust-and-gsa#:%7E:text=Zero%20trust%20is%20an%20approach,and%20enterprise%20infrastructure%20and%20workflows.
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Zero Trust with a focus on Collaboration
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Know what your 
protection “surface” is

Understand the cybersecurity 
controls already in place

Architect & incorporate new 
tools & modern architecture

Build & apply your Zero 
Trust policies

Monitor, maintain, and alert!
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Steps to Build a Zero Trust Network
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