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Lineaje

SBOM360 Hub
Overview

Thank you for downloading this Lineaje report. Carahsoft is the distributor for Lineaje
cybersecurity solutions available via multiple contract vehicles.

To learn how to take the next step toward acquiring Lineaje's solutions, please check out
the following resources and information:

For additional Lineaje solutions: For additional cyberseurity solutions:
carah.io/LineajeSolutions carah.io/Cybersecurity

To set up a meeting:
Lineaje@carahsoft.com
(844)-445-5688

For more information, contact Carahsoft or our reseller partners:

Lineaje@carahsoft.com | (844) 445-5688



https://www.carahsoft.com/cofense/resources
https://www.carahsoft.com/cofense/events
https://www.carahsoft.com/solve/cybersecurity
https://www.carahsoft.com/cofense/contracts
https://www.carahsoft.com/lineaje/solutions
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Publish, share and use compliant SBOMs with confidence @

SBOMB360 Hub is the industry’s first SBOM Exchange
for the complex software distribution chain. SBOM360
Hub connects software producers, software
consumers, and the software distribution channel to
publish, share and use SBOMs and related
compliance artifacts privately, collaboratively enabling
frictionless sales and software consumption.
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Publish com pliant SBOMs privately

Publish approved SBOMs and auto-generate
immutable Executive Order 14028 compliant Doc-
set for each product or SKU in minutes.

Share SBOMs & compliance doc-setw ith
complete visibility

Confidently share your SBOMs and compliance
doc-setw ith customers, distributors, resellers,
system integrators, and other stakeholders. Manage
sharing levels to ensure compliance or deep
assessment.

Assessthereputation thateach SBOM reveals

Provide published SBOMs to both consumers and
producers for assessment. Discover its reputation, and
integrity & inherentrisks that each SBOM reveals.
Plan and share mitigation plans using VEX, CSAF,
etc.

Search within seconds

Efficiently search for vulnerabilities, licenses,
provenance, supplier details and more across all

your SBOMs and vendors’. Streamline search
across subscribed SBOMs and more.

Simple ways to get to value in minutes for free

Automated & custom alerting
Stay informed w ith active SBOM subscriptions as

an exchange user, receiving timely notifications for
any updates or changes.

Publish privately or publicly

Effortlessly auto-publish compliant Product SBOMs w ith
evidence as mandated by Executive Order 14028
publicly, or privately.

See your entire software eco-systemin one location

Onboard new vendors, suppliers, distributors, resellers and
customers quickly and collaborate w ith them to create
better, more secure software. Streamline requesting new
SBOM doc-sets fromsoftware producers while managing
all your SBOMs in one location.

Unveilthe hiddenlayersin your software

Discover open-source and third-party dependencies
embedded in the software you use, embedded
suppliers and their provenance and more

Executive Order

Check if your SBOM is com pliant
Login, upload a SBOM and get know for sure

Begin your searchand discover

Login & Search— Public SBOMs can also be searched.
Find the reputation of your favorite dependency or
submit it, and w e willgenerate one for you in 24 hours.

Publish aSBOM for acustomerin minutes

Y our customers w ant SBOMs fromyou? Publish
privately to them in minutes

Assessany SBOM on us

Upload any SBOM. Click on “Assess SBOM’ and
discover software contents
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« Sign up for a free trial account
«Want help? — Talk to us

The White House issued Executive Order 14028 in May
2021 to improve the nation's cybersecurity. It
strengthens defenses against cyber threatsfor federal
netw orks and promotes collaboration betw een
government and private sectors. It mandates software
vendors to publish an attestation letter outlining
software components and associated evidence, and
requires federal agencies to assess risks when buying
software fromvendors.

SBOM360 publishes all compliance artifacts necessary
to comply with Executive Order 14028.

== BUY

I_i-l *Learn more

+®, CONNECT

200

Who uses SBOM360 Hub

Softw are product teams w ho want to

publish a SBOM & compliance
doc-setto their customers
through direct and indirect
channels

Softw are salespeople and channel
resellers w ho need to share
product SBOMs & doc-setw ith
their customers or other sales
organizations

Softw are buyers, securiy
professionals and users who want to
access SBOMs fromtheir vendors
and product teams

About Lineaje

Lineaje provides comprehensive
software supply chain security
management for organizations
that build, use or sell software.

SBOMB360 is the industry's first
SBOM Manager. Organizations can
discover their software supply
chain, assess its integrity &
inherent risks, and drive
continuous improvement across
their portfolio of applications.
SBOM360 Hub is the industry's
first private & secure SBOM
exchange for the software
distribution chain.
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