
 

 

 

             

 

 

 

 

 

Thank you for downloading this VMware presentation! Carahsoft is the distributor for 
VMware healthcare solutions. 
 
To learn how to take the next step toward acquiring VMware’s solutions, please check out 
the following resources and information: 
 

For additional resources:  

carah.io/vmwareresources 
 
 
For additional VMware solutions:  

carah.io/vmware 
 
 
To set up a meeting:  

vmware@carahsoft.com 
888-6VMWARE 
 

 
 

 

 

For upcoming events:  

carah.io/vmwareevents 
 

 

For additional Healthcare solutions:  

carah.io/vmware 
 

 

To purchase, check out the contract 
vehicles available for procurement:  

carah.io/vmwarecontracts 
 

 

 

 

For more information, contact Carahsoft or our reseller partners: 

vmware@carahsoft.com | 703-871-8585    

Intrinsic Security & Advanced 

Threat Protection 
 

 

 
 

For more information, contact Carahsoft or our reseller partners: 

xxxxx@carahsoft.com | xxx-xxx-xxxx 

 

https://www.carahsoft.com/vendors/vmware/resources
https://www.carahsoft.com/vendors/vmware
mailto:vmware@carahsoft.com
https://www.carahsoft.com/vendors/vmware/events
https://www.carahsoft.com/vendors/vmware/industries/healthcare
https://www.carahsoft.com/vendors/vmware/contracts
mailto:vmware@carahsoft.com
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Lateral Security is the New Battleground
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IOT

ON PREM

BRANCH

Users

Apps

The “trusted perimeter” has dissolved
Traditional ModelApplications are ModernizingInfrastructure has Become Multi-CloudWork from Home is the New NormalThe Modern Shape of Digital Business

Web

App

Db
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ON PREM

BRANCH

Users

IOT

From: Admin@ITdept.net
Subject: Password Reset

Your password is about to 
expire. Click Here to reset.

Cloud
Misconfigured

Endpoint
Compromised

Increased Attack Surface and Growing Breaches

Apps
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Apps

ON PREM

BRANCH

Users

The Need for Zero Trust Security: Verify All Access

IOT
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ON PREM

BRANCH

Apps

Users

The Need for Zero Trust Security: Verify All Access

IOT

Visibility    |    Policy Enforcement     |     Threat Detection    |    Orchestration   |   APIs

Users & Devices Network Workload & Data

Identity/Authentication

Secure Remote Access

Behavior

Device Management

Endpoint Protection

Compliance

Microsegmentation / SM

Advanced Threat Prevention

Encryption

Secure Edge & Connectivity

Web App & API Security

Workload Protection
Workspace ONE   | Carbon Black EDR      |      Velo SASE      |      NSX     |     Tanzu Service Mesh

Secure User Access Secure Workload Access
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Network Security
NSX Distributed Firewall
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Next-generation firewall must provide two key capabilities
NSX Distributed Firewall

Access Control
Segmentation

Advanced Threat Protection

Threat Intelligence

Stateful L4-L7 
Firewall 

FQDN and URL 
Filtering

UserID and 
AppID IDS/IPS Behavior-

based NTASandbox

Network Detection and Response (NDR)
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Hypervisor Hypervisor

Partners

Contractors
Support staff

Consultants

External Entities

Perimeter Firewall VPN Firewall

Threat Actors
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Hypervisor Hypervisor

Malicious File 
Download

175.45.176.136185.30.232.85

Magnitude EK

192.168.100.181
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Hypervisor Hypervisor

192.168.100.181

185.30.232.85 175.45.176.136
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Hypervisor Hypervisor

Cryptowall C2

192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180
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Hypervisor Hypervisor

192.168.20.211

Anomalous PSExec
Interaction192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

185.30.232.85 175.45.176.136 34.102.136.180

Empire Agent C2Anomalous PSExec
Interaction
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

185.30.232.85 34.102.136.180

3a891f57

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

175.45.176.136
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.1.100

Empire Agent C2Anomalous PSExec
Interaction

Malicious File 
Download

185.30.232.85 34.102.136.180175.45.176.136

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.20.151

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Remote 
Task Scheduling

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

192.168.20.151

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 192.168.20.151

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

3a891f57

185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2
192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 192.168.20.151

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

Empire Agent C2

Malicious File 
Download

3a891f57

185.30.232.85 34.102.136.180175.45.176.136

192.168.1.100

DGA Activity
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

Malicious File 
Download

3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2

192.168.20.151

Dnscat
(exfiltration / ransom)

192.168.1.100

DGA Activity

FILES ARE
ENCRYPTED!
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Hypervisor HypervisorVMware ESXi VMware ESXi
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Network Security Controls and Threat Protection

Network-Based Firewalling

• Manual and labor-intensive

• IP/Subnet based

IDS/IPS

• No Environmental Context

• No East/West Visibility

• High false positive rate
Network Sandbox

• Detection technology easily 
bypassed by evasive malware

• Fails to detect advanced 
threats

Network Traffic Analysis

• Difficult and costly to hairpin 
100% of traffic

• High false positive rates

Packet Broker

Legacy vs NSX Multi-Cloud Security

Hypervisor HypervisorVMware ESXi VMware ESXi
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VMware NSX Firewall
Hypervisor Based Advanced 
Threat Protection

• No Network Changes

• Hypervisor Observability

• Segmentation/
Microsegmentation

• NSX Network Detection & 
Response

Tapless NTA (E-W Visibility)

NSX Sandbox (Guest 
Introspection)

NSX Distributed IDS/IPS

Network Event CorrelationPacket Broker

Network Security Controls and Threat Protection

VMware ESXi VMware ESXi

Legacy vs NSX Multi-Cloud Security
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

Malicious File 
Download

Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

Malicious File 
Download

3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2

192.168.20.151

Dnscat
(exfiltration / ransom)

Magnitude EK

Malicious File 
Download

NSX Sandbox

NSX Sandbox

NSX Sandbox

192.168.1.100

DGA Activity

Cryptowall C2

FILES ARE
ENCRYPTED!
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NSX Sandbox

File
Server

NSX Malware 
Prevention

NSX
SANDBOX

CLOUD

Full System Emulation

VDI

NSX Malware 
Prevention

NSX Malware 
Prevention

NSX Malware 
Prevention

Guest 
Introspection
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NSX Malware Detection and Prevention
Better data sources

Memory

CPU

Typical Enterprise
Sandbox Capabilities

Memory

CPU

HYPERVISOR

Physical Hardware

Web, Files, Apps

Operating Systems

Physical Hardware

Web, Files, Apps

Operating Systems

VMware Cloud
Sandbox Capabilities

Dormant code analysis
Perform Evasive Check 
using CPUID Instruction
Switching processor mode 
from 32 to 64 bit

Analysis does not 
require custom OS 

images or app versions

Dormant code analysis 
locates code blocks that 

don’t execute

Encrypt Files using 
Ransomware Routine
Check Process List for 
Presence of Sandbox

VISIBILITY OF
EVASIVE MALWAREIncomplete hardware 

emulation inhibits 
observability of malware

Analyze network capabilities
Signature generation
NTA model generation
Send Encryption Key to C&C 
Server

Network

BETTER DATA SOURCES
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181 Empire Agent C2Anomalous PSExec
Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

Empire Agent C2

192.168.20.151

Dnscat
(exfiltration / ransom)

Magnitude EK

NSX Sandbox

NSX Sandbox

NSX Sandbox

NSX IDS/IPS NSX IDS/IPS

NSX IDS/IPS

NSX IDS/IPS

Cryptowall C2NSX IDS/IPS

192.168.1.100

DGA Activity

FILES ARE
ENCRYPTED!
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Distributed IDS/IPS: Port Blocking to In-band inspection
Visibility & Enforcement across the Attack Chain

Hypervisor Hypervisor Hypervisor

WEB APPVDI

VULNERABILITY:
Log4j 

VULNERABILITY:
API/Sql injection

:  

VULNERABILITY:
Magnitude EK

VIRTUAL PATCH VIRTUAL PATCH VIRTUAL PATCH
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181
Anomalous PSExec

Interaction

Suspicious Kerberos 
AS_REQ RC4 Encryption

Suspicious Remote 
Task Scheduling

3a891f57

91.250.34.89185.30.232.85 34.102.136.180175.45.176.136

192.168.20.151

NSX Sandbox

NSX Sandbox

NSX Sandbox

NTA NTA

NSX IDS/IPS NSX IDS/IPS

NSX IDS/IPS

NSX IDS/IPS

192.168.1.100

DGA Activity

Cryptowall C2NSX IDS/IPS

NTA

NTA

FILES ARE
ENCRYPTED!
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Network Traffic Analysis

File
Server

File 
Server

Suspicious 
User

Suspicious 
Process

Suspicious 
Movement+ +

NTA NTA NTA

VDI

NTA

No Tapping

NTA

Unsupervised 
ML Models  

All East-West
Network Traffic Normal Activity

Supervised 
Threat-centric ML 

Models

False Positives

Accurately
Detect True 

Threats

Malware 
Behaviors from 

Sandbox

Malware Network 
Packet Captures
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Hypervisor Hypervisor

192.168.20.211

192.168.100.181

3a891f57

175.45.176.136

192.168.20.151
NSX IDS/IPSNTA

NTA

192.168.1.100

185.30.232.85

NSX Sandbox

NSX Sandbox

NSX IDS/IPS NSX IDS/IPS

NSX IDS/IPS

91.250.34.8934.102.136.180

NSX IDS/IPS

NTA

NSX Sandbox

NTA

FILES ARE
ENCRYPTED!
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Hypervisor Hypervisor

NTA

NTA

NSX IDS/IPSNTANSX Sandbox
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NSX Network Detection & Response

Tapless NTA

AI-based detection of 
malicious network behaviors

NSX Sandbox

Deep program visibility to 
detect zero-day malware

IDS/IPS

Tailored signatures to 
accurately identify threats

VMware ESXi

NDR (Correlation Engine)

SaaS

Machine LearningHuman Expertise
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Industry Testing
NSX Network Detection and Response

100% Industry First NDR Test Best NDR 2021 – SE Labs
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It’s About Intrusions, Not Events 

Combs Through Massive Volume of Events

IDS/IPS Sandboxing Network Traffic Analysis
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Network Detection & Response Reduces the Search Space

To Identify Relevant  Threat Activity
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Correlating Events Across Multiple Hops and Over Time

And Correlate into “Intrusions”
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Network Sandbox

Per Hop Distributed IDS/IPS

Multi-hop Network Traffic Analysis (NTA)

Network Detection and Response (NDR)

East-West 
Security

Endpoint and 
Workload Protection

Carbon Black 
Cloud

Carbon Black 
Workload

Network Segmentation & Micro-segmentation
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Network Segmentation & Micro-segmentation

App App
File 

ServerWeb

Development Production

X
DENIED!

Seg / Micro-segSeg / Micro-seg
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Network Sandbox Workload
CB

Detect/Prevent Darkside

• Signatures

• Endpoint behaviors

• Static analysis

• Indicators of compromise

Hypervisor

Carbon Black WorkloadCB Workload
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Network Sandbox

Per Hop Distributed IDS/IPS

Network Segmentation & Micro-segmentation

Multi-hop Network Traffic Analysis (NTA)

Network Detection and Response (NDR)

East-West 
Security

Endpoint and 
Workload Protection

Carbon Black 
Cloud

Carbon Black 
Workload

Best of Breed Standalone

Better Together
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NSX NDR Demonstration
Choose Your Own Adventure

Darkside Ransomware with 
Double Extortion

CryptoWall with Magnitude 
Exploit Kit and Exfiltration

OilRig / APT 34:

Advanced Persistent Threat
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Thank You
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