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Thank you for downloading this VMware presentation! Carahsoft is the distributor for
VMware healthcare solutions.

To learn how to take the next step toward acquiring VMware’s solutions, please check out
the following resources and information:

For additional resources: For upcoming events:
carah.io/vmwareresources carah.io/vmwareevents

For additional VMware solutions: For additional Healthcare solutions:
carah.io/vmware carah.io/vmware

To set up a meeting: To purchase, check out the contract
vmware@carahsoft.com vehicles available for procurement:
888-6VMWARE carah.io/vmwarecontracts

For more information, contact Carahsoft or our reseller partners:

vmware@-carahsoft.com | 703-871-8585
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Lateral Security Is the New Battleground
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The Modern Shape of Digital Business
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Increased Attack Surface and Growing Breaches
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@ From: Admin@ITdept.net
Subject: Password Reset

Your password is about to
expire. Click Here to reset.

B ‘ :
Endpoint Cloud
Compromised : Misconfigured vm

] Office 365
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The Need for Zero Trust Security: Verify All Access

W(gk\doy. 4
endesk
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] Office 365

Users
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The Need for Zero Trust Security: Verify All Access

‘ Secure User Access > Secure Workload Access >

Users & Devices Network Workload & Data
O
==

Workspace ONE | CarbonBlack EDR | VeloSASE | NSX | Tanzu Service Mesh

Visibility | Policy Enforcement | Threat Detection | Orchestration | APIs
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Network Security
NSX Distributed Firewall
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NSX Distributed Firewall

Next-generation firewall must provide two key capabilities

Threat Intelligence

Access Control Advanced Threat Protection
Segmentation

Network Detection and Response (NDR)
Stateful L4-L7 UserlID and FQDN and URL
Firewall ApplD Filtering Behavior-
IDS/IPS Sandbox based NTA
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Threat Actors External Entities

Partners
Contractors
Support staff
Consultants

Perimeter Firewall VPN Firewall
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Network Security Controls and Threat Protection
Legacy vs NSX Multi-Cloud Security
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vm

vm

vm

vm

VMware ESXi

VMware ESXi

Network-Based Firewalling

e Manual and labor-intensive
e |IP/Subnet based

Network Sandbox

» Detection technology easily
bypassed by evasive malware

* Fails to detect advanced
threats

vmware
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IDS/IPS

¢ No Environmental Context
* No East/West Visibility
* High false positive rate

. I

:

Network Traffic Analysis

« Difficult and costly to hairpin
100% of traffic

* High false positive rates

23




Network Security Controls and Threat Protection

Legacy vs NSX Multi-Cloud Security
@ VMware NSX Firewall

Lvm Lvm Lvm Lvm Lvm Lvm Lvm Lvm
\ Y A Y A A A A Hypervisor Based Advanced
— — — — Threat Protection

VMware ESXi VMware ESXi

* No Network Changes

* Hypervisor Observabilit
m o m o 1 yperviser Y
+ Segmentation/
Microsegmentation

* NSX Network Detection &
Response

NSX Sandbox (Guest
Introspection)
B I In I
Packet Broker

NSX Distributed IDS/IPS

Network Event Correlation

I N I I Tapless NTA (E-W Visibility)
°
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NSX Sandbox

Full System Emulation

NSX

CLOUD

NSX Malware
Prevention

Guest
Introspection

vm

NSX Malware
Prevention

vm

NSX Malware
Prevention

File
Server

NSX Malware
Prevention

VDI

SANDBOX | ;oo oo oo e e

_____________________________________________________________________________________________________________________________
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NSX Malware Detection and Prevention
Better data sources

Typical Enterprise VMware Cloud
Sandbox Capabilities Sandbox Capabilities
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images or app versions

Web, Files, Apps
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Dormant code analysis

locates code blocks that — T~ @

don’t execute

BETTER DATA SOURCES

Physical Hardware

Physical Hardware

1
1
1
1
1
1
1
1
1
1
1
:
1 1
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Operating Systems ! : Operating Systems Dormant code analysis
1
i ! Perform Evasive Check
: | i L using CPUID Instruction
1 1 1 . .
| H . Switching processor mode
! ! CPU ! from 32 to 64 bit
1 1 1
! EVXSlls\llBEl |?\/|I-,FAYL\CIDVFARE ' | Encrypt Files using
Incomplete hardware 1 1 —I 1 Ransomware Routine
R HYPERVISOR Cog|
emulation inhibits SO | | =] i | Check Process List for
observability of malware ! ! | Memory | Presence of Sandbox
1 1 1 1
1 1 1 1
! ! ' |:|o- | Analyze network capabilities
! ! | s ' Signature generation
! ! ! Network ! NTA model generation
, | I | Send Encryption Key to C&C
= e [ me] [r=3 e, | = me] [ me] |I=3 mne] , S
! ! . s erver )
1 1 1 1
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1 1 1 1
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Visibility & Enforcement across the Attack Chain
Distributed IDS/IPS: Port Blocking to In-band inspection

VDI

VULNERABILITY:
Magnitude EK

vmware

Hypervisor I
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VULNERABILITY:
Log4j

VULNERABILITY:
API/Sql injection

Hypervisor I Hypervisor
N
S
BN

S o

A
x

29




SO SO SO SO
185.30.232.85 175.45.176.136  34.102.136.180 91.250.34.89 & = = = = _ _ -
|

FILES ARE
ENCRYPTED!

192.168.20.151
\
n NSX Sandbox vm vm
\
N
— S
~
S | NSX Sandbox
Tr--——- 3a891f57
n vm vim vm vm \
\
N

e = = =

Hypervisor - Hypervisor

30




Network Traffic Analysis

All East-West
Network Traffic
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NSX Sandbox
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NSX Network Detection & Response

SaasS
Human Expertise “~ Machine Learning

\ w

o2 . ,

FQW NDR (Correlation Engine)

VMware ESXi
fm o mjfm o mj ‘ ‘ fm o wm]fm o ml
Al-based detection of Deep program visibility to Tailored signatures to
malicious network behaviors detect zero-day malware accurately identify threats
Tapless NTA NSX Sandbox IDS/IPS
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Industry Testing

NSX Network Detection and Response

% SE Labs

SE Labs Breach Response Detection Test
VMware NSX Network Detection and Response a S

August 2021
INTELLIGENCE-LED TESTING

BEST

Network Detection
& Response

0o WINNER 2021

FIN7 & Carbanak %5
OilRig @ 100%

APT3 m 100%
&

. 0,
Total Rating 100 /0 APT29

Detection Accuracy 100%

vmware

Legitimate Accuracy 100%

100% Industry First NDR Test Best NDR 2021 - SE Labs

35
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It’s About Intrusions, Not Events

Combs Through Massive Volume of Events

IDS/IPS Sandboxing Network Traffic Analysis



Network Detection & Response Reduces the Search Space

To ldentify Relevant Threat Activity

. 100s - . )
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Correlating Events Across Multiple Hops and Over Time

And Correlate into “Intrusions”

®
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Endpoint and
Workload Protection

Carbon Black
Cloud

Carbon Black
Workload

East-West
Security

Network Detection and Response (NDR)

Network Sandbox

Multi-hop Network Traffic Analysis (NTA)

Per Hop Distributed IDS/IPS

Network Segmentation & Micro-segmentation

a
- ©2021 VMware, Inc.




Network Segmentation & Micro-segmentation
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Start New Recommendation

toms tire store Policy Recommendation

er Groups

Advanced Optic

Recommendations Discovery in progress

Last 24 hours (Default

@ Recommendations Discovery can take upto 30 to 60 minutes. The discovery status can be tracked from the 'Recommendations’ tab. X

START DISCOVERY
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CB Workload

Carbon Black Workload

Workload
CB
¢
<1 = | [ [~
O

Detect/Prevent Darkside

Hypervisor

Signatures
Endpoint behaviors
Static analysis

Indicators of compromise



Best of Breed Standalone

Better Together




NSX NDR Demonstration

Choose Your Own Adventure

OilRig / APT 34:

Darkside Ransomware with CryptoWall with Magnitude

Double Extortion Exploit Kit and Exfiltration Advanced Persistent Threat

ETERNALBLUE
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