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Cyber Compliance and Zero Trust

Carahsoft Federal Regulation Overview

Summary:
Zero Trust is defined by the NIST as the “term for an evolving set of cybersecurity paradigms that move defenses from static,
network- based perimeters to focus on users, assets, and resources.” In summary, zero trust employs the idea of “never
trust, always verify” and treats everything as a suspected threat.

Zero Trust is one of the top cybersecurity priorities for state and federal agencies. The federal government has published
multiple documents shaping compliance regulations for Zero Trust. This document demonstrates the the impact the policies
and regulations that played a role in the creation of Executive Order 14028, M-22-01, M-22-09, CISA Cloud Security
Reference, and CISA Zero Trust Maturity Model. In addition to the documents that played in impact, this overview illustrates
which regulations and policies were enacted in response to the five aforementioned zero trust policies.
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2020 - Memorandum on 2020 - NIST Zero Trust
Completing the Transition to Architecture (NIST.SP.800-
Internet Protocol Version 6 (M-21- 207: Define Zero Trust

07): Define Ipv-6 Requirements Capabilities

2017 - Binding Operational
Directive to Enhance Email and
Web Security (BOD 18-01): Define
Technical Security Requirements

2020 - Memorandum on Improving
Vulnerability Identification, Management, and
Remediation (M-20-32): Define Vulnerability
Research Program Requirements

2021 - NIST Guidelines on Minimum 2021 - DoD Zero Trust
Standards for Developer Verification Reference
of Software (NIST IR 8397): Define Architecture: Define
Developer Testing Requirements Zero Trust Capabilities

2021 - Memorandum on Protecting

Critical Software Through Enhanced

Security Measures (M-21-30): Define
Critical Software& Requirements

2021 — Memorandum on Improving the Federal
Government’s Investigative and Remediation
Capabilities Related to Cybersecurity Incidents (M-21-
31): Define Investigation & Remediation Requirements)

2022 - Executive Order on Improving the Nation’s
Cybersecurity (EO 14028): Direct to Use Cloud & Do Zero Trust

2022 - Memorandum on Enhancing the Security
of the Software Supply Chain through Secure
Software Development Practices (M-22-18):
Enhance Security of Software Supply Chain

2022 — Memorandum on Improving Detection of
Cybersecurity Vulnerabilities and Incidents on Federal
Government Systems through Endpoint Detection and

Response (M-22-01): Direction to Do EDR

2022 - NIST Recommended Criteria for
Cybersecurity Labeling for Consumer Internet
of Things (loT) Products (NIST CSWP 24):
Labeling for Consumer loT Products

2022 — NIST Secure Software Development Framework

(SSDF) Version 1.1 Recommendations for Mitigating the

Risk of Software Vulnerabilities (NIST SP 800-218): Risk
Mitigation of Software Vulnerabilities

2022 —CISA Cloud 2022 —CISA Zero
Security Trust Maturity

Reference: Define Model: Define Zero

Security for Cloud) Trust Maturity

2023 - Memorandum on Migrating

to Post-Quantum Cryptography (M-

23-02): Migration to Post Quantum
Cryptography

2022 - NIST Cybersecurity Supply Chain Risk
Management Practices for Systems and
Organizations (NIST SP 800-161r1: Cybersecurity
Supply Chain Risk Management Practices

2022 - Memorandum on Moving the
U.S. Government Toward Zero Trust
Cybersecurity Principles (M-22-09):

Define Zero Trust Strategy

2023 - Binding Operational Directive on
Improving Asset Visibility and Vulnerability

Detection on Federal Networks (BOD 23-01):

Asset Visibility and Vulnerability Detection



https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.cisa.gov/news-events/directives/bod-18-01-enhance-email-and-web-security
https://www.whitehouse.gov/wp-content/uploads/2020/09/M-20-32.pdf
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
https://csrc.nist.gov/pubs/ir/8397/final
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/08/M-21-30.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/08/M-21-31-Improving-the-Federal-Governments-Investigative-and-Remediation-Capabilities-Related-to-Cybersecurity-Incidents.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/08/M-21-31-Improving-the-Federal-Governments-Investigative-and-Remediation-Capabilities-Related-to-Cybersecurity-Incidents.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/10/M-22-01.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Cloud%20Security%20Technical%20Reference%20Architecture_Version%201.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Cloud%20Security%20Technical%20Reference%20Architecture_Version%201.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Cloud%20Security%20Technical%20Reference%20Architecture_Version%201.pdf
https://www.cisa.gov/zero-trust-maturity-model
https://www.cisa.gov/zero-trust-maturity-model
https://www.cisa.gov/zero-trust-maturity-model
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf
https://csrc.nist.gov/pubs/cswp/24/criteria-for-cybersecurity-labeling-for-consumer-i/final
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.cisa.gov/news-events/directives/bod-23-01-improving-asset-visibility-and-vulnerability-detection-federal-networks
https://csrc.nist.gov/pubs/sp/800/207/final
https://csrc.nist.gov/pubs/sp/800/207/final

